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5(6802�

2�FUHVFHQWH�Q~PHUR�GH�LQLFLDWLYDV�GH�GDGRV�DEHUWRV�WHP�OHYDGR�D�XPD�PDLRU�GLVVHPLQDomR�
GH� LQIRUPDo}HV� DR� S~EOLFR�� WUD]HQGR� GLYHUVRV� EHQHItFLRV�� PDV� WDPEpP� OHYDQWDQGR�
SUHRFXSDo}HV�VREUH�D�SULYDFLGDGH�LQGLYLGXDO��1R�%UDVLO��HVVDV�TXHVW}HV�VmR�DERUGDGDV�SRU�
PHLR� GH� GXDV� OHLV� FRPSOHPHQWDUHV� TXH� UHJXODP� D� WUDQVSDUrQFLD� H� D� SULYDFLGDGH� QD�
GLYXOJDomR� JRYHUQDPHQWDO� GH� GDGRV� LQGLYLGXDLV�� 3RU� XP� ODGR�� D� OHL� GH� WUDQVSDUrQFLD�
FRQKHFLGD� FRPR� /$,� �/HL� GH� $FHVVR� j� ,QIRUPDomR�� UHJH� R� DFHVVR� GD� VRFLHGDGH� D�
LQIRUPDo}HV�S~EOLFDV��3RU�RXWUR�ODGR��D�OHL�GH�SULYDFLGDGH�UHFHQWHPHQWH�LPSOHPHQWDGD��
/*3'� �/HL� *HUDO� GH� 3URWHomR� GH� 'DGRV� 3HVVRDLV��� UHVWULQJH� D� GLYXOJDomR� GH� GDGRV�
LQGLYLGXDLV� H� LPS}H� VDQo}HV� HP� FDVR� GH� QmR� FRQIRUPLGDGH�� 1HVVH� FRQWH[WR�� SDUD�
SURPRYHU� D� WUDQVSDUrQFLD� GRV� GDGRV� DR� PHVPR� WHPSR� HP� TXH� VH� JDUDQWH� D�
FRQILGHQFLDOLGDGH�� PXLWRV� yUJmRV� JRYHUQDPHQWDLV� EUDVLOHLURV� FRQFHQWUDUDP�VH� HP�
LGHQWLILFDU�H�UHPRYHU�LQIRUPDo}HV�SHVVRDOPHQWH�LGHQWLILFiYHLV�GR�FRQMXQWR�GH�GDGRV�DQWHV�
GH� GLYXOJi�OR� DR� S~EOLFR�� 1R� HQWDQWR�� GLYHUVRV� WUDEDOKRV� WrP� GHEDWLGR� VREUH� D�
LQDGHTXDomR�H�LQHILFLrQFLD�GHVVD�WpFQLFD�GHVGH�SHOR�PHQRV�D�GpFDGD�GH�����D�TXDO�SURYD�
VH�LQHILFLHQWH�SDUD�SUHVHUYDU�D�SULYDFLGDGH�GRV�LQGLYtGXRV��3HVTXLVDGRUHV�EUDVLOHLURV�WrP�
GHVHQYROYLGR� HVWXGRV� SDUD�DERUGDU� HVVH�SUREOHPD�� H[SORUDQGR�D� DSOLFDomR� GH� WpFQLFDV�
SRSXODUHV�GH�DQRQLPL]DomR��FRPR�D�N�DQRQLPLGDGH��RX�SURSRQGR�QRYRV�PpWRGRV�SDUD�
DYDOLDU� ULVFRV�� 1R� HQWDQWR�� HVVHV� HVWXGRV� VmR� HVFDVVRV� H� FDUHFHP� GH� XP� SURFHVVR� GH�
DQRQLPL]DomR�PDLV�VLVWHPiWLFR�H�FRPSOHWR��(VWH�WUDEDOKR�WHP�FRPR�REMHWLYR�FRQWULEXLU�
SDUD�R�GHEDWH�VREUH�SULYDFLGDGH�HP�EDQFRV�GH�GDGRV�DEHUWRV��LQYHVWLJDQGR�D�DSOLFDomR�GH�
XPD�PHWRGRORJLD�VLVWHPiWLFD�GH�DQRQLPL]DomR�EDVHDGD�HP�ULVFRV�SRU�PHLR�GH�XP�HVWXGR�
GH�FDVR��3UHWHQGHPRV�GLVFXWLU�RV�IDWRUHV�LPSRUWDQWHV�TXH�SUHFLVDP�VHU�FRQVLGHUDGRV�DR�
UHDOL]DU� XP� SURFHVVR� GH� DQRQLPL]DomR�� VRE� D� yWLFD� GR� FRQWH[WR� EUDVLOHLUR�� 7DPEpP�
LPSOHPHQWDPRV� GLIHUHQWHV�PpWRGRV� SDUD� TXDQWLILFDU� H�PLWLJDU� ULVFRV� GH� SULYDFLGDGH� H�
GLVFXWLPRV� D� XWLOLGDGH� GRV� GDGRV�� 2V� UHVXOWDGRV� LQGLFDP� ULVFRV� VXEVWDQFLDLV� GH�
SULYDFLGDGH� QRV� GDGRV� GR� HVWXGR� GH� FDVR�� DVVLP� FRPR� HP�RXWURV� FRQMXQWRV� GH� GDGRV�
EUDVLOHLURV��DIHWDQGR�LQ~PHUDV�SHVVRDV��$R�PHVPR�WHPSR��D�PHWRGRORJLD�HVWXGDGD�SRGH�
RIHUHFHU�RULHQWDomR�QD�GLVFXVVmR�GD�DQRQLPL]DomR�GH�GDGRV�DR�RIHUHFHU�XP�SDVVR�D�SDVVR�
DGDSWiYHO� H�FRPSUHHQVtYHO��$� VHOHomR�GRV�PpWRGRV�GH�SUHVHUYDomR�GD�SULYDFLGDGH��QR�
HQWDQWR��SRGH�VHU�XPD�WDUHID�GHVDILDGRUD��HVSHFLDOPHQWH�DR�FRQVLGHUDU�P~OWLSORV�ULVFRV�
HP�XP�FRQMXQWR�GH�GDGRV�JUDQGH�H�FRPSOH[R��
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3DODYUDV�FKDYH��0pWRGRV�GH�SUHVHUYDomR�GD�SULYDFLGDGH��3XEOLFDomR�GH�GDGRV�

S~EOLFRV��'DGRV�DEHUWRV��0HWRGRORJLD�GH�DQRQLPL]DomR�EDVHDGD�HP�ULVFRV��%UDVLO�
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7KH� JURZLQJ� QXPEHU� RI� RSHQ� GDWD� LQLWLDWLYHV� KDV� OHG� WR� D� JUHDWHU� GLVVHPLQDWLRQ� RI�
LQIRUPDWLRQ� WR� WKH� SXEOLF�� EULQJLQJ� YDULRXV� EHQHILWV� EXW� DOVR� UDLVLQJ� FRQFHUQV� DERXW�
LQGLYLGXDO�SULYDF\��,Q�%UD]LO��WKHVH�LVVXHV�DUH�DGGUHVVHG�WKURXJK�WZR�FRPSOHPHQWDU\�ODZV�
WKDW�UHJXODWH�WUDQVSDUHQF\�DQG�SULYDF\�LQ�WKH�JRYHUQPHQWDO�UHOHDVH�RI�LQGLYLGXDO�GDWD��2Q�
WKH�RQH�KDQG��WKH�WUDQVSDUHQF\�ODZ�NQRZQ�DV�/$,����/HL�GH�$FHVVR�j�,QIRUPDomR��JRYHUQV�
VRFLHW\
V� DFFHVV� WR� SXEOLF� LQIRUPDWLRQ�� 2Q� WKH� RWKHU� KDQG�� WKH� UHFHQWO\� LPSOHPHQWHG�
SULYDF\�ODZ��/*3'����/HL�*HUDO�GH�3URWHomR�GH�'DGRV�3HVVRDLV��UHVWULFWV�WKH�GLVFORVXUH�
RI�LQGLYLGXDO�GDWD�DQG�LPSRVHV�VDQFWLRQV�IRU�QRQ�FRPSOLDQFH��,Q�WKLV�FRQWH[W��WR�SURPRWH�
GDWD� WUDQVSDUHQF\� ZKLOH� JXDUDQWHHLQJ� FRQILGHQWLDOLW\�� PDQ\� %UD]LOLDQ� JRYHUQPHQW�
DJHQFLHV�IRFXVHG�RQ�LGHQWLI\LQJ�DQG�UHPRYLQJ�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�IURP�
WKH�GDWD�VHW�EHIRUH�UHOHDVLQJ�LW�WR�WKH�SXEOLF��+RZHYHU��VHYHUDO�ZRUNV�KDYH�VKHG�OLJKW�RQ�
WKH�LQDGHTXDF\�DQG�LQHIILFLHQF\�RI�WKLV�DSSURDFK�VLQFH�DW�OHDVW�WKH�����V��GHPRQVWUDWLQJ�
LWV� LQVXIILFLHQF\� LQ� VDIHJXDUGLQJ� LQGLYLGXDOV
� SULYDF\�� %UD]LOLDQ� UHVHDUFKHUV� KDYH�
GHYHORSHG� ZRUNV� WRZDUGV� WKLV� SUREOHP� E\� H[SORULQJ� WKH� DSSOLFDWLRQ� RI� SRSXODU�
DQRQ\PL]DWLRQ� WHFKQLTXHV�� VXFK�DV�N�DQRQ\PLW\��RU�E\�SURSRVLQJ�PHWKRGV� WR�HYDOXDWH�
ULVN�� 7KHVH� VWXGLHV�� QRQHWKHOHVV�� DUH� IHZ� DQG� ODFN� D� PRUH� V\VWHPDWLF� DQG� FRPSOHWH�
DQRQ\PL]DWLRQ�SURFHVV��7KLV�ZRUN�DLPV�WR�FRQWULEXWH�WR�WKH�GHEDWH�UHJDUGLQJ�SULYDF\�RQ�
RSHQ�GDWDEDVHV�E\�LQYHVWLJDWLQJ�WKH�DSSOLFDWLRQ�RI�D�V\VWHPDWLF�ULVN�EDVHG�DQRQ\PL]DWLRQ�
PHWKRGRORJ\�WKURXJK�D�FDVH�VWXG\��:H�LQWHQW�WR�GLVFXVV�WKH�LPSRUWDQW�IDFWRUV�WKDW�QHHG�
WR� EH� WDNHQ� LQWR� FRQVLGHUDWLRQ� ZKHQ� SHUIRUPLQJ� DQ� DQRQ\PL]DWLRQ� SURFHVV� XQGHU� WKH�
%UD]LOLDQ�FRQWH[W��:H�DOVR�LPSOHPHQW�GLIIHUHQW�PHWKRGV�WR�TXDQWLI\�DQG�PLWLJDWH�SULYDF\�
ULVNV�DQG�GLVFXVV�GDWD�XWLOLW\��5HVXOWV�LQGLFDWH�VXEVWDQWLDO�SULYDF\�ULVNV�LQ�WKH�FDVH�VWXG\�
GDWD�DQG�RWKHU�%UD]LOLDQ�GDWDVHWV��LPSDFWLQJ�QXPHURXV�LQGLYLGXDOV��$W�WKH�VDPH�WLPH��WKH�
VWXGLHG�PHWKRGRORJ\�FDQ�RIIHU�JXLGDQFH�LQ� WKH�GLVFXVVLRQ�RI�GDWD�DQRQ\PL]DWLRQ�E\�D�
IOH[LEOH�VWHS�E\�VWHS�SURFHVV��7KH�VHOHFWLRQ�RI�WKH�SULYDF\�SUHVHUYLQJ�PHWKRGV��KRZHYHU��
FDQ�EH�D�YHU\�FKDOOHQJLQJ�WDVN��HVSHFLDOO\�ZKHQ�FRQVLGHULQJ�PXOWLSOH�ULVNV�LQ�D�ODUJH�DQG�
FRPSOH[�GDWD�VHW��
�
�

.H\ZRUGV��3ULYDF\�SUHVHUYLQJ�PHWKRGV��3XEOLF� UHOHDVH��2SHQ�GDWD��5LVN�EDVHG�
DQRQ\PL]DWLRQ�PHWKRGRORJ\��%UD]LO��
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���� 0RWLYDWLRQ�������������������������������������������������������������������������������������������������������������

���� 2EMHFWLYHV�������������������������������������������������������������������������������������������������������������

���� 5HVHDUFK�4XHVWLRQV�����������������������������������������������������������������������������������������������

���� &RQWULEXWLRQV��������������������������������������������������������������������������������������������������������

���� 2XWOLQH������������������������������������������������������������������������������������������������������������������

�� %$&.*5281'����������������������������������������������������������������������������������������������������������

���� 2YHUYLHZ���������������������������������������������������������������������������������������������������������������

���� $WWULEXWH�FODVVLILFDWLRQ������������������������������������������������������������������������������������������

���� 3ULYDF\�PRGHOV������������������������������������������������������������������������������������������������������

���� 7\SHV�RI�SULYDF\�ULVN��������������������������������������������������������������������������������������������

���� 7\SHV�RI�SULYDF\�PHWULFV���������������������������������������������������������������������������������������

���� 3ULYDF\�SUHVHUYLQJ�WHFKQLTXHV�DQG�XWLOLW\�PHWULFV������������������������������������������������

���� 5HODWHG�ZRUN���������������������������������������������������������������������������������������������������������

�� 0(7+2'2/2*<�������������������������������������������������������������������������������������������������������

���� 'DWD�&ROOHFWLRQ�����������������������������������������������������������������������������������������������������

���� 0HWKRGRORJ\�IRU�0DQDJLQJ�5H�,GHQWLILFDWLRQ�5LVN���������������������������������������������

���� 5HVHDUFK�'HVLJQ���������������������������������������������������������������������������������������������������

�� 5(68/76��������������������������������������������������������������������������������������������������������������������

���� ([SHULPHQWDO�5HVXOWV�RI�5H�,GHQWLILFDWLRQ�$WWDFNV����������������������������������������������

���� ([SHULPHQWDO�5HVXOWV�RI�$WWULEXWH�,QIHUHQFH�$WWDFNV�������������������������������������������

���� (YDOXDWLRQ�RI�$QRQ\PL]DWLRQ�7HFKQLTXHV�����������������������������������������������������������

�� ',6&866,21��������������������������������������������������������������������������������������������������������������

�� &21&/86,21������������������������������������������������������������������������������������������������������������

���� &RQWULEXWLRQV��������������������������������������������������������������������������������������������������������

���� &KDOOHQJHV�DQG�/LPLWDWLRQV����������������������������������������������������������������������������������

���� )XWXUH�:RUNV��������������������������������������������������������������������������������������������������������
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/LVW�RI�)LJXUHV�

)LJXUH����2YHUYLHZ�RI�3ULYDF\�3UHVHUYLQJ�'DWD�$QDO\VLV�DQG�3XEOLVKLQJ�� ���
)LJXUH����2YHUDOO�UH�LGHQWLILFDWLRQ�ULVN�PDQDJHPHQW�SURFHVV��WDNHQ�IURP�>�@�� ���
)LJXUH����'LVWULEXWLRQ�RI�SRVVLEOH�YDOXHV�IRU�WKH�HTXLYDOHQFH�FODVV�� ���
Figure 5. Adversary’s re�LGHQWLILFDWLRQ�VXFFHVV�E\�FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV�� ���
)LJXUH����0LQLPXP�TXDVL�LGHQWLI\LQJ�FRPELQDWLRQ�KLJK�PHDQ�UH�LGHQWLILFDWLRQ�ULVN�� ���
)LJXUH����0D[LPXP�TXDVL�LGHQWLI\LQJ�FRPELQDWLRQ�PLQ��PHDQ�UH�LGHQWLILFDWLRQ�ULVN�� ���
)LJXUH����+LVWRJUDPV�IRU�WKH�GLVWULEXWLRQ�RI�LQGLYLGXDO�,56�VFRUHV�� ���
)LJXUH����'LVWULEXWLRQ�RI�DJH��18B,'$'(B1��E\�YDOXHV�RI�RXWFRPH��(92/8&$2������
)LJXUH�����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�E\�TXDVL�LGHQWLILHUV�FRPELQDWLRQV�ZLWK�DQG�
ZLWKRXW�ODUJH�QXPEHU�RI�RXWFRPHV�� ���
)LJXUH�����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�IRU�,'B81,'$'(�DQG�'7B(92/8&$�ZKHQ�
DGGLQJ�DQRWKHU�DWWULEXWH��� ���
)LJXUH�����1RUPDOL]HG�HQWURS\�YDOXHV�IRU�,'B81,'$'(�E\�'7B1$6&�DQG�
,'B81,'$'(�� ���
)LJXUH�����'LVWULEXWLRQ�RI�VHQVLWLYH�YDOXHV�E\�RYHUDOO�GDWD�VHW�DQG�E\�HTXLYDOHQFH�FODVV�
VL]H�� ���
)LJXUH�����'LVWULEXWLRQ�RI�W�FORVHQHVV�YDOXHV�IRU�HDFK�VHQVLWLYH�DWWULEXWH�� ���
)LJXUH�����0XWXDO�LQIRUPDWLRQ�EHWZHHQ�VHQVLWLYH�DQG�TXDVL�LGHQWLILHU�DWWULEXWHV��� ���
)LJXUH�����7UDQVIRUPDWLRQV�UHVXOWV�� ���
)LJXUH�����'LVWULEXWLRQ�RI�SRVVLEOH�YDOXHV�IRU�WKH�HTXLYDOHQFH�FODVV�LQ�WKH�DQRQ\PL]HG�
GDWD�VHW�� ���
)LJXUH�����+LVWRJUDPV�IRU�WKH�UH�LGHQWLILFDWLRQ�LQGLYLGXDO�VFRUH�,56�IRU�WKH�RULJLQDO�DQG�
DQRQ\PL]HG�GDWD�VHW�� ���
)LJXUH�����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�E\�TXDVL�LGHQWLILHU�FRPELQDWLRQ�LQ�WKH�
DQRQ\PL]HG�GDWD�VHW�� ���
)LJXUH�����'LVWULEXWLRQV�RI�W�FORVHQHVV�YDOXHV�IRU�WKH�RULJLQDO�DQG�DQRQ\PL]HG�GDWD�VHW�
� ���
�
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/LVW�RI�7DEOHV�

�
7DEOH����9DULDEOHV�FKRVHQ�DV�TXDVL�LGHQWLILHUV�LQ�WKH�FDVH�VWXG\�� ���
7DEOH����9DULDEOHV�FKRVHQ�DV�VHQVLWLYH�DWWULEXWHV�LQ�WKH�FDVH�VWXG\�� ���
7DEOH����5H�LGHQWLILFDWLRQ�UHVXOWV�� ���
7DEOH����2XWFRPHV�E\�4XDVL�LGHQWLILHU�� ���
7DEOH����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�E\�4XDVL�LGHQWLILHU�FRPELQDWLRQV�ZLWK�DWWULEXWHV�
ZLWK�ODUJH�QXPEHU�RI�RXWFRPHV�� ���
7DEOH����$WWULEXWH�LQIHUHQFH�UHVXOWV�� ���
7DEOH����$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�TXDVL�LGHQWLILHU�FRPELQDWLRQV�� ���
7DEOH����6WDWLVWLFV�UHJDUGLQJ�WKH�WUDQVIRUPHG�YDULDEOHV�� ���
7DEOH����5H�LGHQWLILFDWLRQ�UHVXOWV�IRU�WKH�DQRQ\PL]HG�GDWD�VHW�� ���
7DEOH�����$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�WKH�DQRQ\PL]HG�GDWD�VHW�� ���
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��INTRODUCTION�

���� �0RWLYDWLRQ�

,Q�WKH�JRYHUQPHQWDO�VSKHUH��GDWD�WUDQVSDUHQF\�KDV�HPHUJHG�DV�D�FUXFLDO�HOHPHQW��

VKDSLQJ�WKH�UHODWLRQVKLS�EHWZHHQ�WKH�VWDWH�DQG�FLWL]HQV�>��@��2SHQ�GDWD��FKDUDFWHUL]HG�E\�

WKH� XQUHVWULFWHG� DYDLODELOLW\� DQG� DFFHVVLELOLW\� RI� JRYHUQPHQW�KHOG� LQIRUPDWLRQ�� SOD\V� D�

SLYRWDO�UROH�LQ�VXSSRUWLQJ�GHPRFUDF\�DQG�FLWL]HQVKLS��%\�PDNLQJ�JRYHUQPHQW�DFWLYLWLHV�

DQG� GHFLVLRQV� YLVLEOH� WR� WKH� SXEOLF�� RSHQ� GDWD� HPSRZHUV� FLWL]HQV� WR� KROG� WKHLU�

UHSUHVHQWDWLYHV� DFFRXQWDEOH� DQG� PDNH� LQIRUPHG� GHFLVLRQV�� 7KLV� GHPRFUDWL]DWLRQ� RI�

LQIRUPDWLRQ� KHOSV� EXLOG� WUXVW�� LQFUHDVH� FLYLF� HQJDJHPHQW� DQG� LQFHQWLYH� LQGLYLGXDOV� WR�

DFWLYHO\�SDUWLFLSDWH�LQ�SXEOLF�DIIDLUV���

$�SDUWLFXODU�FDWHJRU\�RI�GDWD�FROOHFWHG�DQG�WUDQVSDUHQWO\�VKDUHG�E\�JRYHUQPHQWV�

SHUWDLQV�WR�WKH�SXEOLF�WKH\�VHUYH�>��@��%\�JDWKHULQJ�LQIRUPDWLRQ�DERXW�FLWL]HQV�WR�PRQLWRU�

DUHDV� VXFK� DV� KHDOWK�� HGXFDWLRQ� DQG� GHPRJUDSKLFV�� JRYHUQPHQWV� FDQ� HQKDQFH� WKHLU�

FDSDFLW\� WR� DOORFDWH� UHVRXUFHV� PRUH� HIILFLHQWO\�� +RZHYHU�� JDWKHULQJ� DQG� KDQGOLQJ�

individuals’ data comes jointly with the responsibility of prRWHFWLQJ�SHUVRQDO�GHWDLOV�VR�DV�

WR�SUHYHQW�DQ\�SRWHQWLDO�PLVXVH�RU�H[SORLWDWLRQ��*XDUDQWHHLQJ�SULYDF\�VDIHJXDUGV�LV�QRW�

RQO\�HWKLFDOO\�LPSRUWDQW�EXW�DOVR�OHJDOO\�PDQGDWHG�LQ�PDQ\�MXULVGLFWLRQV��3ULYDF\�ODZV��DV�

WKH�(XURSHDQ�8QLRQ
V�*HQHUDO�'DWD�3URWHFWLRQ�5HJXODWLRQ� �*'35���� H[HPSOLI\�JOREDO�

HIIRUWV�LQ�WKLV�GLUHFWLRQ��

,Q� %UD]LO�� WKHVH� LVVXHV� DUH� DGGUHVVHG� WKURXJK� WZR� FRPSOHPHQWDU\� ODZV� WKDW�

UHJXODWH�WUDQVSDUHQF\�DQG�SULYDF\�LQ�WKH�JRYHUQPHQWDO�UHOHDVH�RI�LQGLYLGXDO�GDWD��2Q�WKH�

RQH�KDQG��WKH�WUDQVSDUHQF\�ODZ��D�N�D��/$,��$FFHVV�WR�,QIRUPDWLRQ�/DZ��RU�/HL�GH�$FHVVR�

j�,QIRUPDomR����HQIRUFHV�DFFHVV�WR�SXEOLF�LQIRUPDWLRQ��2Q�WKH�RWKHU�KDQG��WKH�UHFHQWO\�

LPSOHPHQWHG�SULYDF\�ODZ��D�N�D��/*3'��*HQHUDO�'DWD�3URWHFWLRQ�/DZ��RU�/HL�*HUDO�GH�

3URWHomR�GH�'DGRV�3HVVRDLV��, restricts the disclosure of individuals’ data and imposes 

VDQFWLRQV�IRU�QRQ�FRPSOLDQFH��-RLQWO\��/$,�DQG�/*3'�HVWDEOLVK�D�FRPSUHKHQVLYH�OHJDO�

IUDPHZRUN� WKDW� UHIOHFWV� %UD]LO
V� VWUDWHJ\� LQ� EDODQFLQJ� GDWD� WUDQVSDUHQF\� DQG� SULYDF\�

FRQFHUQV��

�
��*HQHUDO�'DWD�3URWHFWLRQ�5HJXODWLRQ����������5HJXODWLRQ��(8�����������RI�WKH�(XURSHDQ�3DUOLDPHQW�DQG�RI�WKH�&RXQFLO��
�KWWSV���HXU�OH[�HXURSD�HX�OHJDO�FRQWHQW�(1�7;7�"XUL &(/(;��$�����5����!��
��/HL�GH�$FHVVR�j�,QIRUPDomR����������/DZ�QR����������&RQVWLWXWLRQ�RI�WKH�)HGHUDO�5HSXEOLF�RI�%UD]LO���
�KWWSV���ZZZ�SODQDOWR�JRY�EU�FFLYLOB���BDWR���������������OHL�O������KWP!��
��/HL�*HUDO�GH�3URWHomR�DRV�'DGRV����������/DZ�QR����������&RQVWLWXWLRQ�RI�WKH�)HGHUDO�5HSXEOLF�RI�%UD]LO���
�KWWSV���ZZZ�SODQDOWR�JRY�EU�FFLYLOB���BDWR���������������OHL�O������KWP!��
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,Q�WKLV�VFHQDULR��D�FRPPRQ�PHWKRG�HPSOR\HG�E\�%UD]LOLDQ�DXWKRULWLHV�WR�UHOHDVH�

SXEOLF� GDWD� LQ� DFFRUGDQFH� ZLWK� /*3'� LV� E\� PHDQV� RI� UHPRYDO� RI� GLUHFW� LGHQWLI\LQJ�

LQIRUPDWLRQ��VXFK�DV�QDPHV�DQG�JRYHUQPHQW�LVVXHG�XQLTXH�QXPEHUV�>��@��1RQHWKHOHVV��

GHVSLWH� WKLV� PHWKRG� SUHYHQWV� GLUHFW� OLQNDJH� EHWZHHQ� DQ� LQGLYLGXDO� DQG� KLV�KHU�

FRUUHVSRQGLQJ�GDWDEDVH�UHFRUG��LW�LV�VWLOO�QRW�HQRXJK�WR�DYRLG�UH�LGHQWLILFDWLRQ��7KHUH�DUH�

FHUWDLQ�FRPELQDWLRQV�RI�DWWULEXWHV�WKDW��RQFH�FURVV�UHIHUHQFHG�RU�DQDO\]HG�ZLWK�H[WHUQDO�

GDWD�VRXUFHV��FDQ�VWLOO�OHDG�WR�WKH�LGHQWLILFDWLRQ�RI�LQGLYLGXDOV��)RU�H[DPSOH��WKH�H[WHUQDO�

LQIRUPDWLRQ�DERXW�ZKHUH�VRPHRQH�OLYHV�LQ�D�FHUWDLQ�FLW\�DQG�ZKLFK�LQGXVWU\�ZRUNV�FRXOG�

EH�HQRXJK�WR�LGHQWLI\�KLP�KHU��HYHQ�LI�WKHLU�QDPH�DQG�DGGUHVV�DUH�QRW�SXEOLFO\�DYDLODEOH��

,Q�IDFW��6ZHHQH\�>��@�ZDV�DEOH�WR�VKRZ�LQ������WKDW�����RI�WKH�8QLWHG�6WDWHV�SRSXODWLRQ�
LQ�WKDW�FHQVXV�FRXOG�EH�XQLTXHO\�LGHQWLILHG�E\�XVLQJ�RQO\�D�FRPELQDWLRQ�RI�WKH�=,3�FRGH��

JHQGHU��DQG�GDWH�RI�ELUWK���

7KHVH�YXOQHUDELOLWLHV�ZHUH�KLJKOLJKWHG�E\�SUHYLRXV�ZRUNV�RQ�SXEOLFO\�DFFHVVLEOH�

%UD]LOLDQ�GDWD�VHWV�>�@>��@>��@��7KH�FRQFOXVLRQV�GUDZ�DWWHQWLRQ�WR�D�KLJK�OHYHO�RI�SULYDF\�

ULVN��ZLWK� WKH�SRWHQWLDO� WR� LPSDFW� D�FRQVLGHUDEOH�SRUWLRQ�RI� WKH�SRSXODWLRQ�DQG�H[SRVH�

VHQVLWLYH�LQIRUPDWLRQ��$V�D�UHVXOW��WKH�DGRSWLRQ�RI�PRUH�VRSKLVWLFDWHG�SULYDF\�SUHVHUYLQJ�

PHWKRGV�LV�FUXFLDO�WR�DGHTXDWHO\�PHHW�SULYDF\�FRQFHUQV��

$W� WKH� VDPH� WLPH�� WKH� UROH� RI� HQVXULQJ� DFFHVV� WR� SXEOLF� LQIRUPDWLRQ� ZKLOH�

SURWHFWLQJ�SHUVRQDO�GDWD�FDQ�SURYH�WR�EH�UDWKHU�GLIILFXOW��7KH�GDWD�DQRQ\PL]DWLRQ�SURFHVV�

LQWURGXFHV�YDULRXV�FRPSOH[LWLHV��VXFK�DV�DFFXUDWHO\�HYDOXDWLQJ�SRWHQWLDO�PDOLFLRXV�HQWLWLHV�

VHHNLQJ�WR�EUHDFK�WKH�GDWDVHW
V�FRQILGHQWLDOLW\��GHWHUPLQLQJ�WKH�PRVW�DSSURSULDWH�SULYDF\�

PHDVXUHV� EDVHG� RQ� HVWDEOLVKHG� DVVXPSWLRQV� DQG� H[HFXWLQJ� FXVWRPL]HG� DQRQ\PL]DWLRQ�

WHFKQLTXHV� DOLJQHG� ZLWK� WKH� GDWDVHW� VSHFLILF� FRQWH[W�� 7R� VXFFHVVIXOO\� RYHUFRPH� WKHVH�

FKDOOHQJHV�GHPDQGV�D�GHHS�XQGHUVWDQGLQJ�RI�GDWD�FRQWH[W��SRWHQWLDO�ULVNV�DQG�HYROYLQJ�

WHFKQRORJLFDO�ODQGVFDSHV��DOO�WR�HQVXUH�WKDW�SULYDF\�LV�XSKHOG�ZLWKRXW�FRPSURPLVLQJ�WKH�

XQGHUO\LQJ�DQDO\WLFDO�YDOXH�RI�WKH�GDWD��

,Q� WKH� %UD]LOLDQ� FRQWH[W�� WKHVH� FRQFHSWV� DUH� QRWDEO\� QHZ� DQG� UHTXLUH� SURSHU�

IRUPDOL]DWLRQ� >��@�� )RU� H[DPSOH�� WKHUH� DUH� QR� DFFHVVLEOH� RIILFLDO� JXLGHOLQHV� RQ�
DQRQ\PL]DWLRQ��ZKLFK�FRXOG�RIIHU�JXLGDQFH�IRU�QDYLJDWLQJ� WKLV�SURFHVV��7KLV�VWDQGV� LQ�

FRQWUDVW�WR�RWKHU�FRXQWULHV��OLNH�WKH�JXLGH�SURYLGHG�E\�&DQDGD
V�,QIRUPDWLRQ�DQG�3ULYDF\�

&RPPLVVLRQHU� RI�2QWDULR��(YHQ�/*3'�GRHV� QRW� SURYLGH� D� FOHDU� GHILQLWLRQ� RI�ZKDW� LV�

FRQVLGHUHG�D��UHDVRQDEOH�DQRQ\PL]DWLRQ���$UWLFOH����RI�WKH�ODZ�VWDWHV�WKDW�LI�DQRQ\PL]HG�

GDWD�FDQ�EH�UHYHUVHG�E\�UHDVRQDEOH�HIIRUWV��WKHQ�LW�LV�VWLOO�FRQVLGHUHG�SHUVRQDO�GDWD�DQG�LV�
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VXEMHFW� WR� WKH�/*3'
V�SURWHFWLRQV��+RZHYHU�� WKH� ODZ�GRHV�QRW� VSHFLI\�ZKDW�ZRXOG�EH�

FRQVLGHUHG�D�UHDVRQDEOH�HIIRUW��RU�ZKLFK�DQRQ\PL]DWLRQ�PHWKRGV�VKRXOG�EH�XVHG�>��@��

&RQVHTXHQWO\�� D� V\VWHPDWLF� DQG� DGDSWDEOH� JXLGDQFH� IRU� FRQGXFWLQJ� WKH�

DQRQ\PL]DWLRQ�SURFHVV�PD\�SURYLGH�JUHDW�YDOXH�LQ�WKH�%UD]LOLDQ�FRQWH[W��$GGUHVVLQJ�WKHVH�

TXHVWLRQV�LQ�D�SUDFWLFDO�PDQQHU��OLNH�SURYLGLQJ�LQVLJKWV�LQWR�WKH�NH\�IDFWRUV��FKDOOHQJHV��

DQG�OLPLWDWLRQV�REVHUYHG��ZRXOG�LOOXPLQDWH�WKH�VXEMHFW��DQG�HQULFK�WKH�RQJRLQJ�GLVFRXUVH�

RQ�SUHVHUYLQJ�SULYDF\�LQ�%UD]LOLDQ�SXEOLF�GDWD�UHOHDVHV��

���� 2EMHFWLYHV�

7KH�JRDO�RI�WKLV�ZRUN� LV� WR� LQYHVWLJDWH� WKH�DSSOLFDWLRQ�RI�D�GDWD�DQRQ\PL]DWLRQ�

PHWKRGRORJ\� ZLWKLQ� WKH� VSHFLILF� FRQWH[W� RI� %UD]LOLDQ� JRYHUQPHQW� PLFURGDWD� UHOHDVH��

7KURXJK� D� FRPSUHKHQVLYH� FDVH� VWXG\�� ZH� VHHN� WR� DVVHVV� WKH� HIIHFWLYHQHVV� RI� WKH�

DQRQ\PL]DWLRQ� SURFHVV� DSSOLHG� WR� WKLV�PLFURGDWD� UHOHDVH� FRQVLGHULQJ� KRZ� LW�PLWLJDWHV�

SULYDF\�ULVNV�ZKLOH�PDLQWDLQLQJ�DQ�DFFHSWDEOH� OHYHO�RI�GDWD�XWLOLW\��7KXV��ZH� LQWHQG� WR�

LGHQWLI\�DGYDQWDJHV�DQG�GLVDGYDQWDJHV�UHODWHG�WR�WKH�DQRQ\PL]DWLRQ�SURFHVV��DV�ZHOO�DV�WR�

SLQSRLQW�WKH�PDLQ�ZHDNQHVVHV�DQG�VWUHQJWKV�UHODWHG�WR�WKH�GRPDLQ�DSSOLFDWLRQ�DQG�WKH�GDWD�

VHW���

���� 5HVHDUFK�4XHVWLRQV�

3DUWLFXODUO\��ZH�KDYH�WKH�IROORZLQJ�UHVHDUFK�TXHVWLRQV��

•� 54��� +RZ� DSSOLFDEOH� LV� WKH� VHOHFWHG� GDWD� DQRQ\PL]DWLRQ�PHWKRGRORJ\� WR� WKH�
%UD]LOLDQ�FRQWH[W��DQG�ZKDW� DUH� LWV�DGYDQWDJHV�DQG� OLPLWDWLRQV� LQ� HQVXULQJ�GDWD�

SULYDF\�LQ�WKH�FDVH�VWXG\�GDWD"�

•� 54���:KDW�DUH�WKH�YXOQHUDELOLWLHV�DQG�SULYDF\�ULVNV�DVVRFLDWHG�ZLWK�WKH�FDVH�VWXG\�

GDWD"�:KLFK�DWWULEXWHV�FRQWULEXWH�WKH�PRVW�IRU�WKH�RYHUDOO�ULVNV"���

•� 54��� :KDW� DUH� WKH� FKDOOHQJHV� DQG� WUDGH�RIIV� LQYROYHG� LQ� EDODQFLQJ� SULYDF\�

SURWHFWLRQ�DQG�GDWD�XWLOLW\�LQ�WKH�DQRQ\PL]DWLRQ�SURFHVV�IRU�WKH�FDVH�VWXG\�GDWD"�

+RZ�FDQ�WKH\�EH�HIIHFWLYHO\�DGGUHVVHG�WR�RSWLPL]H�WKH�DQRQ\PL]DWLRQ�RXWFRPH"���

���� &RQWULEXWLRQV�

7KH�PDLQ�FRQWULEXWLRQV�RI�WKLV�ZRUN�DUH�GHVFULEHG�DV�IROORZV����

•� 6\VWHPDWLF� $QRQ\PL]DWLRQ� 3URFHVV�� WR� LQYHVWLJDWH� D� ZHOO�HVWDEOLVKHG� DQG�
V\VWHPDWLF�DQRQ\PL]DWLRQ�SURFHVV�DSSOLHG�WR�D�%UD]LOLDQ�JRYHUQPHQWDO�PLFURGDWD�

WKURXJK�D�FDVH�VWXG\��7KH�SURFHVV�QRW�RQO\�HQVXUHG�HIIHFWLYH�SULYDF\�SURWHFWLRQ��
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EXW� DOVR� HPSKDVL]HG� WKH� SUHVHUYDWLRQ� RI� GDWD� XWLOLW\� IRU� SXEOLFDWLRQ�� 7KH�

DSSOLFDELOLW\� RI� WKH� SURFHVV� ZDV� WKRURXJKO\� GLVFXVVHG�� KLJKOLJKWLQJ� LWV� PDLQ�

DGYDQWDJHV� DQG� OLPLWDWLRQV�� WKXV� SURYLGLQJ� YDOXDEOH� LQVLJKWV� IRU� IXWXUH�

LPSOHPHQWDWLRQ�LQ�VLPLODU�FRQWH[WV���

•� 3ULYDF\�0HWULFV�&RPSDULVRQ��WR�FRQGXFW�D�FRPSDULVRQ�RI�GLIIHUHQW�PHWULFV�XVHG�
WR� HYDOXDWH� SULYDF\� ULVNV�� 7KH� DQDO\VLV� H[DPLQHV� HDFK� PHWULF
V� XQLTXH�

FKDUDFWHULVWLFV��FODULI\LQJ�WKH�VSHFLILF�DVSHFWV�WKH\�DVVHVV�DQG�WKHLU�YDULDWLRQV�LQ�

PHDVXULQJ�GLIIHUHQW�SULYDF\�SURWHFWLRQ�OHYHOV���

•� $WWULEXWH� ,PSDFW� $QDO\VLV�� WR� LGHQWLI\� DQG� DQDO\]H� WKH� LPSDFW� RI� LQGLYLGXDO�
DWWULEXWHV� RQ� YDULRXV� SULYDF\� DWWDFNV�� 7KLV� DQDO\VLV� HQDEOHV� EHWWHU�LQIRUPHG�

GHFLVLRQV� LQ� FKRRVLQJ� GDWD� SURWHFWLRQ� VWUDWHJLHV� WR� VWUHQJWKHQ� RYHUDOO� SULYDF\�

VDIHJXDUGV���

•� 3URSRVHG�$QRQ\PL]DWLRQ�6ROXWLRQ��WR�SUHVHQW�D�YLDEOH�DQRQ\PL]DWLRQ�VROXWLRQ�
IRU�WKH�FDVH�VWXG\�GDWD��DLPLQJ�WR�DFKLHYH�D�IDYRUDEOH�EDODQFH�EHWZHHQ�SULYDF\�

SURWHFWLRQ�DQG�GDWD�XWLOLW\��7KH�FKDOOHQJHV�HQFRXQWHUHG�GXULQJ�WKH�DQRQ\PL]DWLRQ�

SURFHVV� ZHUH� GLVFXVVHG�� FRQWULEXWLQJ� WR� WKH� XQGHUVWDQGLQJ� RI� UHDO�ZRUOG�

LPSOHPHQWDWLRQ�GLIILFXOWLHV���

•� 5HYLHZ� RI� %HVW� 3UDFWLFHV�� WR� SURYLGH� D� FRPSUHKHQVLYH� DVVHVVPHQW� RI� FXUUHQW�
UHVHDUFK�DQG�EHVW�SUDFWLFHV�LQ�GDWD�DQRQ\PL]DWLRQ��IRFXVLQJ�RQ�WKHLU�UHOHYDQFH�DQG�

DSSOLFDELOLW\�WR�WKH�VSHFLILF�FRQWH[W�RI�%UD]LOLDQ�GDWD��7KH�LQVLJKWV�JDLQHG�IURP�

WKLV� UHYLHZ� HQKDQFH� WKH� GLVFRXUVH� VXUURXQGLQJ� WKH� LPSOHPHQWDWLRQ� RI�

DQRQ\PL]DWLRQ� VWUDWHJLHV� IRU� SULYDF\�SUHVHUYLQJ� GDWD� SXEOLFDWLRQ� LQ� %UD]LO��

$GGLWLRQDOO\�� WKH�UHYLHZ�SURYLGHV�DQ�RYHUYLHZ�RI� WKH�FRQWHPSRUDU\� WHFKQLTXHV�

HPSOR\HG� DQG� GLVFXVVHV� WKH� ILQGLQJV� IURP� SUHYLRXV� ZRUNV�� FRQWULEXWLQJ� WR� D�

GHHSHU�XQGHUVWDQGLQJ�RI�WKH�VWDWH�RI�WKH�DUW�DSSURDFKHV�LQ�WKLV�GRPDLQ���

���� 2XWOLQH�

,Q�DGGLWLRQ�WR�WKLV�FKDSWHU��WKH�UHVW�RI�WKH�ZRUN�LV�RUJDQL]HG�DV�IROORZV���

7KH�%DFNJURXQG�VHFWLRQ�GHOYHV�LQWR�IXQGDPHQWDO�FRQFHSWV�RI�GDWD�DQRQ\PL]DWLRQ�
DQG� SULYDF\� SUHVHUYDWLRQ� GDWD� SXEOLVKLQJ� UHVHDUFK� ILHOG�� DFFRPSDQLHG� E\� D� WKRURXJK�

UHYLHZ�RI�SHUWLQHQW�OLWHUDWXUH�FRQFHUQLQJ�%UD]LOLDQ�PLFURGDWD�SULYDF\�FRQFHUQV���

�

�
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7KH�0HWKRGRORJ\� VHFWLRQ� RXWOLQHV� WKH� UHVHDUFK� GHVLJQ� DQG� SURYLGHV� GHWDLOHG�

LQIRUPDWLRQ�RQ� WKH�GDWD� FROOHFWLRQ�DQG�SUHSURFHVVLQJ� VWHSV��$GGLWLRQDOO\�� LW� SUHVHQWV� D�

FRPSUHKHQVLYH� GHVFULSWLRQ� RI� WKH�0HWKRGRORJ\� IRU�0DQDJLQJ� 5H�,GHQWLILFDWLRQ�5LVN��

LQFOXGLQJ�LWV�IXQFWLRQLQJ�DQG�LWV�DSSOLFDWLRQ�LQ�WKH�FDVH�VWXG\���

7KH�5HVXOWV� VHFWLRQ�SUHVHQWV�D� FRPSUHKHQVLYH�DQDO\VLV�RI� UH�LGHQWLILFDWLRQ�DQG�

DWWULEXWH�LQIHUHQFH� ULVNV� LV� FRQGXFWHG�� )XUWKHUPRUH�� DQ� DQRQ\PL]DWLRQ� VWUDWHJ\� LV�

SURSRVHG�DQG�HYDOXDWHG�IRU�WKH�FDVH�VWXG\�GDWD���

7KH� 'LVFXVVLRQ� VHFWLRQ� H[DPLQHV� WKH� ILQGLQJV� FDUHIXOO\� DQG� HYDOXDWHV� WKH�
DSSOLFDELOLW\� RI� WKH� VWXGLHG� DQRQ\PL]DWLRQ� PHWKRGRORJ\� WR� WKH� FDVH� VWXG\� GDWD��

HPSKDVL]LQJ�WKH�PDLQ�FKDOOHQJHV�REVHUYHG�GXULQJ�WKH�SURFHVV��

7KH� &RQFOXVLRQ� VHFWLRQ� VXPPDUL]HV� WKH� SULPDU\� FRQWULEXWLRQV�� GLVFXVVHV�

FKDOOHQJHV�DQG�OLPLWDWLRQV��DQG�SURSRVHV�GLUHFWLRQV�RQ�IXWXUH�UHVHDUFK��

� �
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��BACKGROUND�

,Q�WKLV�VHFWLRQ��ZH�SUHVHQW�WKH�FRPPRQ�JURXQG�RI�FRQFHSWV��GHILQLWLRQV��WKHRULHV��DQG�
EDVHOLQHV�IRU�RXU�FRPSUHKHQVLRQ�RI�WKH�UHVHDUFK�DUHD�DQG�WKHPH��

���� 2YHUYLHZ�

�
)LJXUH����2YHUYLHZ�RI�3ULYDF\�3UHVHUYLQJ�'DWD�$QDO\VLV�DQG�3XEOLVKLQJ��

&RQVLGHU�WKH�VFHQDULR�LQ�)LJXUH����2YHUYLHZ�RI�3ULYDF\�3UHVHUYLQJ�'DWD�$QDO\VLV�

DQG� 3XEOLVKLQJ� $� GDWD� SXEOLVKHU� �RUJDQL]DWLRQV�� LQVWLWXWLRQV�� HWF��� FROOHFWV� GDWD� IURP�

UHFRUG�RZQHUV��LQGLYLGXDOV��DQG�PDNHV�LW�DYDLODEOH�WR�WKH�GDWD�UHFLSLHQW��D�WKLUG�SDUW\�RU�

SXEOLF�GRPDLQ��>�@��7KLV�DYDLODELOLW\�PD\�RFFXU�LQ�WZR�ZD\V��WKH�GDWD�SXEOLVKHU��YLD�VRPH�

SULYDF\� SUHVHUYLQJ� LQWHUIDFH��PD\� DOORZ� WKH� GDWD� UHFLSLHQW� WR� LQWHUDFW�ZLWK� WKH� GDWD� WR�

SHUIRUP�TXHULHV�RU�UXQ�DQDO\VLV�ZLWKRXW�GLUHFWO\�KDQGOLQJ�WKH�GDWD��$OWHUQDWLYHO\��WKH�GDWD�

SXEOLVKHU�FRXOG�UHOHDVH�D�VDQLWL]HG�YHUVLRQ�RI�WKH�FROOHFWHG�GDWD�WR�WKH�SXEOLF�GRPDLQ��7KH�

ILUVW� VHWWLQJ� W\SLFDOO\� FRQFHUQV� WKH� DSSOLFDWLRQ� FRQWH[W� RI� 3ULYDF\�3UHVHUYLQJ� 'DWD�

$QDO\VLV��33'$���ZKHUHDV�WKH�VHFRQG�VHWWLQJ�PRVWO\�FRQFHUQV�3ULYDF\�3UHVHUYLQJ�'DWD�

3XEOLVKLQJ��33'3��>�@��7KHVH�FRQFHSWV�DUH�DOVR�UHODWHG�WR�D�WKLUG�DUHD�FDOOHG�6WDWLVWLFDO�

'LVFORVXUH�&RQWURO��6'&���LQ�ZKLFK�WKH�LQIRUPDWLRQ�LV�UHOHDVHG�DV�VWDWLVWLFDO�WDEOHV�IRU�

JHQHUDO�XVH�RU�ZLWK�WKH�LQGLUHFW�DFFHVV�WR�GDWD�WKURXJK�TXHU\�EDVHG�V\VWHPV�>�@��,Q�WKLV�

ZRUN��ZH�FRQVLGHU�WKH�33'3�SUREOHP���

,Q� SUDFWLFDO� WHUPV�� HDFK� GDWD� SXEOLVKLQJ� VFHQDULR� KDV� LWV� RZQ� DVVXPSWLRQV� DQG�

UHTXLUHPHQWV��LQYROYLQJ�WKH�GDWD�SXEOLVKHU��WKH�GDWD�UHFLSLHQWV��DQG�WKH�GDWD�SXEOLVKLQJ�

SXUSRVH� >��@��:H� KHUH� DVVXPH� WKDW� WKH� GDWD� SXEOLVKHU� LV� WUXVWZRUWK\� DQG� WKDW� UHFRUG�

RZQHUV�FRQVHQW�WR�VKDUH�WKHLU�SHUVRQDO�LQIRUPDWLRQ�ZLWK�WKH�GDWD�SXEOLVKHU���
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7KH�SXUSRVH�RI�WKH�UHOHDVH�LV�GXH�WR�WUDQVSDUHQF\�DQG�VFLHQWLILF�UHVHDUFK�LVVXHV��

DQG�EHFDXVH�RI�WKDW��WKH�GDWD�PXVW�QRW�ORVH�LWV�XWLOLW\��L�H���WKH�SURSHUW\�RI�D�GDWDEDVH�UHOHDVH�

WR�VDWLVI\�WKH�OHJLWLPDWH�SXUSRVHV�RI�GDWD�DQDO\VWV����

2Q� WKH� RWKHU� KDQG�� ZH� DVVXPH� WKDW� WKH� GDWD� UHFLSLHQW� FDQ� EH� PDOLFLRXV� DQG�

XQWUXVWZRUWK\�� DOVR� FDOOHG� DV� DGYHUVDU\�� 7KH� DGYHUVDU\� ZRXOG� DWWHPSW� WR� SHUIRUP� D�

SULYDF\�DWWDFN��ZKLFK�FRUUHVSRQGV�WR�DQ�DFWLRQ�RU�VHW�RI�DFWLRQV�WKDW�OHDGV�WR�WKH�REWHQWLRQ�

RI� VHQVLWLYH� LQIRUPDWLRQ�� 6HQVLWLYH� LQIRUPDWLRQ� LV� DQ\� NLQG� RI� LQIRUPDWLRQ� FRQVLGHUHG�

ZRUWK\�RI�SURWHFWLRQ��DQG�LW�PD\�EH��QRW�QHFHVVDULO\��GHILQHG�E\�ODZ��:H�DOVR�FRQVLGHU�

WKDW�� IRU� FRQGXFWLQJ� VXFK� DWWDFN�� WKH� DGYHUVDU\� PD\� DFFHVV� DX[LOLDU\�� RU� H[WHUQDO��

LQIRUPDWLRQ��L�H���DQ\�SLHFH�RI�LQIRUPDWLRQ�DSDUW�IURP�WKH�GDWDEDVH�WKDW�FRXOG�SURYLGH�OHDNV�

DERXW�DQ�LQGLYLGXDO��)RU�H[DPSOH��DQ�LQGLYLGXDO
V�GDWH�RI�ELUWK��ZKLFK�FRXOG�KDYH�EHHQ�

UHWULHYHG� IURP� D� VRFLDO� QHWZRUN� SXEOLF� SURILOH�� FRXOG� EH� XVHG� WR� GLVFRYHU� VHQVLWLYH�

LQIRUPDWLRQ��7KHUHIRUH��WKH�SULYDWH�LQIRUPDWLRQ�RI�WKH�LQGLYLGXDOV�PXVW�EH�VDIHJXDUGHG����

7KH�PRWLYDWLRQ� IRU� WKH� FKRLFH� RI� IRFXVLQJ� RQ�33'3�RYHU� 33'$�FRPHV� IURP� WKH�

%UD]LOLDQ�VFHQDULR��RSHQ�GDWD�LV�PDGH�DYDLODEOH��LQ�PDQ\�FDVHV��LQ�D�QRQ�LWHUDWLYH�IRUP��,Q�

RWKHU�ZRUGV��WKH�GDWD�LV�SXEOLVKHG��ZLWK�WKH�SURPLVH�RI�SULYDF\��RQ�RIILFLDO�ZHEVLWHV��H�J���

KWWSV���GDGRV�JRY�EU���WR�DQ\RQH�ZLWK�DQ�,QWHUQHW�DFFHVV��7KH�PDLQ�FRQFHUQ��KRZHYHU��LV�

ZKHWKHU�VXFK�SURPLVH�RI�SULYDF\�LV�DFFRPSOLVKHG��

���� $WWULEXWH�FODVVLILFDWLRQ�

7KH� YDULDEOHV� �L�H��� DWWULEXWHV�� LQ� D� GDWD� VHW� FDQ� EH� FODVVLILHG� LQWR� IRXU� PDLQ�

FDWHJRULHV�>�@���

•� ,GHQWLILHUV�� 7KHVH� DUH� YDULDEOHV� WKDW� GLUHFWO\� LGHQWLI\� WKH� UHVSRQGHQW�� )RU�
H[DPSOH��QDPH�DQG�VRFLDO�VHFXULW\�QXPEHU���

•� 4XDVL�LGHQWLILHUV� RU� NH\� YDULDEOHV�� 7KHVH� DUH� VHW� RI� YDULDEOHV� WKDW� DQ�
DGYHUVDU\�FDQ�XVH��LQGLYLGXDOO\�RU�LQ�FRPELQDWLRQ�� WR�SRWHQWLDOO\� UH�LGHQWLI\�

VRPHRQH�� )RU� H[DPSOH�� ZKLOH� E\� WKHPVHOYHV� WKH� JHQGHU�� DJH�� UHJLRQ� DQG�

occupation variables may not reveal any respondents’ identity, in combination 

WKH\�FDQ�XQLTXHO\�LGHQWLI\�WKHP���

•� 6HQVLWLYH�YDULDEOHV��7KHVH�DUH�YDULDEOHV�WKDW�FRQWDLQ�VHQVLWLYH�LQIRUPDWLRQ�RQ�
WKH�UHVSRQGHQW��7KH\�UHIHU� WR�KLJKO\�FULWLFDO�DWWULEXWHV��XVXDOO\�SURWHFWHG�E\�

ODZ� DQG� UHJXODWLRQV�� )RU� H[DPSOH�� UHOLJLRQ�� VH[XDO� RULHQWDWLRQ�� PHGLFDO�

FRQGLWLRQV�DQG�SROLWLFDO�RSLQLRQ���
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•� 1RQ�VHQVLWLYH� YDULDEOHV�� 7KRVH� YDULDEOHV� WKDW� FRQWDLQ� QRQ�VHQVLWLYH�

LQIRUPDWLRQ�DERXW�WKH�LQGLYLGXDO��

���� 3ULYDF\�PRGHOV���

7KHUH�DUH�PDQ\�PHWKRGV�D�GDWD�SXEOLVKHU�FDQ�DSSO\�WR�VDIHJXDUG�WKHLU�SXEOLVKHG�GDWD�

DJDLQVW�WKH�DIRUHPHQWLRQHG�DWWDFNV��HDFK�RIIHULQJ�GLVWLQFW�SULYDF\�DVVXUDQFHV��:H�RXWOLQH�

WKH�PHWKRGV�HPSOR\HG�LQ�WKLV�VWXG\��EXW�IRU�D�FRPSOHWH�RYHUYLHZ�UHDG�>�@���

•� .�DQRQ\PLW\�PRGHO�>�@��$�GDWD�VHW�DFKLHYHV�N�DQRQ\PLW\�ZKHQ�LW�FRQWDLQV�N�
UHFRUGV� IRU�DQ\�JLYHQ� VHW�RI�TXDVL�LGHQWLILHU�YDOXHV��&RQVHTXHQWO\�� D� UHFRUG�

should be indistinguishable from a minimum of k − 1 other records based on 

WKHVH� TXDVL�LGHQWLILHUV�� 7KHVH� UHFRUGV� WKDW� VKDUH� LGHQWLFDO� TXDVL�LGHQWLILHUV�

constitute an equivalence class. From an attacker’s perspective, the probability 

WR� VXFFHVVIXOO\� OLQN� KLV� WDUJHW� UHFRUG� LV� QHYHU� JUHDWHU� WKDQ� ��N�� 7KLV� LV� WKH�

SUREDELOLW\�FRQVLGHUV�WKDW�WKH�DGYHUVDU\�NQRZV�D�VSHFLILF�LQGLYLGXDO�SUHVHQW�LQ�

WKH�GDWD�VHW��DV�ZHOO�DV�WKH�SRVVLEOH�YDOXHV�RI�TXDVL�LGHQWLILHUV�RI�WKH�WDUJHW���

•� /�GLYHUVLW\�PRGHO�>�@��,W�UHTXLUHV�WKDW�HDFK�HTXLYDOHQFH�FODVV�FRQWDLQV�DW�OHDVW�
O�GLIIHUHQW�DWWULEXWH�YDOXHV��7KLV�PRGHO�VHUYHV�DV�DQ�HDUO\�VWUDWHJ\�WR�PLWLJDWH�

DWWULEXWH� GLVFORVXUH� DQG� LV� SULPDULO\� IRFXVHG� RQ� VDIHJXDUGLQJ� VHQVLWLYH�

DWWULEXWHV�� ,W� HIILFLHQWO\� DGGUHVVHV� YXOQHUDELOLWLHV� OLQNHG� WR� N�DQRQ\PLW\��

SDUWLFXODUO\�ZKHQ�D�VLJQLILFDQW�JURXS�RI�LQGLYLGXDOV�VKDUHV�DQ�LGHQWLFDO�YDOXH�

IRU�D�VHQVLWLYH�DWWULEXWH��VLPSOLI\LQJ�DQ�adversary’s�LQIHUHQFH�RQ�WKHLU�LQWHQGHG�

VHQVLWLYH�DWWULEXWH��7KHUH�DUH�PDQ\�YDULDWLRQV�IRU�O�GLYHUVLW\��LQ�WKLV�ZRUN�ZH�

FRQVLGHU�WKH�WUDGLWLRQDO�O�GLVWLQFW�YDOXHV�IRU�WKH�VHQVLWLYH�DWWULEXWH�ZLWKLQ�HDFK�

HTXLYDOHQFH�JURXS���

•� 7�FORVHQHVV�PRGHO� >�@��$Q�HTXLYDOHQFH�FODVV�VDWLVILHV� WKH� W�FORVHQHVV� LI� WKH�
GLVWDQFH�EHWZHHQ�WKH�VHQVLWLYH�DWWULEXWH�GLVWULEXWLRQ�ZLWKLQ�WKH�FODVV�DQG�WKH�

FRUUHVSRQGLQJ� GLVWULEXWLRQ� EDVHG� RQ� WKH� ZKROH� WDEOH� LV� QRW� JUHDWHU� WKDQ� D�

WKUHVKROG�W��$�GDWD�VHW�VDWLVILHV�WKH�W�FORVHQHVV�UHTXLUHPHQW��LI�DOO�HTXLYDOHQFH�

FODVVHV�VDWLVI\�WKH�W�FORVHQHVV�WKUHVKROG��7KLV�PRGHO�RYHUFRPHV�D�OLPLWDWLRQ�RI�

O�GLYHUVLW\� E\� DFFRPPRGDWLQJ� FDVHV� LQYROYLQJ� VNHZHG� GLVWULEXWLRQV�� )RU�

H[DPSOH��D�JLYHQ�HTXLYDOHQFH�FODVV�PD\�KDYH�D�KLJK�QXPEHU�RI�GLVWLQFW�YDOXHV��

VD\�IRXU��EXW�WKHVH�DUH�H[WUHPHO\�VNHZHG��LQ�ZKLFK�RQH�SRVVLEOH�YDOXH�DFFRXQWV�

IRU�EDVLFDOO\�����RI�WKH�GDWD��,Q�WKLV�FDVH��DQ�DGYHUVDU\�FRXOG�VWLOO�LQIHU�WKH�
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VHQVLWLYH� DWWULEXWH� RI� DQ� LQGLYLGXDO� E\� VLPSO\� ORRNLQJ� DW� WKH�PRVW� IUHTXHQW�

YDOXH�LQ�WKH�HTXLYDOHQFH�FODVV��

���� 7\SHV�RI�SULYDF\�ULVN���

7KH�OLWHUDWXUH�VSHFLILHV�IRXU�PDLQ�W\SHV�RI�GLVFORVXUH�ULVNV�>�@���

•� ,GHQWLW\�GLVFORVXUH��RU�5H�LGHQWLILFDWLRQ�ULVN��� ,W�RFFXUV�ZKHQ�DQ� LQWUXGHU�
FDQ�FRUUHFWO\�DVVRFLDWH�DQ�LQGLYLGXDO�LQ�D�SULYDF\�SUHVHUYHG�SXEOLVKHG�GDWD�VHW��

7\SLFDOO\�� WKH� DGYHUVDU\� XVHV� RXWVLGH� LQIRUPDWLRQ��ZKLFK�PD\� EH� REWDLQHG�

IURP�H[WHUQDO�GDWDEDVHV��RU�LWV�RZQ�SHUVRQDO�NQRZOHGJH��2QFH�WKH�OLQNDJH�LV�

VXFFHVVIXO�VXFFHHGHG��WKH�LQWUXGHU�KDV�DFFHVV�WR�DOO�RWKHU�LQIRUPDWLRQ�LQ�WKH�

UHOHDVHG�GDWD�UHODWHG�WR�WKH�VSHFLILF�UHVSRQGHQW���

•� $WWULEXWH� GLVFORVXUH� �RU� $WWULEXWH�LQIHUHQFH� ULVN��� ,W� RFFXUV� ZKHQ� DQ�
DGYHUVDU\� LQIHUV� WKH� VHQVLWLYH� DWWULEXWH� YDOXH� IRU� LQGLYLGXDOV�� UHJDUGOHVV� RI�

EHLQJ� VXFFHVVIXO� LQ� UH�LGHQWLI\LQJ� WKHP�� 7KLV� W\SH� RI� WKUHDW� FDQ� EH� HDVLO\�

ODXQFKHG�LQ�LPEDODQFHG�GDWD�VHWV���

•� 0HPEHUVKLS�GLVFORVXUH��RU�0HPEHUVKLS�LQIHUHQFH�ULVN���:KHQ�DQ�LQWUXGHU�

FDQ�FRQFOXGH�LI�D�FHUWDLQ�LQGLYLGXDO�LV�SUHVHQW�RU�QRW�LQ�WKH�GDWD�VHW��,Q�VRPH�

GDWDEDVHV��WR�NQRZ�LI�VRPHRQH�LV�WKHUH�FDQ�DOUHDG\�UHSUHVHQW�D�KLJK�LQYDVLRQ�

RI� SULYDF\�� )RU� H[DPSOH�� LI� DQ� LQWUXGHU� NQRZV� KLV� WDUJHW� LV� LQ� D� GDWDEDVH�

UHJDUGLQJ�FULPLQDO�UHFRUGV���

•� ,QIHUHQWLDO�GLVFORVXUH��RU�,QIHUHQFH�ULVN���,W�RFFXUV�ZKHQ�WKH�LQWUXGHU�FDQ�
GHWHUPLQH� WKH� YDOXH� RI� VRPH� VHQVLWLYH� FKDUDFWHULVWLF� RI� DQ� LQGLYLGXDO�PRUH�

DFFXUDWHO\�ZLWK�WKH�UHOHDVHG�GDWD�WKDQ�LW�ZRXOG�KDYH�EHHQ�SRVVLEOH�RWKHUZLVH��

7KLV�ULVN�KDV�WKH�SRWHQWLDO�WR�LQIOLFW�KDUP�RQ�D�EURDGHU�JURXS�RI�LQGLYLGXDOV��

LQFOXGLQJ�WKRVH�ZKRVH�VSHFLILF�LQIRUPDWLRQ�LV�QRW�H[SOLFLWO\�SUHVHQW�LQ�WKH�GDWD�

VHW�� )RU� H[DPSOH�� KRZ� IHDVLEOH� LV� WR� XVH� D� PDFKLQH� OHDUQLQJ� PRGHO� DQG�

LQFRPSOHWH�LQIRUPDWLRQ�RQ�LQGLYLGXDOV�WR�LQIHU�WKH�PLVVLQJ�LQIRUPDWLRQ��

,Q� WKLV�ZRUN��ZH�IRFXV�RQ� LGHQWLW\�DQG�DWWULEXWH� GLVFORVXUH�VLQFH�WKH\�UHSUHVHQW�

WRJHWKHU�WKH�PDLQ�FRQFHUQ�RI�PDQ\�SULYDF\�UHJXODWLRQV��LGHQWLILFDWLRQ�RI�LQGLYLGXDOV�DQG�

VDIHJXDUG�RI�VHQVLWLYH�LQIRUPDWLRQ�����

���� 7\SHV�RI�SULYDF\�PHWULFV�

7KHUH� DUH� PXOWLSOH� ZD\V� WR� PHDVXUH� WKH� ULVN� RI� UH�LGHQWLILFDWLRQ� DQG� DWWULEXWH�

LQIHUHQFH��:H�VSHFLILFDOO\�VHOHFWHG�WKH�FODVVLFDO�3URVHFXWRU�DQG�-RXUQDOLVW�GHILQLWLRQV�E\�
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(O�(PDP�>�@��DQG�WKH�&ROOHFWLYH�WDUJHW�5H�LGHQWLILFDWLRQ�6LQJOH�GDWDEDVH��&56��DWWDFN�WR�

PHDVXUH� UH�LGHQWLILFDWLRQ� ULVN�E\� >�@��7KH� ILUVW�GHILQLWLRQV� UHSUHVHQW�D�PRUH� WUDGLWLRQDO�

DSSURDFK�LQ�WKH�OLWHUDWXUH��ZKLOH�WKH�ODVW�LV�D�UHFHQW�GHILQLWLRQ�DOVR�DSSOLHG�LQ�D�%UD]LOLDQ�

GDWD�VHW��:H�GHWDLO�WKHP�EHORZ���

•� 3URVHFXWRU�PRGHO��WKH�DGYHUVDU\�WDUJHWV�D�VSHFLILF�LQGLYLGXDO�ZKR�KH�NQRZV�
LV�SUHVHQW�LQ�WKH�GDWD�VHW��*HQHUDOO\��WKH�SUREDELOLW\�RI�FRUUHFW�UH�LGHQWLILFDWLRQ�

LV� RI� DQ� LQGLYLGXDO� JLYHQ� E\� ��N�� ZKHUH� N� LV� WKH� VL]H� RI� WKH� PDWFKLQJ�

HTXLYDOHQFH�FODVV�LQ�WKH�GDWD�VHW��VDPSOH�IUHTXHQF\���7R�REWDLQ�WKH�RYHUDOO�ULVN��

RQH�FDQ�FRPSXWH�HLWKHU�WKH�DYHUDJH�ULVN�E\�FRQVLGHULQJ�LQGLYLGXDO�RXWFRPHV�

RU�RSW�IRU�WKH�PD[LPXP�YDOXH�FDOFXODWLRQ�IRU�D�PRUH�FDXWLRXV�DSSURDFK���

•� -RXUQDOLVW�PRGHO��WKH�DGYHUVDU\�WDUJHWV�D�VSHFLILF�LQGLYLGXDO�EXW�LV�QRW�VXUH�RU�
FDQQRW�NQRZ�ZKHWKHU�KLV�WDUJHW�LV�LQ�WKH�GDWD�VHW��,Q�WKLV�FDVH��WKH�LQGLYLGXDO�

ULVN�LV�FDOFXODWHG�E\���)N��LQ�ZKLFK�)N�UHSUHVHQWV�WKH�SRSXODWLRQ�IUHTXHQF\���

•� &ROOHFWLYH�WDUJHW�5H�LGHQWLILFDWLRQ�6LQJOH�GDWDEDVH��&56��DWWDFN�PRGHO��
7KH�DGYHUVDU\�FDQ�FRPSOHWHO\�DFFHVV�D�VLQJOH�GDWDEDVH�DQG�LV�DZDUH�WKDW�WKHLU�

LQWHQGHG� WDUJHW� LV� ZLWKLQ� LW�� 7KH� DGYHUVDU\� FDQ� DOVR� JDWKHU� DX[LOLDU\�

LQIRUPDWLRQ�RQ�WKH�YDOXHV�RI�D�VHW�RI�TXDVL�LGHQWLILHUV�IRU�HYHU\�LQGLYLGXDO�ZKR�

KROGV�D�UHFRUG�LQ�WKH�GDWDEDVH��7KH�JRDO�LV�WR�UH�LGHQWLI\�DV�PDQ\�LQGLYLGXDOV�

DV�SRVVLEOH��QR�PDWWHU�ZKR�WKH\�DUH��L�H���WR�SUHFLVHO\�GHWHUPLQH�ZKLFK�UHFRUG�

LQ�WKH�GDWDEDVH�FRUUHVSRQGV�WR�HDFK�LQGLYLGXDO�RI�LQWHUHVW��7KLV�PRGHO�HPSOR\V�

D� %D\HVLDQ� DSSURDFK�� ZKHUHLQ� WKH� DGYHUVDU\
V� ULVN� LV� LQLWLDOO\� FDOFXODWHG� D�

SULRUL�� FRQVLGHULQJ� QR� DFFHVV� WR� LQIRUPDWLRQ�� DQG� VXEVHTXHQWO\� XSGDWHG� D�

SRVWHULRUL��FRQVLGHULQJ� WKH�XVH�RI�TXDVL�LGHQWLILHU� LQIRUPDWLRQ��)XUWKHUPRUH��

E\�FRPSDULQJ�WKH�SRVWHULRU�ULVN�ZLWK�WKH�SULRU�ULVN��WKH�GHJUDGDWLRQ�RI�SULYDF\�

LV�REWDLQHG��,W�FDOFXODWHV�D�GHWHUPLQLVWLF�ULVN��LQ�ZKLFK�WKH�UH�LGHQWLILFDWLRQ�RI�

DQ�LQGLYLGXDO�QHHGV�WR�EH�H[DFW��L�H���\LHOGLQJ�RQO\���UHFRUG��%XW�LW�DOVR�LQYROYHV�

D�SUREDELOLVWLF�ULVN��ZKLFK�LV�EDVHG�RQ�WKH�VL]H�RI�WKH�HTXLYDOHQFH�FODVV��OLNH�

WKH�3URVHFXWRU�PRGHO�� ,W� LV� UHOHYDQW� WR�QRWH� WKDW�WKH�&ROOHFWLYH�WDUJHW�PRGHO�

UHSUHVHQWV� DQ�DYHUDJH�RI� LQGLYLGXDO� UHVXOWV� �,QGLYLGXDO�WDUJHW��� WKHUHIRUH�ZH�

can analyze both adversary’s focus.�

5HJDUGLQJ� DWWULEXWH�LQIHUHQFH�� ZH� FRQVLGHUHG� WKH� O�GLYHUVLW\� DQG� W�FORVHQHVV�

PRGHOV�PHQWLRQHG�HDUOLHU�DQG�WKH�&ROOHFWLYH�WDUJHW�$WWULEXWH�LQIHUHQFH�6LQJOH�GDWDEDVH�

�&$6��DWWDFN�PRGHO���$V�ZH�DOUHDG\�GHILQHG�WKH�ILUVW�WZR�PRGHOV�LQ�SUHYLRXV�VHFWLRQ��ZH�

GHWDLO�EHORZ�WKH�&$6�PRGHO��
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•� &ROOHFWLYH�WDUJHW� $WWULEXWH�LQIHUHQFH� 6LQJOH� GDWDEDVH� �&$6�� DWWDFN�
PRGHO��6LPLODU�WR�WKH�&56�PRGHO��WKH�DGYHUVDU\�KDV�DFFHVV�WR�D�VLQJOH�GDWDEDVH�

DQG�LV�DZDUH�WKDW�WKHLU�LQWHQGHG�WDUJHW�LV�ZLWKLQ�LW��+H�FDQ�UHO\�RQ�DX[LOLDU\�

LQIRUPDWLRQ�RQ�WKH�YDOXHV�RI�D�VHW�RI�TXDVL�LGHQWLILHUV��7KH�JRDO��RQ�WKH�RWKHU�

KDQG�� LV� WR� LQIHU� WKH�YDOXHV�RI�DQ�DWWULEXWH� FRQVLGHUHG� WR�EH� VHQVLWLYH� IRU�DV�

PDQ\� LQGLYLGXDOV� DV� SRVVLEOH�� QR� PDWWHU� ZKR� WKH\� DUH�� ,W� DOVR� SUHVHQWV� D�

%D\HVLDQ�DSSURDFK��DQG�D�GHWHUPLQLVWLF�DQG�SUREDELOLVWLF�ULVN�PHDVXUHV��7KH�

&$6� PRGHO� DVVXPHV� WKDW� WKH� DGYHUVDU\
V� PRVW� HIIHFWLYH� VWUDWHJ\� LQYROYHV�

IRFXVLQJ�RQ�WKH�PRVW�OLNHO\�YDOXH�IRU�D�VHQVLWLYH�DWWULEXWH��ZKLFK�WHQGV�WR�EH�

WKH�RQH�WKDW�RFFXUV�PRVW�RIWHQ��

���� 3ULYDF\�SUHVHUYLQJ�WHFKQLTXHV�DQG�XWLOLW\�PHWULFV���

7KH�SURSRVHG�WD[RQRP\�RI�SULYDF\�SUHVHUYLQJ�WHFKQLTXHV�LQ�PLFURGDWD�SUHVHQWHG�LQ�

>�@�LQFOXGHV�IRXU�FDWHJRULHV��QRQ�SHUWXUEDWLYH��SHUWXUEDWLYH��GH�DVVRFLDWLYH��DQG�V\QWKHWLF�

GDWD��1RQ�SHUWXUEDWLYH� WHFKQLTXHV� LQYROYH� UHGXFLQJ� GHWDLO� RU� VXSSUHVVLQJ� LQIRUPDWLRQ��

ZKLOH�SHUWXUEDWLYH� WHFKQLTXHV� LQYROYH�GLVWRUWLQJ� LQIRUPDWLRQ��0RUHRYHU��GH�DVVRFLDWLYH�

WHFKQLTXHV� DLP� WR� VHYHU� WKH� FRQQHFWLRQ� EHWZHHQ� TXDVL�LGHQWLILHUV� �4,�� DQG� VHQVLWLYH�

DWWULEXWHV� E\� SHUPXWLQJ� VHQVLWLYH� YDOXHV� RU� UHOHDVLQJ� WZR� VHSDUDWH� WDEOHV—RQH� IRU�4,�

DWWULEXWHV�DQG�DQRWKHU�IRU�VHQVLWLYH�DWWULEXWHV��)LQDOO\��V\QWKHWLF�GDWD�LQYROYHV�WKH�FUHDWLRQ�

RI�DUWLILFLDO�GDWD�WKDW�UHWDLQV�WKH�RULJLQDO�GDWD
V�SURSHUWLHV�DQG�FKDUDFWHULVWLFV��

,Q�WKLV�ZRUN��ZH�PDLQO\�IRFXVHG�RQ�QRQ�SHUWXUEDWLYH�WHFKQLTXHV��HVSHFLDOO\�JHQHUDOL]DWLRQ�

DQG�VXSSUHVVLRQ��:H�GHWDLO�ERWK�EHORZ��

•� *HQHUDOL]DWLRQ��5HIHUV�WR�WKH�UHSODFLQJ�RI�VSHFLILF�YDOXHV�LQ�D�GDWD�VHW�ZLWK�
PRUH�JHQHUDO�YDOXHV��)RU�H[DPSOH��WKH�DJH����PLJKW�EH�JHQHUDOL]HG�WR�WKH�DJH�

UDQJH��������7KLV�PDNHV�LW�PRUH�GLIILFXOW�WR�LGHQWLI\�LQGLYLGXDOV�LQ�WKH�GDWD�

VHW�� DV� WKH� DGYHUVDU\� KDV� OHVV� VSHFLILF� LQIRUPDWLRQ� WR�ZRUN�ZLWK�� ,W� FDQ� EH�

DFKLHYHG� HLWKHU� JOREDOO\� �DOO� RFFXUUHQFHV� DUH� UHSODFHG�� RU� ORFDOO\� �VSHFLILF�

RFFXUUHQFHV�DUH�UHSODFHG���

•� 6XSSUHVVLRQ�� 5HIHUV� WR� WKH� UHPRYLQJ� RI� VHQVLWLYH� YDOXHV� IURP� D� GDWD� VHW�
DOWRJHWKHU��)RU�H[DPSOH��WKH�LQFRPH�RI�DQ�LQGLYLGXDO�PLJKW�EH�VXSSUHVVHG�LI�LW�

LV�FRQVLGHUHG�WR�EH�VHQVLWLYH�LQIRUPDWLRQ��7KLV�FDQ�PDNH�WKH�GDWD�OHVV�XVHIXO��

EXW�LW�FDQ�DOVR�SURYLGH�D�KLJKHU�OHYHO�RI�SULYDF\�SURWHFWLRQ��'LIIHUHQW�OHYHOV�RI�

VXSSUHVVLRQ�FDQ�EH�XVHG�WR�SURWHFW�SULYDF\�LQ�GDWD�SXEOLVKLQJ��LQFOXGLQJ�UHFRUG�
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VXSSUHVVLRQ��HQWLUH�UHFRUG�GHOHWHG���YDOXH�VXSSUHVVLRQ��VSHFLILF�YDOXH�GHOHWHG���

DQG�FHOO�VXSSUHVVLRQ��VXEVHW�RI�LQVWDQFHV�GHOHWHG���

���� 5HODWHG�ZRUN�

6RPH�ZRUNV�KDYH�SUHYLRXVO\�GLVFXVVHG�WKH�SULYDF\�WKHPH�ZLWKLQ�%UD]LOLDQ�GDWDEDVHV���

6LJQLILFDQWO\��PRVW�RI�WKHVH�VWXGLHV�DUH�UHFHQW��FRQGXFWHG�ZLWKLQ�D���WR���\HDU�WLPHIUDPH��

7KLV�KLJKOLJKWV�WKH�QRYHOW\�RI�WKLV�UHVHDUFK�WRSLF��HVSHFLDOO\�LQ�%UD]LO��

7KH�ZRUN�LQ�>�@�XQGHUWDNHV�D�FRPSUHKHQVLYH�TXDQWLWDWLYH�VWXG\�WKDW�FHQWHUV�RQ�WKH�

RIILFLDO� %UD]LOLDQ� (GXFDWLRQDO� &HQVXVHV� SURYLGHG� E\� ,1(3�� WKH� QDWLRQ
V� HGXFDWLRQDO�

VWDWLVWLFV�DJHQF\��7KH�SULPDU\�FRQWULEXWLRQV�LQFOXGH�ULJRURXVO\�IRUPDOL]HG�DWWDFN�PRGHOV�

DQG� H[WHQVLYH� TXDQWLWDWLYH� HYDOXDWLRQV� RI� SULYDF\� ULVNV� RQ� ,1(3
V�(GXFDWLRQDO�&HQVXV�

GDWDEDVHV�� ZKLFK� FRYHU� D� VLJQLILFDQW� SRUWLRQ� RI� WKH� SRSXODWLRQ�� 7KH� UHVXOWV� UHYHDO�

VLJQLILFDQW�YXOQHUDELOLWLHV�LQ�,1(3
V�FXUUHQW�GLVFORVXUH�FRQWURO�PHWKRGV��ZKLFK�FRPSULVHV�

GLUHFW� LGHQWLILHU� UHPRYDO� DQG� SVHXGR�DQRQ\PL]DWLRQ� �DUWLILFLDOO\� FUHDWHG� LGHQWLILFDWLRQ�

FRGH�IRU�HDFK�UHFRUG���)XUWKHUPRUH��WKH�VWXG\�DVVHVVHV�WKH�WUDGH�RII�EHWZHHQ�SULYDF\�DQG�

XWLOLW\�XVLQJ�GLIIHUHQWLDO�SULYDF\�YDULDQWV��)URP�WKLV�DQDO\VLV��WKH�DXWKRUV�FRXOG�FRQFOXGH�

WKDW�GLIIHUHQWLDO�SULYDF\�LV�KLJKO\�GHSHQGHQW�RQ�WKH�PHFKDQLVP�DQG�SDUDPHWHU�IRU�QRLVH�

DGGLWLRQ�XVHG��EXW�DOVR�RQ�FRUUHODWLRQV�H[LVWHQW�LQ�WKH�GDWDEDVH�LWVHOI��,W�LV�DOVR�FKDOOHQJLQJ�

WR�SURSHUO\�VHWWLQJ�D�GLIIHUHQWLDO�SULYDF\�LPSOHPHQWDWLRQ�ZLWK�RSWLPDO�SULYDF\�DQG�XWLOLW\��

Additionally, [17], [16], and [18] also reveals the high susceptibility of INEP’s 

GDWDEDVHV� XQGHU� EDFNJURXQG� NQRZOHGJH� DWWDFNV�� ZKLFK� LQYROYHV� XVLQJ� H[WHUQDO�

LQIRUPDWLRQ�RU�NQRZOHGJH�WR�LGHQWLI\�LQGLYLGXDOV��(VSHFLDOO\�>��@�DQG�>��@�SUHVHQWV�D�N�

DQRQ\PL]DWLRQ� VHQVLWLYLW\� DQDO\VLV� XVLQJ� WKH� $5;� WRRO�� >��@� DOVR� H[SORUH� O�GLYHUVLW\�

UHVXOWV� DQG� >��@� IXUWKHU�HYDOXDWH� WKH� LPSDFW�RI�JHQHUDOL]DWLRQ��0RVW�RI� WKHP�GLVFXVVHV�

DERXW�WKH�LQDGHTXDF\�RI�WKH�SULYDF\�SUHVHUYDWLRQ�PHWKRG�DSSOLHG�WR�WKHVH�GDWDEDVHV��,Q�

IDFW��>��@�DOVR�REVHUYH�VLPLODU�UHVXOWV�IRU�WKH�GDWD�DYDLODEOH�RQ�WKH�7UDQVSDUHQF\�3RUWDO�RI�

WKH�)HGHUDO�([HFXWLYH�3RZHU�DQG�RQ�WKH�7UDQVSDUHQF\�3RUWDO�RI�WKH�JRYHUQPHQW�RI�WKH�

VWDWH�RI�5LR�*UDQGH�GR�1RUWH��

1RWDEO\�� WKH�ZRUN� LQ� >��@� DQDO\]H� WKH� SULYDF\�ZLWKLQ� D� GDWD� RI� SDWLHQWV� WHVWHG�

SRVLWLYH� IRU� &29,'���� LQ� WKH� 6WDWH� RI� &HDUi�� %UD]LO� XVLQJ� WKH� GLIIHUHQWLDO� SULYDF\�

GHILQLWLRQ��7KH�DXWKRUV� FRXOG�FRQFOXGH� WKDW�/DSODFH�DQG�([SRQHQWLDO�PHFKDQLVPV�FDQ�

DFKLHYH� DQ� H[FHOOHQW� EDODQFH� EHWZHHQ� SULYDF\� DQG� XWLOLW\� WR� DQVZHU� WR� QXPHULFDO� DQG�

FDWHJRULFDO� TXHULHV�� UHVSHFWLYHO\��7KLV� UHVXOW� UHODWHV�� KRZHYHU�� WR� D� 3ULYDF\�SUHVHUYLQJ�

'DWD�$QDO\VLV�IUDPHZRUN�LQVWHDG�RI�WKH�3ULYDF\�SUHVHUYLQJ�'DWD�3XEOLVKLQJ�FRQWH[W��
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)XUWKHUPRUH��LW�LV�QRWHZRUWK\�WR�PHQWLRQ�WKH�FRQWULEXWLRQV�PDGH�E\�>��@�DQG�>��@�

LQ� WKH� FRQWH[W� RI� ELJ� GDWD��%RWK� VWXGLHV�GHOYH� LQWR� WKH� GRPDLQ� RI� ELJ� GDWD�ZLWKLQ� WKLV�

IUDPHZRUN��7KH�LQLWLDO�VWXG\�FRQFOXGHV�WKDW�HIIHFWLYH�JRYHUQDQFH�SUDFWLFHV�FDQ�SRWHQWLDOO\�

VWUHQJWKHQ�WKH�SULYDF\�RI�DQRQ\PRXV�GDWD�LQKHUHQW�WR�%LJ�'DWD�FRQWH[WV��,W�LQWURGXFHV�D�

JRYHUQDQFH� IUDPHZRUN� VSHFLILFDOO\� DLPHG� DW� DGGUHVVLQJ� SULYDF\� FRQFHUQV�� 7KH� ODWWHU�

DXWKRU�SUHVHQWV�D�UH�LGHQWLILFDWLRQ�ULVN�EDVHG�DQRQ\PL]DWLRQ�IUDPHZRUN�WDLORUHG�IRU�ODUJH�

VFDOH�GDWD�DQDO\WLFV�SODWIRUPV��7KH�IRFXV�RI�WKLV�ZRUN�LV�RQ�GHVLJQLQJ�DQG�LPSOHPHQWLQJ�

HVVHQWLDO�DQRQ\PL]DWLRQ�FRPSRQHQWV��ZLWK�D�VSHFLILF�HPSKDVLV�RQ�UH�LGHQWLILFDWLRQ�ULVNV�

DQG� WKH� DSSOLFDWLRQ� RI� N�DQRQ\PLW\�� 7KH� RXWFRPHV� RI� WKLV� DSSURDFK� GHPRQVWUDWH� LWV�

IHDVLELOLW\� DQG� VXFFHVV�� UHYHDOLQJ� DQ� HQKDQFHG� OHYHO� RI� SULYDF\� SURWHFWLRQ� ZKLOH�

PLQLPL]LQJ�WKH�LPSDFW�RQ�GDWD�XWLOLW\��

+RZHYHU�� WKHVH� SULRU� VWXGLHV� GR� QRW� LQYHVWLJDWH� GLIIHUHQW� W\SHV� RI� DWWDFNV�ZLWK�

YDU\LQJ� VHWXSV�� DQG� IRU� WKH� PRVW� SDUW�� WKH\� GR� QRW� HVWDEOLVK� D� V\VWHPDWLF� DQG�

FRPSUHKHQVLYH�PHWKRGRORJ\�IRU�HYDOXDWLQJ�DQG�DGGUHVVLQJ�DQRQ\PL]DWLRQ�LQ�D�EURDGHU�

VHQVH��

� �
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��METHODOLOGY�

,Q�WKLV�FKDSWHU��WKH�PDLQ�SURSRVDO�RI�WKH�ZRUN�LV�GHVFULEHG�DQG�IRUPDOO\�GHIHQGHG��

���� 'DWD�&ROOHFWLRQ�

7KH�FDVH�VWXG\�GDWD�LV�D�FRPSUHKHQVLYH�FROOHFWLRQ�RI�HSLGHPLRORJLFDO�GDWDEDVHV�WKDW�

KDYH� EHHQ� PDLQWDLQHG� VLQFH� ������ RULJLQDOO\� IRFXVLQJ� RQ� 6HYHUH� $FXWH� 5HVSLUDWRU\�

6\QGURPH��6$56��DQG�LQIOXHQ]D��DQG�ODWHU�LQFOXGHG�VXUYHLOODQFH�UHFRUGV�RI�&29,'����

FDVHV��IURP�������7KH�VXUYHLOODQFH�RI�6$56�LQ�%UD]LO�LV�FDUULHG�RXW�E\�WKH�0LQLVWU\�RI�

+HDOWK�� WKURXJK� WKH�'HSDUWPHQW� RI� 6XUYHLOODQFH� LQ�+HDOWK�� VLQFH� WKH�$�+�1��SGP���

,QIOXHQ]D�SDQGHPLF����

7KH� SULPDU\� V\VWHP� XVHG� WR� UHFRUG� 6$56� FDVHV� DQG� GHDWKV� LV� WKH� ,QIOXHQ]D�

(SLGHPLRORJLFDO�6XUYHLOODQFH� ,QIRUPDWLRQ�6\VWHP� �6,9(3�*ULSH����7KH�GDWDVHW� FRYHUV�

LQGLYLGXDO�OHYHO�LQIRUPDWLRQ��HQFRPSDVVLQJ�GDWD�IURP�QRWLILFDWLRQ�IRUPV�RQ�6$56�FDVHV�

RI�%UD]LOLDQ�LQGLYLGXDOV�QDWLRQZLGH��,W�FRPSUHKHQGV�GHWDLOV�VXFK�DV�SDWLHQW�GHPRJUDSKLFV��

UHVLGHQFH��FOLQLFDO�DQG�HSLGHPLRORJLFDO�LQIRUPDWLRQ��UHFHLYHG�FDUH��ODERUDWRU\�UHVXOWV��DQG�

FDVH� RXWFRPHV�� 7KLV� GDWD� LV� XSGDWHG� RQ� D� ZHHNO\� EDVLV� DQG� ZDV� H[WUDFWHG� IURP� WKH�

'$7$686�RSHQ�KHDOWK�GDWD�SRUWDO��ZKLFK�LV�SXEOLVKHG�E\�WKH�0LQLVWU\�RI�+HDOWK��7KH�

GDWD� VHW� IRU� WKH� \HDUV� ����� XS� WR� ����� LV� SDUWLFXODUO\� UHOHYDQW� IRU� HYDOXDWLQJ� DQG�

PRQLWRULQJ�WKH�SDQGHPLF
V�LPSDFW�LQ�%UD]LO��0LQLVWU\�RI�+HDOWK�FODULILHV�WKDW�WKH�GDWDEDVHV�

DYDLODEOH� RQ� WKH� SRUWDO� XQGHUJR� SURFHVVLQJ� WKDW� LQYROYHV� DQRQ\PL]DWLRQ� EHIRUH�

SXEOLFDWLRQ�� LQ� FRPSOLDQFH� ZLWK� WKH� /DZ� ������������ �/*3'��� 6XFK� DQRQ\PL]DWLRQ�

UHIHUV�WR�WKH�UHPRYDO�RI�GLUHFW�LGHQWLILHUV���

)RU�WKLV�FDVH�VWXG\��ZH�FKRVH�WR�DQDO\]H�WKH�QDWLRQZLGH�6$56�GDWD�VHW�IRFXVLQJ�

SDUWLFXODUO\�RQ�WKH�GDWD�IRU�WKH�\HDU�������7KLV�LV�RQH�RI�WKH�ODUJHVW�HYHU�SXEOLVKHG�DPRQJ�

DOO�6$56�GDWD�VHWV��SULPDULO\�GXH�WR�WKH�VLJQLILFDQW�QXPEHU�RI�&29,'����FDVH�UHFRUGV�LQ�

%UD]LO�GXULQJ�WKDW�\HDU�>�@��,W�FRPSULVHV�DOPRVW���PLOOLRQ�LQGLYLGXDOV�DQG�����DWWULEXWHV��

0RVW� RI� WKH� DWWULEXWHV� DUH� FDWHJRULFDO� ������� VRPH� DUH� GDWH� W\SH� ������ DQG� RQO\� �� DUH�

QXPHULFDO��EHLQJ�RQO\���FRQWLQXRXV���&RQVLGHULQJ�LQIRUPDWLRQ�DERXW�VLJQV�DQG�V\PSWRPV��

ULVN�IDFWRUV��ODERUDWRU\�UHVXOWV��DQG�LPDJLQJ�WHVWV�DV�VHQVLWLYH�DWWULEXWHV��WKHQ�WKH�GDWD�VHW�

FRQWDLQV�D�WRWDO�RI����VHQVLWLYH�FROXPQV��$GGLWLRQDOO\��LI�RQH�DOVR�FRQVLGHUHG�&29,'����

YDFFLQDWLRQ�LQIRUPDWLRQ�DV�VHQVLWLYH��WKHUH�ZRXOG�EH�PRUH����FROXPQV���

�
��7KH�$QtVLR�7HL[HLUD�1DWLRQDO�,QVWLWXWH�RI�(GXFDWLRQDO�6WXGLHV�DQG�5HVHDUFK���KWWSV���ZZZ�JRY�EU�,1(3!�
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5HJDUGLQJ�GDWD�SUHSDUDWLRQ��ZH�REVHUYHG�D�YDULHW\�RI�PLVVLQJ�YDOXH�FRGHV�UDQJLQJ�

IURP�RQH�YDULDEOH�WR�DQRWKHU��For example, “I” for CS_SEXO, “9” for FATOR_RISC and 

�1$!� IRU� (92/8&$2�� 7R� HQVXUH� GDWD� VWDQGDUGL]DWLRQ�� ZH� UH�HQFRGHG� WKHP� DOO� DV�

��1$!���7KXV��REVHUYDWLRQV�ZLWK�RQO\�QXOO�YDOXHV�ZHUH�ILOWHUHG�RXW��$GGLWLRQDOO\��WKH�DJH�

YDULDEOH� 18B,'$'(B1� ZDV� WUDQVIRUPHG� WR� UHSUHVHQW� LWV� YDOXHV� LQ� \HDUV� �GD\V� DQG�

PRQWKV�ZHUH�FRQYHUWHG�WR���\HDU����

)XUWKHUPRUH��SUHYLRXV�UHVHDUFK�KLJKOLJKWV�WKH�YXOQHUDELOLW\�RI�WKHVH�GDWD�VHWV�>��@��

7KH\�DUJXH�WKDW�WKH�DEXQGDQFH�RI�DWWULEXWHV�LQ�WKH�GDWD�PD\�PDNH�LW�HDVLHU�WR�SRWHQWLDOO\�

LGHQWLI\�LQGLYLGXDOV�ZKHQ�FURVV�UHIHUHQFLQJ�ZLWK�LQIRUPDWLRQ�IURP�RWKHU�SXEOLF�GDWDEDVHV����

���� 0HWKRGRORJ\�IRU�0DQDJLQJ�5H�,GHQWLILFDWLRQ�5LVN�

$SSURDFKHV�WR�SULYDF\�SUHVHUYDWLRQ�YDU\�IURP�EDVLF�OLVWV�RI�YDULDEOHV�WR�EH�HLWKHU�

UHPRYHG�RU�PRGLILHG�>�@�WR�PRUH�EURDGO\�GHILQHG�VWUDWHJLHV��OLNH�WKH��FHOO�VL]H�RI�ILYH��

UXOH� >�@�� RU� \HW� WR�ZHOO�VWUXFWXUHG� V\VWHPDWLF�PHWKRGRORJLHV��7KRXJK� YDULRXV�PHWKRGV�

H[LVW� IRU� DQRQ\PL]LQJ� GDWD� VHWV�� IROORZLQJ� PHWKRGRORJLFDO� JXLGHOLQHV� FDQ� SURYLGH�

YDOXDEOH�GLUHFWLRQV�WR�IDFLOLWDWH�WKH�HIILFLHQW�DSSOLFDWLRQ�RI�SULYDF\�SUHVHUYLQJ�WHFKQLTXHV���

1RWDEO\�� WKH� ZRUN� SUHVHQWHG� LQ� >�@� VHUYHV� DV� DQ� H[DPSOH� RI� D� V\VWHPDWLF�

PHWKRGRORJ\�� EHLQJ� WKH� REMHFW� RI� LQYHVWLJDWLRQ� RI� RXU� VWXG\�� 7KH� 0HWKRGRORJ\� IRU�

0DQDJLQJ� 5H�LGHQWLILFDWLRQ� 5LVN� DLPV� WR� HYDOXDWH� DQG�PLWLJDWH� UH�LGHQWLILFDWLRQ� ULVNV�

DVVRFLDWHG�ZLWK�WKH�SXEOLFDWLRQ�RI�KHDOWK�GDWD��%\�D�VWHS�E\�VWHS�SURFHVV��LW�HTXLSV�GDWD�

FXVWRGLDQV�ZLWK�WRROV�DQG�JXLGDQFH�WR�HIIHFWLYHO\�UHGXFH�WKH�OLNHOLKRRG�RI�UH�LGHQWLILFDWLRQ�

ZKLOH� RSWLPL]LQJ� GDWD� XWLOLW\�� DOO� ZLWKLQ� DFFHSWDEOH� DQG� FRQWH[W�VSHFLILF� WKUHVKROGV��

+LJKHU�ULVN�GLVFORVXUHV��IRU�H[DPSOH��ZLOO�UHTXLUH�D�KLJKHU�OHYHO�RI�SURWHFWLRQ��'HVSLWH�LWV�

RULJLQDO� GHVLJQ� IRU� KHDOWK� GDWD�� WKLV� SURFHVV� H[KLELWV� KLJK� DGDSWDELOLW\�� PDNLQJ� LW�

DSSOLFDEOH�DFURVV�GLYHUVH�FRQWH[WV��DQG�RIIHULQJ�D�YHUVDWLOH�DQG�IOH[LEOH� IUDPHZRUN�IRU�

ULVN�PDQDJHPHQW��'LIIHUHQW�JRYHUQPHQW�LQVWLWXWLRQV�UHODWHG�WR�GDWD�SULYDF\�SRLQWV�WR�WKH�

ZRUN� RI� >�@� DV� D� VXJJHVWLRQ� IRU� FRQGXFWLQJ� GDWD� DQRQ\PL]DWLRQ�� )RU� H[DPSOH�� WKH�

6LQJDSRUH
V� 3HUVRQDO� 'DWD� 3URWHFWLRQ� &RPPLVVLRQ� �3'3&�� >��@�� WKH� &DQDGD
V�

,QIRUPDWLRQ� DQG�3ULYDF\�&RPPLVVLRQHU�RI�2QWDULR� >��@�� DQG� WKH�1DWLRQDO� ,QVWLWXWH� RI�

6WDQGDUGV�DQG�7HFKQRORJ\��1,67��LQ�WKH�8QLWHG�6WDWHV�>��@��
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)LJXUH����2YHUDOO�UH�LGHQWLILFDWLRQ�ULVN�PDQDJHPHQW�SURFHVV��WDNHQ�IURP�>�@��

�

7KH�SURFHVV�IRU�PDQDJLQJ�UH�LGHQWLILFDWLRQ�ULVN�LV�GHVFULEHG�EHORZ�DQG�LOOXVWUDWHG�

LQ�)LJXUH�����

•� 6WHS�Q�����'HWHUPLQH�GLUHFW�LGHQWLILHUV�LQ�WKH�GDWDEDVH��$Q�H[SHUW�GHWHUPLQHV�
ZKLFK�ILHOGV�LQ�WKH�GDWDEDVH�DUH�GLUHFW�LGHQWLILHUV��7KHVH�ILHOGV�SURPRWH�WKH�GLUHFW�

LGHQWLILFDWLRQ�RI�DQ�LQGLYLGXDO��VXFK�DV�QDPH�RU�WHOHSKRQH�QXPEHUV��,I�WKH�GDWDEDVH�

KDV�DOUHDG\�EHHQ�VWULSSHG�RI�GLUHFW�LGHQWLILHUV��WKHQ�WKLV�VWHS�PD\�QRW�EH�QHHGHG��

,Q� WKLV� FDVH�� WKH� VWHS� �� LV� QRW� SHUIRUPHG�� DQG� WKH� QH[W� VWHS� ZRXOG� EH� VWHS� ���

2WKHUZLVH��ERWK�VWHSV���DQG���DUH�H[HFXWHG�VHTXHQWLDOO\��

•� 6WHS�Q�����0DVN�GLUHFW�LGHQWLILHUV��7KH�GLUHFW�LGHQWLILHUV�DUH�HLWKHU�UHPRYHG�RU�
UHSODFHG�ZLWK� SVHXGRQ\PV�� ,I� WKH� GDWDEDVH� KDV� DOUHDG\� EHHQ� VWULSSHG� RI� GLUHFW�

LGHQWLILHUV��WKHQ�WKLV�VWHS�PD\�QRW�EH�QHHGHG��,Q�VRPH�DSSOLFDWLRQV��RQO\�PDVNLQJ�

GLUHFW�LGHQWLILHUV�PD\�EH�HQRXJK�WR�SUHYHQW�UH�LGHQWLILFDWLRQ��)RU�H[DPSOH��ZKHQ�

UHOHDVLQJ�WKH�GDWD�WR�D�WUXVWHG�GDWD�UHFLSLHQW�LQ�D�FRQWUROOHG�HQYLURQPHQW��
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•� 6WHS�Q�����3HUIRUP�WKUHDW�PRGHOLQJ��7KUHDW�PRGHOLQJ�FRQVLVWV�RI� LGHQWLI\LQJ�
SRWHQWLDO� DGYHUVDULHV� DQG� WKH� LQIRUPDWLRQ� WKH\� PLJKW� DFFHVV�� DV� ZHOO� DV�

GHWHUPLQLQJ�WKH�TXDVL�LGHQWLILHUV�LQ�GDWDEDVH��

•� 6WHS�Q�����'HWHUPLQH�PLQLPDO�DFFHSWDEOH�GDWD�XWLOLW\��$Q�H[SHUW�H[DPLQHV�ZKDW�
ILHOGV�DUH�WKH�PRVW�DSSURSULDWH�JLYHQ�WKH�XVH�RI�WKH�DQRQ\PL]HG�GDWD��7KLV�VWHS�

DLPV� DW� LPSRVLQJ� SUDFWLFDO� OLPLWV� RQ� KRZ� VRPH� GDWD� PD\� EH� DQRQ\PL]HG� WR�

SUHVHUYH�GDWD�XWLOLW\��

•� 6WHS� Q�� ��� 'HWHUPLQH� UH�LGHQWLILFDWLRQ� ULVN� WKUHVKROG�� 7KH� RUJDQL]DWLRQ�
GHWHUPLQHV� ZKDW� LV� DQ� DFFHSWDEOH� ULVN� IRU� UHOHDVLQJ� WKH� GDWDVHW�� EDVHG� RQ� WKH�

SUHYLRXV�VWHSV�DQG�UHJXODWRU\�UHTXLUHPHQWV��

•� 6WHS�Q�����,PSRUW��VDPSOH��GDWD�IURP�WKH�VRXUFH�GDWDEDVH��,PSRUWLQJ�GDWD�IURP�
WKH� VRXUFH�GDWDEDVH�FDQ�EH�D�FRPSOH[� WDVN��GHSHQGLQJ�RQ� WKH�GDWD�PRGHO��7KH�

DXWKRUV�H[SOLFLWO\�LQFOXGHG�WKLV�VWHS�EHFDXVH�LW�FDQ�FRQVXPH�VLJQLILFDQW�UHVRXUFHV�

DQG�VKRXOG�EH�DFFRXQWHG�IRU�LQ�WKH�DQRQ\PL]DWLRQ�SODQQLQJ��)RU�H[DPSOH��ODUJH�

GDWDVHWV�PD\�UHTXLUH�VXEVDPSOLQJ��

•� 6WHS�Q�����(YDOXDWH�DFWXDO�UH�LGHQWLILFDWLRQ�ULVN��7KH�DFWXDO�LGHQWLILFDWLRQ�ULVN�
LV�FDOFXODWHG��

•� 6WHS�Q�����&RPSDUH�WKH�DFWXDO�ULVN�ZLWK�WKH�WKUHVKROG��&RPSDUH�WKH�DFWXDO�ULVN��
REWDLQHG�LQ�VWHS����ZLWK�WKH�WKUHVKROG�GHWHUPLQHG�LQ�VWHS����

•� 6WHS�Q�����6HW�SDUDPHWHUV�DQG�DSSO\�GDWD�WUDQVIRUPDWLRQV��,I�WKH�ULVN�RI�UH�
LGHQWLILFDWLRQ� LV� KLJKHU� WKDQ� WKH� DFFHSWDEOH� WKUHVKROG�� WKHQ� SULYDF\�SUHVHUYLQJ�

WHFKQLTXHV�DUH�DSSOLHG�WR�WKH�GDWD��VXFK�DV�VXFK�DV�JHQHUDOL]DWLRQ�DQG�VXSSUHVVLRQ��

+RZHYHU��LW�PD\�QRW�EH�SRVVLEOH�WR�ILQG�D�VROXWLRQ�ZLWKLQ�WKH�VSHFLILHG�SDUDPHWHUV��

,Q�WKLV�FDVH��WKH�SDUDPHWHUV�PD\�QHHG�WR�EH�DGMXVWHG�RU�WKH�WKUHVKROG�PD\�QHHG�WR�

EH� PRGLILHG�� ,I� D� VROXWLRQ� LV� VWLOO� QRW� SRVVLEOH�� WKHQ� DOWHUQDWLYH� GDWD� DFFHVV�

PHFKDQLVPV�PD\�QHHG�WR�EH�FRQVLGHUHG��

•� 6WHS� Q�� ��� 3HUIRUP� GLDJQRVWLFV� RQ� WKH� VROXWLRQ�� &RQGXFW� DQDO\VHV� RQ� WKH�
DQRQ\PL]HG� GDWD� WR� YHULI\� LWV� DGKHUHQFH� WR� DVVXPSWLRQV� DQG� HQVXUH� DGHTXDWH�

XWLOLW\�� ,I� GLDJQRVWLFV� DUH� VDWLVIDFWRU\�� WKH� GDWD� LV� WKHQ� H[SRUWHG� ZLWK� D� UHSRUW��

2WKHUZLVH�� DGMXVWPHQWV� WR� UH�LGHQWLILFDWLRQ� SDUDPHWHUV�� ULVN� WKUHVKROG�� DQG�

SRWHQWLDOO\�UHYLVLWLQJ�SULYDF\�DQG�XWLOLW\�WKUHVKROGV�PD\�EH�QHFHVVDU\��
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•� 6WHS�Q������([SRUW�WUDQVIRUPHG�GDWD�WR�H[WHUQDO�GDWDVHW��7KH�DQRQ\PL]HG�GDWD�
LV�H[SRUWHG��7KLV�VWHS�LV�LQFOXGHG�H[SOLFLWO\�LQ�WKH�SURFHVV�EHFDXVH�LW�FDQ�FRQVXPH�

VLJQLILFDQW�UHVRXUFHV�DQG�PXVW�EH�DFFRXQWHG�IRU�LQ�WKH�DQRQ\PL]DWLRQ�SODQQLQJ��

•� 6WHS� Q�� ���� 3URGXFH� UHSRUW� GRFXPHQWLQJ� SURFHVV� DQG� UHVXOWV�� $� UHSRUW�
RXWOLQLQJ� WKH� SURFHVV� DQG� RXWFRPHV� LV� JHQHUDWHG� DQG� SURYLGHG� WR� WKH� GDWD�

FXVWRGLDQ��

���� 5HVHDUFK�'HVLJQ�

7R�DGGUHVV�WKH�UHVHDUFK�TXHVWLRQV��D�FDVH�VWXG\�RQ�D�%UD]LOLDQ�QDWLRQZLGH�KHDOWK�

PLFURGDWD�SXEOLFO\�DYDLODEOH�ZDV�FRQGXFWHG�� ,Q�WKH�VWXG\��ZH� LQYHVWLJDWH� WKH�FRPSOHWH�

GDWD�DQRQ\PL]DWLRQ�SURFHVV�IROORZLQJ�WKH�0HWKRGRORJ\�IRU�0DQDJLQJ�5H�,GHQWLILFDWLRQ�

5LVN� SURSRVHG� LQ� >�@�� )URP� D� UHDO�ZRUOG� GDWD� VHW�� ZH� DLP� WR� EHWWHU� XQGHUVWDQG� WKH�

FKDOOHQJHV�UHODWHG�WR�SUHVHUYLQJ�SULYDF\�LQ�RSHQ�PLFURGDWD�LQ�%UD]LO��ZKLOH�DVVHVVLQJ�WKH�

DSSOLFDELOLW\�RI�WKH�H[LVWLQJ�WHFKQLTXHV�WR�WKH�%UD]LOLDQ�FRQWH[W��:H�FDQ�GLYLGH�WKH�FDVH�

VWXG\�LQWR�WKUHH�PDLQ�SDUWV��GHULYHG�IURP�>�@�����

)LUVWO\��ZH�GHILQH�WKH�SULYDF\�WKUHDWV�FRQVLGHUHG�LQ�WKH�VWXG\��ZKLFK�FRYHUV�WKH�

methodology’s steps 0 to 5��:H� DVVXPH� WKDW� WKH� UHVXOWLQJ� SURWHFWHG� GDWD� VHW� ZLOO� EH�

UHOHDVHG�DV�D�3XEOLF�8VH�)LOH��38)��>�@��L�H���WKH�VDPH�GDWD�VKDULQJ�DSSURDFK�RI�WKH�FDVH�

VWXG\�PLFURGDWD��7KLV� UHOHDVH�PRGHO� DOORZV� WKH� SXEOLF� WR� DFFHVV� DQG� XVH� WKH� GDWD� IRU�

PXOWLSOH�SXUSRVHV��LQFOXGLQJ�IRU�UHVHDUFK��7KHUHIRUH��GXH�WR�WKH�ZLGH�UDQJH�RI�XVHUV�ZKR�

FRXOG� DFFHVV� WKLV� GDWD�� LW� LV� FKDOOHQJLQJ� WR� HYDOXDWH� DFFXUDWHO\� SRWHQWLDO� PDOLFLRXV�

DGYHUVDULHV� ZKR� PLJKW� FRPSURPLVH� LQGLYLGXDOV
� SULYDF\� >�@�� ,Q� WKLV� FRQWH[W�� LW� LV�

UHFRPPHQGHG� WKDW� WKH� GDWD� FXVWRGLDQ� DGRSWV� D� ZRUVW�FDVH� SHUVSHFWLYH� UHJDUGLQJ� WKH�

LQWHQWLRQV�DQG�FDSDELOLWLHV�RI�SRWHQWLDO�GDWD�UHFLSLHQWV�>�@��

8QGHU�WKLV�DVVXPSWLRQ��ZH�RXWOLQH�WKH�DGYHUVDULHV�FRQVLGHUHG�LQ�WKH�FDVH�VWXG\��

:H�DVVXPH�WKDW�DGYHUVDULHV�KDYH�FRPSOHWH�DFFHVV�WR�D�YHUVLRQ�RI�WKH�GDWDVHW�DW�D�VSHFLILF�

SRLQW� LQ� WLPH�� 7KHLU� JRDO� LV� VXSSRVHG� WR� HLWKHU� LGHQWLI\� LQGLYLGXDOV� �UH�LGHQWLILFDWLRQ�

DWWDFN�� RU� LQIHU� VHQVLWLYH� DWWULEXWHV� �DWWULEXWH�LQIHUHQFH� DWWDFN���7KH� IRFXV� FDQ� EH�RQ� D�

VSHFLILF�LQGLYLGXDO�RU�DV�PDQ\�DV�SRVVLEOH��7KH\�PD\�DOVR�JDWKHU�DX[LOLDU\�LQIRUPDWLRQ�WR�

DFFRPSOLVK�WKH�DWWDFNV��DQG�WKH\�PD\�RU�PD\�QRW�NQRZ�ZKHWKHU�WKHLU�WDUJHW�V��LV�DUH��LQ�

WKH� GDWDEDVH�� *LYHQ� WLPH� DQG� ILQDQFLDO� FRQVWUDLQWV�� ZH� GR� QRW� H[SHFW� DGYHUVDULHV� DUH�

ZLOOLQJ�WR�VSHQG�PRQH\�LQ�WKH�DFTXLVLWLRQ�RI�RWKHU�GDWDEDVHV�RU�WR�GHGLFDWH�D�VLJQLILFDQW�

DPRXQW�RI�WLPH�WR�WKH�DWWDFN��VR�DV�QRW�WR�LQWHUIHUH�ZLWK�WKHLU�SHUVRQDO�OLIH���
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7KHUH� DUH� VHYHUDO� RWKHU� IDFWRUV� WKDW� FRXOG� EH� FRQVLGHUHG� WR� EHWWHU� HYDOXDWH� D�

SRWHQWLDO� DGYHUVDU\� DFFRUGLQJ� WR� WKH� FRQWH[W� RI� WKH� GDWD� SXEOLFDWLRQ�� IRU� H[DPSOH� WKH�

adversary’s willingness to commit illegal DFWV�>�@��+RZHYHU��IRU�WKH�VDNH�RI�VLPSOLFLW\��

ZH�ZRQ
W�H[WHQVLYHO\�FRQVLGHU�WKHP�LQ�WKLV�DQDO\VLV��DV�D�PRUH�FRPSUHKHQVLYH�HYDOXDWLRQ�

ZRXOG�UHTXLUH�WKH�LQYROYHPHQW�RI�VXEMHFW�PDWWHU�H[SHUWV����

7R�IXUWKHU�FRQGXFW� WKH�DQDO\VLV��ZH�DOVR�GHILQH�ZKLFK�DX[LOLDU\� LQIRUPDWLRQ�DQ�

DGYHUVDU\� PD\� DFFHVV�� 'XH� WR� WKH� FRPSXWDWLRQDO� FRVWV� LQYROYHG�� LQFOXGLQJ� WLPH� DQG�

PHPRU\�XVDJH��ZH�DUH�OLPLWHG�WR�MXVW�D�IHZ�RI�WKH�GR]HQV�RI�DWWULEXWHV�DYDLODEOH�LQ�WKH�

GDWDVHW��)RU�TXDVL�LGHQWLI\LQJ�DWWULEXWHV��ZH�FRQVLGHUHG�WKH�WHQ�DWWULEXWHV�LQ�7DEOH����7KHVH�

ZHUH�VHOHFWHG�EDVHG�RQ�KRZ�HDVLO\�DQ�DGYHUVDU\�FRXOG�DFFHVV�WKDW�LQIRUPDWLRQ��VXFK�DV�

GDWH�RI�ELUWK��JHQGHU��DQG�FLW\�RI�UHVLGHQFH��6LPLODU�DWWULEXWHV�KDYH�EHHQ�DOVR�FRQVLGHUHG�

LQ�SUHYLRXV�ZRUNV�>�@��:H�EHOLHYH�WKDW�WKHVH�YDULDEOHV�KDYH�D�JUHDW�SRWHQWLDO�WR�IDFLOLWDWH�

WKH�UH�LGHQWLILFDWLRQ�RI�LQGLYLGXDOV�LQ�WKH�GDWDVHW�E\�FURVV�UHIHUHQFLQJ�LQIRUPDWLRQ�IURP�

RWKHU� DYDLODEOH� GDWD� VRXUFHV� RU� XWLOL]LQJ� SULRU� NQRZOHGJH� �LI� WKH� WDUJHW� LV� NQRZQ���

$GGLWLRQDOO\�� ZH� KDYH� FKRVHQ� WKUHH� DWWULEXWHV� UHODWHG� WR� SHUVRQDO� KHDOWK� WR� VWDWH� DV�

VHQVLWLYH�IRU�SRVWHULRUO\�HYDOXDWLQJ�DWWULEXWH�LQIHUHQFH�ULVNV��7KHVH�VHQVLWLYH�DWWULEXWHV�DUH�

OLVWHG�LQ�7DEOH������

7DEOH����9DULDEOHV�FKRVHQ�DV�TXDVL�LGHQWLILHUV�LQ�WKH�FDVH�VWXG\��
9DULDEOH�QDPH� 'HVFULSWLRQ� 9DOXHV�
'7B1$6&� Patient’s birth date, format "dd/mm/YYYY"� ������������������������
18B,'$'(B1� 3DWLHQW
V�DJH�LQ�GD\��PRQWK�RU�\HDU� �������
&6B6(;2� Patient’s gender� “F”��)HPDOH�

“M”��0DOH�
“I”��,JQRUHG�

&6B5$&$� &RORU�RU�UDFH�GHFODUHG�E\�WKH�SDWLHQW� ���:KLWH��
���%ODFN��
���<HOORZ��
���0L[HG�UDFH��
���,QGLJHQRXV�

,'B3$,6� Patient’s country name� ([DPSOH���%5$6,/���%UD]LO��
6*B8)� 3DWLHQW
V�VWDWH�DEEUHYLDWLRQ� ([DPSOH���5-���5LR�GH�-DQHLUR��
,'B01B5(6,� Patient’s city of birth name� ([DPSOH���5,2�'(�-$1(,52��
,'B81,'$'(� +HDOWK�IDFLOLW\�QDPH�ZKR�SHUIRUPHG�WKH�VHUYLFH� ([DPSOH���+263,7$/�&23$�'25��

�&23$�'25�+RVSLWDO��
(92/8&$2� &DVH�RXWFRPH� ���5HFRYHU\��

���'HDWK��
���'HDWK�IURP�RWKHU�FDXVHV�

'7B(92/8&$� 'DWH�RI�KRVSLWDO�GLVFKDUJH�RU�GHDWK� ������������������������

�

� �
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7DEOH����9DULDEOHV�FKRVHQ�DV�VHQVLWLYH�DWWULEXWHV�LQ�WKH�FDVH�VWXG\��

9DULDEOH�QDPH� 'HVFULSWLRQ� 9DOXHV�
)$725B5,6&�� :KHWKHU�WKH�SDWLHQW�SUHVHQWV�DQ\�ULVN�IDFWRU�� ���<HV��

���1R��
���,JQRUHG��

73B$02675$�� 6DPSOH�W\SH�FROOHFWHG�IRU�GLDJQRVWLF�WHVWLQJ�� ���1DVRSKDU\QJHDO�VHFUHWLRQ��
���%URQFKRDOYHRODU�ODYDJH��
���3RVW�PRUWHP�WLVVXH��
���2WKHU��ZKLFK�RQH"��
���&HUHEURVSLQDO�IOXLG��&6)���
���,JQRUHG��

5$,2;B5(6�� Patient’s chest x�UD\�UHVXOW�� ���1RUPDO��
���,QWHUVWLWLDO�LQILOWUDWH��
���&RQVROLGDWLRQ��
���0L[HG��
���2WKHU��
���1RW�SHUIRUPHG��
���,JQRUHG��

,W�LV�ZRUWK�UHFRJQL]LQJ�WKDW�WKH�VHOHFWLRQ�RI�WKHVH�TXDVL�LGHQWLILHUV�DQG�VHQVLWLYH�

DWWULEXWHV�LV�DUELWUDU\�DQG�PD\�YDU\�LQ�VLJQLILFDQFH�RYHU�WLPH��DQG�HYHQ�DFURVV�FRXQWULHV��

7KH�SULPDU\�REMHFWLYH�RI�WKLV�VWXG\�LV�WR�SRUWUD\�SRWHQWLDO�UHDO�OLIH�DSSOLFDWLRQ�VFHQDULRV��

ZKLOH�H[DPLQLQJ�WKH�DSSOLFDELOLW\�RI�WKH�LQYHVWLJDWHG�PHWKRGRORJ\��7KXV��LW�LV�RXW�RI�RXU�

VFRSH�FODVVLI\LQJ�VXFK�DWWULEXWHV����

6HFRQGO\��ZH�HYDOXDWH�WKH�DFWXDO�ULVNV�RI�WKH�FDVH�VWXG\�GDWD�XQGHU�WKH�SUHYLRXVO\�

GHILQHG� VHWWLQJV, which covers the methodology’s steps 5 and 6�� 7R� HYDOXDWH�

quantitatively the adversary’s re�LGHQWLILFDWLRQ� VXFFHVV�� ZH� FRQVLGHUHG� WKH� FODVVLFDO�

3URVHFXWRU� DQG� -RXUQDOLVW� DWWDFN�PRGHOV� >�@�� DQG� WKH�&ROOHFWLYH�WDUJHW� DQG� ,QGLYLGXDO�

WDUJHW�5H�LGHQWLILFDWLRQ�6LQJOH�GDWDEDVH��&56�DQG�,56��UHVSHFWLYHO\��DWWDFNV�>�@��)RU�WKH�

DWWULEXWH�LQIHUHQFH� DWWDFNV�� ZH� DQDO\]HG� WKH� YDOXHV� IRU� WKH� GLVWLQFW� O�GLYHUVLW\� >�@�� W�

FORVHQHVV� >�@�� DQG� &ROOHFWLYH�WDUJHW� DQG� ,QGLYLGXDO�WDUJHW� $WWULEXWH�LQIHUHQFH� 6LQJOH�

GDWDEDVH��&$6�DQG�,$6��UHVSHFWLYHO\��DWWDFNV�>�@��7KH�7RWDO�9DULDWLRQDO�'LVWDQFH��79'��

PHWULF� ZDV� DGRSWHG� WR� FDOFXODWH� WKH� W� GLVWDQFHV� LQ� WKH� W�FORVHQHVV� SURSHUW\� RI� HDFK�

FDWHJRULFDO�VHQVLWLYH�DWWULEXWHV�>�@���$OO�WKH�PHWULFV�ZHUH�LPSOHPHQWHG�LQ�3\WKRQ���H[FHSW�

WKH�-RXUQDOLVW�PHWULF��ZKLFK�ZDV�FDOFXODWHG�YLD�WKH�$5;�'DWD�$QRQ\PL]DWLRQ�WRRO���$OVR��

WKH�PHWULFV�LQ�>�@�ZHUH�FDOFXODWHG�XVLQJ�WKH�3\WKRQ�FRGH��VKDUHG�E\�WKH�RZQ�DXWKRUV��,W�LV�

LPSRUWDQW�WR�KLJKOLJKW�WKDW�ZH�GLG�QRW�FRQVHUYDWLYHO\�FRQVLGHU�WKH�LQIOXHQFH�RI�PLVVLQJ�

YDOXHV�RQ�WKH�DGYHUVDU\
V�VXFFHVV�>�@��%\�FRQVLGHULQJ�WKHVH�GLIIHUHQW�PHWULFV��ZH�DLP�WR�

DVVHVV�ULVN�IURP�PXOWLSOH�SHUVSHFWLYHV�DQG�WR�SURYLGH�D�FRPSDUDWLYH�VWXG\�RI�WKH�UHVXOWV����

�
��3\WKRQ�SURJUDPPLQJ�ODQJXDJH���KWWSV���ZZZ�S\WKRQ�RUJ�!�
��$5;�'DWD�$QRQ\PL]DWLRQ�7RRO��&RPSUHKHQVLYH�RSHQ�VRXUFH�VRIWZDUH�IRU�DQRQ\PL]LQJ�VHQVLWLYH�SHUVRQDO�GDWD��
�KWWSV���DU[�GHLGHQWLILHU�RUJ�!�
��%90�OLEUDU\���KWWSV���JLWKXE�FRP�QXQHVJK�EYP�OLEUDU\!�
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)LQDOO\�� LQ� WKH� ODVW� SDUW�� ZH� SURSRVH� D� SRVVLEOH� VWUDWHJ\� WR� PLWLJDWH� WKH� ULVNV�

LQYROYHG�LQ�WKH�FDVH�VWXG\�GDWD, which would cover the methodology’s steps 7 to 11��:H�

HYDOXDWH��LQ�SUDFWLFH��KRZ�WKLV�GDWD�FRXOG�EH�HIIHFWLYHO\�DQRQ\PL]HG�EHIRUH�LWV�SXEOLFDWLRQ��

ZKLOH� DOVR� JXDUDQWHHLQJ� LWV� XVHIXOQHVV��:H� SULRULWL]HG� WKH� XVH� RI� VWUDLJKWIRUZDUG� DQG�

HDVLO\�XQGHUVWDQGDEOH�DQRQ\PL]DWLRQ�WHFKQLTXHV��VXFK�DV�JHQHUDOL]DWLRQ�DQG�VXSSUHVVLRQ��

$IWHU�DSSO\LQJ�WKHVH�WHFKQLTXHV��ZH�UH�DQDO\]HG�WKH�SULYDF\�ULVN�ZLWK�WKH�VDPH�PHWULFV�

DV�EHIRUH��:H�WKHQ�GLVFXVV�WKH�UHVXOWV��SURSRVLQJ�ZKDW�FRXOG�IXUWKHU�EH�GRQH�WR�LPSURYH�

LW�XQGHU�WKH�OLJKW�RI�GDWD�XWLOLW\��7KLV�KHOSV�XV�XQGHUVWDQG�WKH�WUDGH�RII�EHWZHHQ�SUHVHUYLQJ�

SULYDF\�DQG�HQVXULQJ�GDWD�XWLOLW\���� �
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��RESULTS�

,Q�WKLV�VHFWLRQ��ZH�SUHVHQW�WKH�UHVXOWV�RI�WKH�FDVH�VWXG\��LQ�ZKLFK�ZH�LQYHVWLJDWH�WKH�

DSSOLFDWLRQ� RI� WKH� GH�LGHQWLILFDWLRQ�PHWKRGRORJ\� SURSRVHG� LQ� >�@�� ,W� DQDO\]HV� KRZ� WKH�

DQRQ\PL]DWLRQ�SURFHVV�PLJKW�EH�DSSURDFKHG� LQ�D� UHDO�ZRUOG�FDVH��:H�ILUVW�SUHVHQW� WKH�

UHVXOWV� IRU� WKH� UH�LGHQWLILFDWLRQ� DQG� DWWULEXWH�LQIHUHQFH� DWWDFNV� RQ� WKH� FDVH� VWXG\� GDWD��

7KHQ��ZH�FRQFOXGH�ZLWK�DQ�HYDOXDWLRQ�RI�WUDGLWLRQDO�DQRQ\PL]DWLRQ�WHFKQLTXHV��VXFK�DV�

VXSSUHVVLRQ�DQG�JHQHUDOL]DWLRQ�����

���� ([SHULPHQWDO�5HVXOWV�RI�5H�,GHQWLILFDWLRQ�$WWDFNV�

7KH�UHVXOWV�RI�WKH�TXDQWLWDWLYH�DQDO\VHV�RQ�WKH�UH�LGHQWLILFDWLRQ�ULVN�DUH�RUJDQL]HG�

DV�IROORZV����

•� )LJXUH���VKRZV�WKH�GLVWULEXWLRQ�RI�SRVVLEOH�YDOXHV�IRU�WKH�HTXLYDOHQFH�FODVVHV���

•� 7DEOH���VXPPDUL]HV�WKH�UHVXOWV�RI�WKH�UH�LGHQWLILFDWLRQ�3URVHFXWRU��PLQLPXP��

DYHUDJH� DQG� PD[LPXP��� -RXUQDOLVW� �HVWLPDWHG�� DQG� &56� �GHWHUPLQLVWLF��

SUREDELOLVWLF��SULRU�DQG�SRVWHULRU��DWWDFNV����

•� )LJXUH���VKRZV�WKH�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV�IRU�HDFK�FRPELQDWLRQ�

RI�TXDVL�LGHQWLI\LQJ�DWWULEXWHV����

•� )LJXUH��� VKRZV� WKH�PLQLPXP�FRPELQDWLRQ�RI�TXDVL�LGHQWLI\LQJ�DWWULEXWHV�WR�

UHDFK� WKH� KLJKHVW� UH�LGHQWLILFDWLRQ� SUREDELOLVWLF� VXFFHVV� DQG� )LJXUH� ��� WKH�

PD[LPXP�FRPELQDWLRQ�WR�UHDFK�WKH�SULYDF\�WKUHVKROG����

•� )LJXUH� �� VKRZV� WKH� KLVWRJUDPV� IRU� WKH� GLVWULEXWLRQ� RI� LQGLYLGXDO� VFRUHV�

DFFRUGLQJ� WR� WKH� UH�LGHQWLILFDWLRQ� SUREDELOLVWLF� VXFFHVV� IRU� WKH� TXDVL�

LGHQWLI\LQJ�DWWULEXWHV�LQ�7DEOH���DQG�IRU�VRPH�VXEVHWV�RI�GLIIHUHQW�VL]HV����

:H�VWDUW�E\�LQYHVWLJDWLQJ�WKH�GLVWULEXWLRQ�RI�WKH�HTXLYDOHQFH�FODVVHV�LQ�WKH�GDWD�VHW��

$FFRUGLQJ�WR�WKH�)LJXUH����RYHU�����RI�WKH�DSSUR[LPDWHO\�����PLOOLRQ�SDWLHQWV�ZLWK�QRQ�

QXOO� YDOXHV� IRU� TXDVL�LGHQWLILHUV� DWWULEXWHV� DUH� VDPSOH� XQLTXH�� L�H��� WKHUH� LV� RQO\� RQH�

LQGLYLGXDO�ZLWK�WKH�VDPH�YDOXHV�IRU�WKH�TXDVL�LGHQWLILHUV�DFURVV�WKH�HQWLUH�GDWDVHW��7KLV�LV�

WKH� ZRUVW�FDVH� VFHQDULR� IRU� UH�LGHQWLILFDWLRQ�� LQ� WKH� VHQVH� WKDW� LQGLYLGXDOV� DUH� KLJKO\�

H[SRVHG��$Q� DGYHUVDU\� LQWHUHVWHG� LQ� D� WDUJHW� LQGLYLGXDO� LQ� WKLV� GDWD� VHW� DQG� DZDUH� RI�

LQIRUPDWLRQ�DERXW�LWV�TXDVL�LGHQWLILHUV�DQG�LWV�UHFRUG�H[LVWHQFH�LQ�WKH�GDWDVHW�FDQ�HDVLO\�UH�

LGHQWLI\�WKLV�LQGLYLGXDO�E\�PHDQV�RI�D�VLPSOH�TXHU\��7KLV�DVVHUWLRQ�LV�VXSSRUWHG�LQ�7DEOH�
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���+HUH��WKH�KLJK�UH�LGHQWLILFDWLRQ�PHWULF�UHVXOWV�IRU�WKH�3URVHFXWRU�DQG�&56�DWWDFN�SURYLGH�

FOHDU� HYLGHQFH� RI� WKH� KLJK� ULVN� RI� UH�LGHQWLILFDWLRQ� IRU� LQGLYLGXDOV� ZKR� ZHUH� QRWDEO\�

EHORQJLQJ� WR� WKH� GDWD� VHW�� 7KH� DYHUDJH� 3URVHFXWRU� ULVN�� DQG� WKH� GHWHUPLQLVWLF� DQG�

SUREDELOLVWLF�&56�DWWDFNV��DUH�FORVH�WR�WKH�PD[LPXP�ULVN�YDOXH�RI�������)XUWKHUPRUH��

HYHQ�IRU�WKH�-RXUQDOLVW�FRQILJXUDWLRQ��LQ�ZKLFK�WKH�DGYHUVDU\�PD\�XQNQRZ�LI�WKH�WDUJHW�LV�

LQ�WKH�GDWDEDVH��WKH�UHVXOWV�DUH�VWLOO�YHU\�KLJK����

,Q�FRQWUDVW��WKH�KLJKHVW�HTXLYDOHQFH�FODVV�VL]H�UHDFKHV����EXW�ZLWK�DQ�DVWRQLVKLQJ�

ORZ�SHUFHQWDJH��7KHRUHWLFDOO\��WKH�PRUH�UHFRUGV�VKDUH�WKH�VDPH�TXDVL�LGHQWLILHUV��WKH�PRUH�

GLIILFXOW�LW�LV�WR�UH�LGHQWLI\�DQ�LQGLYLGXDO��7KH�UHFRUGV�ZLWK�DQ�HTXLYDOHQFH�FODVV�VL]H�RI���

VKRXOG�KDYH�D�UH�LGHQWLILFDWLRQ�ULVN�RI������L�H���IRU�HDFK�UHFRUG�WKHUH�ZRXOG�KDYH�DQRWKHU�

WZR�HTXDO�RQHV��EHLQJ�WKH�PRVW�SURWHFWHG�LQ�WKLV�GDWD�VHW��+RZHYHU��WKHVH�FDVHV�DUH�YHU\�

IDU�IURP�EHLQJ�UHSUHVHQWDWLYH��RQO\�IHZ����LQGLYLGXDOV���DQG�HYHQ�WKLV�HTXLYDOHQFH�FODVV�

VL]H�LV�FRQVLGHUHG�ORZ��,Q�>�@��IRU�SUDFWLFDO�FDVHV��WKH�PRVW�SHUPLVVLYH�VXJJHVWLRQ�IRU�D�

PLQLPXP�HTXLYDOHQFH� FODVV� VL]H� LV� ����ZKLFK�� VWLOO��ZRXOG� UHVXOW� LQ� D� UH�LGHQWLILFDWLRQ�

VXFFHVV�UDWH�RI������$OVR��LI�ZH�FRQVLGHU�����RU�HYHQ������DV�WKH�PD[LPXP�DFFHSWDEOH�

UH�LGHQWLILFDWLRQ�ULVN��XQGHU�3URVHFXWRU�DQG�&56�DVVXPSWLRQV���WKHQ�DOO�UHFRUGV�ZRXOG�EH�

DW�ULVN����

�
)LJXUH����'LVWULEXWLRQ�RI�SRVVLEOH�YDOXHV�IRU�WKH�HTXLYDOHQFH�FODVV�,Q�WKH�[�D[LV��WKHUH�LV�WKH�VL]H�RI�WKH�HTXLYDOHQFH�

FODVV��DQG��LQ�\�D[LV��WKHUH�LV�WKH���RI�LQGLYLGXDOV�SUHVHQW�LQ�VXFK�HTXLYDOHQFH�FODVV�VL]H��

�

�
7DEOH����5H�LGHQWLILFDWLRQ�UHVXOWV��5HVXOWV�IRU�3URVHFXWRU��DYHUDJH�DQG�PD[LPXP���-RXUQDOLVW��HVWLPDWHG��DQG�&56�
�GHWHUPLQLVWLF�–�G&5��SUREDELOLVWLF�–�S&5��SULRU�DQG�SRVWHULRU�SUREDELOLVWLF�VXFFHVV��DWWDFNV��

� &56�ULVN�
3URVHFXWRU�ULVN� (VWLPDWHG�-RXUQDOLVW�ULVN� G&5� S&5� 3ULRU� 3RVWHULRU�
0LQ������
$YJ��������
0D[�������

����� ������ �������� ��������� ������
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2QH�PD\�VSHFXODWH�WKDW�WKH�KLJK�SULYDF\�ULVN�IRU�WKH�UHFRUGV�LV�GXH�WR�WKH�QXPEHU�

RI�TXDVL�LGHQWLI\LQJ�DWWULEXWHV��,W�PLJKW�EH�DVVXPHG�WKDW�KDYLQJ�NQRZOHGJH�RI�DOO����TXDVL�

LGHQWLILHUV� ZRXOG� EH� QHFHVVDU\� IRU� D� VXFFHVVIXO� UH�LGHQWLILFDWLRQ� DWWDFN�� +RZHYHU�� WKH�

UHVXOWV�FKDOOHQJH�WKLV�DVVXPSWLRQ���)LJXUH���VKRZV�WKH�PHDQ�UH�LGHQWLILFDWLRQ�ULVN�IRU�HDFK�

FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV��FDOFXODWHG�FRQVLGHULQJ�WKH�3URVHFXWRU�0RGHO�DV�GHILQHG�

LQ�6HFWLRQ����+HUH��RQH�VKRXOG�QRWH�WKDW�WKUHH�FRPELQDWLRQV�RI�RQO\�WZR�TXDVL�LGHQWLILHUV�

DOUHDG\� SRVH� D� PHDQ� UH�LGHQWLILFDWLRQ� VXFFHVV� UDWH� RI� ����� RU� PRUH�� )RU� H[DPSOH��

'7B1$6&�DQG�'7B81,'$'(�KDYH�D�PHDQ� UH�LGHQWLILFDWLRQ� ULVN�RI�PRUH� WKDQ������

7KLV�PHDQV�WKDW�PRVW�LQGLYLGXDOV�FDQ�EH�UH�LGHQWLILHG�E\�NQRZLQJ�WKHVH�WZR�YDULDEOHV��,Q�

IDFW��WKH�PLQLPXP�FRPELQDWLRQ��WKDW�DFKLHYHV�DOPRVW������RI�PHDQ�UH�LGHQWLILFDWLRQ�ULVN�

FRQVLVWV�RI�RQO\�WKUHH�DWWULEXWHV��'7B1$6&��,'B81,'$'(��DQG�'7B(92/8&$2��DV�

VKRZQ� LQ� )LJXUH� ��� ,QWHUHVWLQJO\�� NQRZLQJ� RQO\� WKHVH� WKUHH� DWWULEXWHV� UHVXOWV� LQ� UH�

LGHQWLILFDWLRQ�PHWULFV�WKDW�DUH�VWULNLQJO\�VLPLODU�WR�WKH�UHVXOWV�REWDLQHG�ZKHQ�NQRZLQJ�DOO�

��� TXDVL�LGHQWLILHUV�� ERWK� KLJKO\� FRQFHQWUDWHG� DW� LQGLYLGXDO� ����� ULVN�� DV� HYLGHQW� LQ�

)LJXUH��������

In this context, an adversary who is aware of an individual’s presence in the data 

VHW�ZRXOG�OLNHO\�NQRZ��RU�FRXOG�HDVLO\�GLVFRYHU��JHQHUDO�LQIRUPDWLRQ�DERXW�WKH�LQGLYLGXDO
V�

ELUWK�GDWH�DQG�ZKLFK�KHDOWK�IDFLOLW\�WKH\�ZHUH�KRVSLWDOL]HG�WRR��)RU�H[DPSOH��WKH\�FRXOG�

DFFHVV�WKLV�LQIRUPDWLRQ�IURP�VRFLDO�PHGLD�RU�RWKHU�H[WHUQDO�GDWDEDVHV��7KLV�ZRXOG�PDNH�

UH�LGHQWLILFDWLRQ�HYHQ�HDVLHU��DV�WKH�DGYHUVDU\�ZRXOG�RQO\�QHHG�WR�NQRZ�D�IHZ�DGGLWLRQDO�

LQIRUPDWLRQ�WR�LGHQWLI\�WKH�WDUJHW�LQGLYLGXDO����

�
)LJXUH��. Adversary’s re�LGHQWLILFDWLRQ�VXFFHVV�E\�FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV��(DFK�GRW�UHSUHVHQWV�WKH�PHDQ�UH�
LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV�IRU�D�GLVWLQFW�VFHQDULR�GHILQHG�E\�WKH�VHOHFWHG�TXDVL�LGHQWLI\LQJ�DWWULEXWHV�DPRQJ�
WKH�������������SRVVLELOLWLHV��)RU�H[DPSOH��WKH�FRPELQDWLRQ�'7B1$6&�DQG�'7B81,'$'(�LV�WKH�ILUVW�GRW�IURP�WRS�WR�
ERWWRP�XQGHU�WKH�FRPELQDWLRQV�RI���TXDVL�LGHQWLILHUV��ZLWK�WKH�KLJKHVW�PHDQ�UH�LGHQWLILFDWLRQ�ULVN�RI�PRUH�WKDQ������
7KH�KRUL]RQWDO�D[LV�GHILQHV�WKH�VL]H�RI�HDFK�FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV��ZKLOH�WKH�YHUWLFDO�D[LV�GHILQHV�WKH�

adversary’s re�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��

�
��0RUH�GHWDLOV�RQ�KRZ�WKH�PLQLPXP�VL]H�FRPELQDWLRQ�ZLWK�KLJKHVW�PHDQ�UH�LGHQWLILFDWLRQ�ULVN�ZDV�IRXQG�LQ�WKH�)LJXUH���GHVFULSWLRQ��
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�
)LJXUH����0LQLPXP�TXDVL�LGHQWLI\LQJ�FRPELQDWLRQ�KLJK�PHDQ�UH�LGHQWLILFDWLRQ�ULVN��0LQLPXP�TXDVL�LGHQWLI\LQJ�
FRPELQDWLRQ�WR�DFKLHYH�WKH�KLJKHVW�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��6XFK�UHVXOW�ZDV�REWDLQHG�E\�D�JUHHG\�

DSSURDFK��7KH�DOJRULWKP�ZLOO�DGG�TXDVL�LGHQWLILHU�E\�TXDVL�LGHQWLILHU�VHTXHQWLDOO\��DOZD\V�FKRRVLQJ�WKH�RQH�WKDW�OHDGV�
WR�WKH�KLJKHVW�PHDQ�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��,W�ZLOO�VWRS�ZKHQ�UHDFKHV�D�WKUHVKROG�RI�������

�

�
)LJXUH����0D[LPXP�TXDVL�LGHQWLI\LQJ�FRPELQDWLRQ�PLQLPDO�PHDQ�UH�LGHQWLILFDWLRQ�ULVN��0D[LPXP�TXDVL�LGHQWLI\LQJ�
FRPELQDWLRQ�WR�DFKLHYH�WKH�SULYDF\�WKUHVKROG�RI�����������RI�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��6XFK�UHVXOW�ZDV�
REWDLQHG�E\�D�JUHHG\�DSSURDFK��7KH�DOJRULWKP�ZLOO�DGG�TXDVL�LGHQWLILHU�E\�TXDVL�LGHQWLILHU�VHTXHQWLDOO\��DOZD\V�
FKRRVLQJ�WKH�RQH�WKDW�OHDGV�WR�WKH�ORZHVW�PHDQ�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��,W�ZLOO�VWRS�ZKHQ�UHDFKHV�D�

WKUHVKROG�RI�����

�

�
)LJXUH����+LVWRJUDPV�IRU�WKH�GLVWULEXWLRQ�RI�LQGLYLGXDO�,56�VFRUHV��)URP�OHIW�WR�ULJKW��WKH�ILUVW�KLVWRJUDP�UHSUHVHQWV�WKH�
LQGLYLGXDO�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV�FRQVLGHULQJ�WKH�TXDVL�LGHQWLILHUV�IURP�7DEOH�1���7KH�VHFRQG�DQG�
WKLUG�KLVWRJUDPV�FRQVLGHUV�WKH�PLQLPXP�DQG�PD[LPXP�FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV�WR�DFKLHYH�KLJKHVW�DQG�

ORZHVW�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��UHVSHFWLYHO\��DV�LQ�)LJXUH���DQG�)LJXUH����7KH�GDVKHG�OLQH�FRUUHVSRQGV�
WR�D�UH�LGHQWLILFDWLRQ�WKUHVKROG�RI�����
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2Q� WKH� RWKHU� KDQG�� )LJXUH� �� DOVR� VKRZV� WKDW� WKHUH� DUH� FRPELQDWLRQV� RI� TXDVL�

LGHQWLILHUV�ZLWK�D�VLJQLILFDQWO\�ORZHU�PHDQ�RI�UH�LGHQWLILFDWLRQ�VXFFHVV�UDWH�XS�WR�VL]H����

)RU� H[DPSOH�� )LJXUH� �� VKRZV� WKDW� WKH� FRPELQDWLRQ� RI� &6B6(;2�� (92/8&$2��

&6B5$&$��,'B3$,6��6*B8)��DQG�18B,'$'(B1�LV�WKH�PD[LPXP�FRPELQDWLRQ��ZLWK�

D�PHDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�UDWH�RI�OHVV�WKDQ�����7KLV�VXJJHVWV�WKDW�WKH�SULYDF\�ULVN�

IRU� WKH� UHFRUGV� PLJKW� EH� GXH� WR� WKH� VSHFLILF� FRPELQDWLRQV� RI� TXDVL�LGHQWLILHUV�� VRPH�

FRPELQDWLRQV�VHHP�WR�KROG�PRUH�SRWHQWLDO�IRU�UH�LGHQWLI\LQJ�LQGLYLGXDOV�WKDQ�RWKHUV��7KLV�

HYLGHQFH�VKRZV�KRZ�FKDOOHQJLQJ�LV�WR�SURWHFW�LQGLYLGXDOV�LQ�WKLV�GDWD�VHW����� �

� %\�IXUWKHU�DQDO\]LQJ�WKHVH�DWWULEXWHV��ZH�FDQ�VHH�WKDW�VRPH�RI�WKHP�KDYH�D�ODUJH�

QXPEHU�RI�SRVVLEOH�RXWFRPHV��DV�VKRZQ�LQ�7DEOH����,Q�SDUWLFXODU��'7B1$6&�KDV�WKH�PRVW�

H[SUHVVLYH� QXPEHU� RI� ������� SRVVLEOH� YDOXHV�� IROORZHG� E\� ,'B81,'$'(� ���������

,'B01B5(6,����������'7B(92/8&$�������DQG�18B,'$'(B1��������$PRQJ�WKH����

TXDVL�LGHQWLI\LQJ� DWWULEXWHV�� RQO\� �� �6*B8)�� &6B5$&$�� (92/8&$2�� &6B6(;2��

SUHVHQW�D�ORZ�QXPEHU�RI�FDWHJRULHV��QRQH�RI�WKHP�XQLTXH�WR�DQ�LQGLYLGXDO��)RU�DOO�WKH�RWKHU�

��YDULDEOHV��WKH�JUDQXODULW\�RI�WKH�LQIRUPDWLRQ�LV�VPDOOHU��ZKLFK�WHQGV�WR�SUHVHQW�VSHFLILF�

FDWHJRULHV� RI� RQO\� RQH� LQGLYLGXDO�� )RU� H[DPSOH�� LQ� WKH� FDVH� VWXG\� VDPSOH�� ���� KHDOWK�

IDFLOLWLHV�DWWHQGHG�WR�RQO\�RQH�SDWLHQW�����PXQLFLSDOLWLHV�KDYH�RQO\�RQH�UHVLGHQW�DQG�PRUH�

WKDQ�������SDWLHQWV�KDYH�ELUWK�GDWHV�WKDW�GR�QRW�PDWFK�ZLWK�DQ\�RWKHU�LQGLYLGXDO�LQ�WKH�

GDWD�VHW��DV�FDQ�EH�VHHQ�LQ�7DEOH�����

,W�LV�DOVR�ZRUWK�WR�KLJKOLJKW�WKH�DWWULEXWH�,'B3$,6��'HVSLWH�EHLQJ�D�YDULDEOH�WKDW�

RIIHUV�KLJK�OHYHO�LQIRUPDWLRQ��FRXQWU\�RI�UHVLGHQFH���WKH�FRQWH[W�EHKLQG�WKH�VWXGLHG�GDWD�

VHW�PDNHV�LW�D�SRWHQWLDO�VRXUFH�RI�GLVFORVXUH��(VVHQWLDOO\��PRVW�RI�WKH�SDWLHQWV��!�����DUH�

%UD]LOLDQ�UHVLGHQWV�DQG�RQO\�D�IHZ�������LQGLYLGXDOV�DUH�IURP�DQRWKHU�FRXQWU\��$V�WKH�GDWD�

UHFRUGV�FDVHV�RI�IOX�OLNH�V\QGURPH�LQ�%UD]LO��LW�LV�PXFK�PRUH�OLNHO\�IRU�DQ�LQGLYLGXDO�WR�

EH� D� %UD]LOLDQ� FLWL]HQ� WKDQ� D� IRUHLJQHU�� ,Q� WKH� VDPSOH�� ,'B3$,6� UHJLVWHU� ��� GLVWLQFW�

FRXQWULHV��KDOI�RI�WKHP������UHIHUV�WR�RQO\�RQH�LQGLYLGXDO�DQG�PRVW�RI�WKHP������KROG�OHVV�

WKDQ����LQGLYLGXDOV��7KLV�REVHUYDWLRQ�VXJJHVWV�WKDW�IRUHLJQHUV�LQ�WKLV�GDWDVHW�PLJKW�KDYH�

D�KLJKHU�UH�LGHQWLILFDWLRQ�ULVN�LI�FRPSDUHG�WR�%UD]LOLDQ�SDWLHQWV���

7KH�SRWHQWLDO�UH�LGHQWLILFDWLRQ�ULVN�IURP�D�VSHFLILF�DWWULEXWH�LV�QRW�RQO\�UHODWHG�WR�

WKH� QXPEHU� RI� LWV� SRVVLEOH� RXWFRPHV�� EXW� DOVR� WR� WKHLU� GLVWULEXWLRQ�� )RU� H[DPSOH�� DQ�

DWWULEXWH�ZLWK�D�VPDOO�QXPEHU�RI�SRVVLEOH�YDOXHV�WKDW�DUH�QRW�HYHQO\�GLVWULEXWHG�PD\�LQFXU�

D�KLJKHU�ULVN�WKDQ�DQ�DWWULEXWH�ZLWK�D�ODUJH�QXPEHU�RI�HTXDOO\�OLNHO\�RXWFRPHV���

�
��0RUH�GHWDLOV�RQ�KRZ�WKH�PD[LPXP�VL]H�FRPELQDWLRQ�ZLWK�PLQLPXP�PHDQ�UH�LGHQWLILFDWLRQ�ULVN�ZDV�IRXQG�LQ�WKH�)LJXUH���
GHVFULSWLRQ��
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7KLV� LV� EHFDXVH� WKH� GLVWULEXWLRQ� RI� RXWFRPHV� RI� DQ� DWWULEXWH� FDQ� LPSDFW� WKH�

XQLTXHQHVV� DQG� GLVWLQJXLVKDELOLW\� RI� LQGLYLGXDOV� LQ� D� GDWDVHW�� 2Q� WRS� RI� WKDW�� WKH�

FRPELQDWLRQ�RI�DWWULEXWHV�FDQ�DOVR�DIIHFW�WKLV�RXWFRPH�GLVWULEXWLRQ����

)LJXUH���LOOXVWUDWHV�WKHVH�LGHDV��%\�REVHUYLQJ�WKH�DJH�YDULDEOH��18B,'$'(B1��

according to the patient’s outcome (EVOLUCA), either recovery (Scenario 1) or death 

�6FHQDULR�����ZH�FDQ�REVHUYH�URXJKO\�WKH�VDPH�DPRXQW�RI�SRVVLEOH�DJH�YDOXHV��DURXQG�

�����$W�WKH�VDPH�WLPH��WKH�FRUUHVSRQGLQJ�DJH�GLVWULEXWLRQ�IRU�HDFK�RXWFRPH�LV�GLIIHUHQW��

&RQVLGHULQJ�WKH�SDWLHQWV�ZKR�GLHG��ZH�REVHUYH�KLJKHU�GHQVLW\�IRU�WKH�HOGHUO\�DQG�OHVV�RI�

WKH�\RXQJHU��7KLV�LV�H[SHFWHG�IRU�IOX�OLNH�V\QGURPHV��LQ�ZKLFK�HOGHUO\�LV�PRUH�OLNHO\�WR�

GLH��$V�D�UHVXOW��WKH�GLVWULEXWLRQ�RI�DJH� LQ�6FHQDULR���LV�PRUH�FRQFHQWUDWHG�LQ�D�VSHFLILF�

LQWHUYDO��ZKLFK�PDNHV�LW�PRUH�XQHYHQ��7KLV�XQHYHQ�GLVWULEXWLRQ�PD\�EHFRPH�D�KLJKHU�UH�

LGHQWLILFDWLRQ�ULVN��EHLQJ�HDVLHU�IRU�DQ�DGYHUVDU\�WR�LGHQWLI\�LQGLYLGXDOV�LQ�WKH�GDWD�VHW��,Q�

IDFW�� 6FHQDULR� �� �UHFRYHU\�� KROGV� D� ODUJHU� HTXLYDOHQFH� FODVV� JURXSV� WKDQ� 6FHQDULR� ��

�GHDWK���ZKLFK�FRUURERUDWHV�WKLV�K\SRWKHVLV�DERXW�WKH�GLVWULEXWLRQ�EDODQFH����

:H�FDQ�UHODWH�WKH�GLVWULEXWLRQ�RI�WKH�DWWULEXWHV�ZLWK�WKH�DGYHUVDU\
V�XQFHUWDLQW\�LQ�

WHUPV� RI� HQWURS\�� %URDGO\� VSHDNLQJ�� HQWURS\� LV� WKH� DPRXQW� RI� XQFHUWDLQW\� D� UDQGRP�

YDULDEOH�FDUULHV�DERXW�LWV�RXWFRPHV��7KH�ORZHU�HQWURS\�RI�D�UDQGRP�YDULDEOH��WKH�PRUH�

SUHGLFWDEOH�LWV�RXWFRPHV�DUH��,Q�WKH�FRQWH[W�RI�WKH�DJH�YDULDEOH��WKH�DV\PPHWU\�RI�WKH�DJHV�

UHODWHG�WR�HOGHUO\�LQFXUV�D�ORZHU�HQWURS\�WKDQ�IRU�WKRVH�LQGLYLGXDOV�ZKR�UHFRYHUHG�IURP�

&29,'����� ,Q� WKH� H[DPSOH� LQ� )LJXUH� ��� ZH� FDQ� REVHUYH� WKDW� WKH� HQWURS\� RI� WKH� DJH�

GLVWULEXWLRQ�DPRQJ�SDWLHQWV�ZKR�GLHG�LV�ORZHU�WKDQ�DPRQJ�WKH�RQHV�ZKR�UHFRYHUHG��7KLV�

PHDQV�WKDW�DQ�DGYHUVDU\�ZRXOG�EH�PRUH�XQFHUWDLQ�LQ�6FHQDULR���WKDQ�LQ�6FHQDULR����
7DEOH����2XWFRPHV�E\�4XDVL�LGHQWLILHU���

)RU�HDFK�TXDVL�LGHQWLILHU��WKH�VHFRQG�FROXPQ�SUHVHQWV�WKH�QXPEHU�RI�SRVVLEOH�RXWFRPHV�DQG��QH[W�WR�LW��LW�LV�WKH�UHSUHVHQWDWLYHQHVV�LQ�
RYHUDOO�GDWD�VHW�LQ�SDUHQWKHVLV��7KH�WKLUG�FROXPQ�VKRZV�WKH�QXPEHU�RI�RXWFRPHV�WKDW�FRQWDLQV�RQO\�RQH�UHFRUG�ZLWK�LWV�SURSRUWLRQ�
DPRQJ�WKH�GLVWLQFW�YDOXHV�RI�WKH�DWWULEXWH�LQ�SDUHQWKHVLV��7KH�ODVW�FROXPQ�LQGLFDWHV�WKH�PHDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�ZKHQ�
FRQVLGHULQJ�HDFK�DWWULEXWH�DV�WKH�RQO\�LQIRUPDWLRQ�DYDLODEOH�DV�TXDVL�LGHQWLILHU��

4XDVL�LGHQWLILHU� 1XPEHU�RI�RXWFRPHV� 1XPEHU�RI�RXWFRPHV�ZLWK�RQO\���UHFRUG� 0HDQ�ULVN�
'7B1$6&� ������������� ������������ �����

,'B81,'$'(� ������������ ����������� �����

,'B01B5(6,� ������������ ����������� �����

'7B(92/8&$� ��������� ��������� ���

18B,'$'(B1� ��������� ������� ���

,'B3$,6� �������� ����������� ���

6*B8)� �������� �� ���

&6B5$&$� ������� �� ���

(92/8&$2� ������� �� ���

&6B6(;2� ������� �� ���

�



� � �
�

� � �
�

�
)LJXUH����'LVWULEXWLRQ�RI�DJH��18B,'$'(B1��E\�YDOXHV�RI�RXWFRPH��(92/8&$2���'LVWULEXWLRQ�RI�DJH�

�18B,'$'(B1��YDOXHV�FRQVLGHULQJ�WZR�VFHQDULRV��$OO�SDWLHQWV�WKDW�UHFRYHUHG��6FHQDULR����LQ�WKH�OHIW�FRQVLGHULQJ�
(92/8&$2 ���DQG�DOO�SDWLHQWV�WKDW�GLHG��6FHQDULR����LQ�WKH�PLGGOH�FRQVLGHULQJ�(92/8&$2 ����7KH�WKLUG�

KLVWRJUDP�UHSUHVHQWV�WKH�GLVWULEXWLRQ�RI�HTXLYDOHQFH�FODVV�VL]HV�DPRQJ�WKH�WZR�VFHQDULRV�FRQVLGHULQJ�RQO\�DJH�DV�
TXDVL�LGHQWLILHU��7KH�OLPLW�RI�\�D[LV�JRHV�XS�WR������RXW�RI������WR�EH�DEOH�WR�EHWWHU�YLVXDOL]H�WKH�UHVXOWV��

�

�
)LJXUH����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�E\�TXDVL�LGHQWLILHUV�FRPELQDWLRQV�ZLWK�DQG�ZLWKRXW�ODUJH�QXPEHU�RI�

RXWFRPHV��,Q�WKH�WRS�OHIW��WKH�KLVWRJUDP�VKRZV�WKH�PHDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�UDWH�IRU�FRPELQDWLRQV�RI�TXDVL�
LGHQWLILHUV�ZLWKRXW�DQ\�RI�WKH�WRS���DWWULEXWHV�ZLWK�WKH�KLJKHVW�QXPEHU�RI�RXWFRPHV��'7B1$6&��,'B81,'$'(��

,'B01B5(6,��DQG�'7B(92/8&$���,Q�WKH�ERWWRP�OHIW�KDQG�FRUQHU��WKH�KLVWRJUDP�VKRZV�WKH�PHDQ�UH�LGHQWLILFDWLRQ�
VXFFHVV�UDWH�IRU�FRPELQDWLRQV�RI�TXDVL�LGHQWLILHUV�ZLWK�DW�OHDVW�RQH�RI�WKHVH�DWWULEXWHV��,Q�WKH�ULJKW�KDQG�VLGH��WKH�
KLVWRJUDP�RI�WKH�PHDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�UDWH�IRU�DOO�FRPELQDWLRQV�RI�TXDVL�LGHQWLILHUV�ZLWK�'7B1$6&���

,Q�)LJXUH����ZH�FDQ�VHH�WKDW�DPRQJ�WKH�FRPELQDWLRQV�RI�WKH�TXDVL�LGHQWLILHUV�WKDW�

GR� QRW� FRQVLGHU� WKH� WRS��� KLJK�RXWFRPH� YDULDEOHV� �'7B1$6&�� ,'B81,'$'(��

,'B01B5(6,�� DQG� '7B(92/8&$��� WKH� PD[LPXP� PHDQ� UH�LGHQWLILFDWLRQ� VXFFHVV�

REVHUYHG�LV�����7KLV�PHDQV�WKDW�DQ\�FRPELQDWLRQ�ZLWK�D�KLJKHU�ULVN��DERYH�D�WKUHVKROG�

RI�����LQFOXGHV�DW�OHDVW�RQH�DWWULEXWH�ZLWK�D�VLJQLILFDQW�QXPEHU�RI�RXWFRPHV��)RU�H[DPSOH��

LQ� )LJXUH� ��� WKH� WKUHH� FRPELQDWLRQV� RI� VL]H� �� ZLWK� D� PHDQ� ULVN� RI� ���� RU� PRUH� DUH�

'7B1$6&�DQG�,'B81,'$'(����������'7B1$6&�DQG�'7B(92/8&$����������DQG�

'7B1$6&�DQG�,'B01B5(6,����������1RWDEO\��DOO�RI�WKHP�FRQWDLQV�'7B1$6&��ZKLFK�

LV�WKH�DWWULEXWH�ZLWK�WKH�KLJKHVW�QXPEHU�RI�XQLTXH�YDOXHV���

�
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,Q� IDFW�� ZKHQ� FRPELQHG� ZLWK� RWKHU� DWWULEXWHV�� '7B1$6&� FDQ� VLJQLILFDQWO\�

LQFUHDVH� WKH� QXPEHU� RI� H[SHFWHG� UH�LGHQWLILFDWLRQV�� ����RI� FRPELQDWLRQV� WKDW� LQFOXGH�

'7B1$6&� KDYH� D� PHDQ� UH�LGHQWLILFDWLRQ� ULVN� RI� DURXQG� ����� FRUURERUDWLQJ� WKH�

GLVWULEXWLRQ�LQ�)LJXUH������
7DEOH����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�E\�4XDVL�LGHQWLILHU�FRPELQDWLRQV�ZLWK�DWWULEXWHV�ZLWK�ODUJH�QXPEHU�RI�
RXWFRPHV��4XDVL�LGHQWLILHUV�FRPELQDWLRQV�RI�KLJK�RXWFRPH�YDULDEOHV�DQG�WKH�H[SHFWHG�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�
VXFFHVV��7KH�VDPSOH�VL]H�FROXPQ�LQGLFDWHV�WKH�WRWDO�QXPEHU�RI�QRQ�QXOO�UHFRUGV�FRQVLGHULQJ�WKH�FRPELQDWLRQ��

4XDVL�LGHQWLILHU�FRPELQDWLRQ� 0HDQ�UH�LGHQWLILFDWLRQ�ULVN� 6DPSOH�VL]H�
'7B1$6&�DQG�,'B81,'$'(� ������ ��������
'7B1$6&�DQG�'7B(92/8&$� ������ ��������
'7B1$6&�DQG�,'B01B5(6,� ������ ��������
,'B81,'$'(�DQG�'7B(92/8&$� ���� ��������
,'B01B5(6,�DQG�'7B(92/8&$� ���� ��������
,'B01B5(6,�DQG�,'B81,'$'(� ��� ��������
,'B81,'$'(�DQG�,'B01B5(6,�DQG�'7B(92/8&$� ������ ��������

�

� �
)LJXUH�����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�IRU�,'B81,'$'(�DQG�'7B(92/8&$�ZKHQ�DGGLQJ�DQRWKHU�DWWULEXWH��

(DFK�EDU�FRUUHVSRQGV�WR�QHZ�PHDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�ZKHQ�WKH�DWWULEXWH�LV�SUHVHQFH��)RU�H[DPSOH��WKH�ILUVW�EDU�
UHSUHVHQWV�WKH�UHVXOWV�IRU�,'B81,'$'(��'7B(92/8&$�DQG�'7B1$6&��,Q�SDUHQWKHVLV�LV�WKH�GLIIHUHQFH�EHWZHHQ�

WKH�UHVXOWV�IRU�,'B81,'$'(�DQG�'7B(92/8&$�DQG�WKH�UHVXOWV�FRQVLGHULQJ�WKH�QHZ�YDULDEOH���

&RQYHUVHO\��ZKHQ�'7B1$6&�LV�QRW�LQFOXGHG��WKH�RWKHU�KLJK�RXWFRPH�DWWULEXWHV�

GR�QRW�\LHOG�DV�PXFK�UH�LGHQWLILFDWLRQ�ULVN��7KH�SDLU�ZLWK�WKH�KLJKHVW�QXPEHU�RI�H[SHFWHG�

UH�LGHQWLILFDWLRQV�LQ�7DEOH��� LV�,'B81,'$'(�DQG�'7B(92/8&$��ZLWK������7KLV�LV�

PXFK� ORZHU� WKDQ� WKH� SDLUV� WKDW� LQFOXGH� '7B1$6&�� ZKLFK� VWDUW� IURP� ����� (YHQ�

FRPELQLQJ�,'B81,'$'(��,'B01B5(6,�DQG�'7B(92/8&$�VWLOO�\LHOGV�UHVXOWV�ORZHU�

WKDQ�WKH�RQHV�REVHUYHG�ZLWK�'7B1$6&����������,W�LV�LQWHUHVWLQJ�WR�QRWH�WKDW�JLYHQ�WKH�

SDLU�,'B81,'$'(�DQG�'7B(92/8&$��DGGLQJ�'7B1$6&�RU�18B,'$'(B1�ZRXOG�

ERWK�UHVXOW�LQ�D�VXEVWDQWLDO�LQFUHDVH�FRPSDUHG�WR�WKH�RWKHU�DYDLODEOH�DWWULEXWHV��7KLV�FDQ�

EH�VHHQ�LQ�)LJXUH�����$OWKRXJK�WKHVH�WZR�YDULDEOHV�KDYH�GLIIHUHQW�QXPEHUV�RI�RXWFRPHV��

WKH\�ERWK�HVVHQWLDOO\�SURYLGH�WKH�VDPH�LQIRUPDWLRQ��WKH�LQGLYLGXDO
V�DJH��:KHQ�FRPELQHG�

ZLWK�KHDOWK�IDFLOLW\�DQG�WKH�GDWH�RI�FDVH�HYROXWLRQ��WKLV�LQIRUPDWLRQ�KDV�D�KLJK�SRWHQWLDO�
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IRU�UH�LGHQWLILFDWLRQ�GXH�WR�UDUH�FRPELQDWLRQV��)RU�H[DPSOH��LW�LV�YHU\�XQOLNHO\�WR�ILQG�D�

UHOHYDQW�VHW�RI�SHRSOH�ZKR�VKDUH�WKH�H[DFW�VDPH�DJH��WKH�H[DFW�VDPH�GDWH�RI�GHDWK��DQG�WKH�

H[DFW� VDPH� KHDOWKFDUH� VHUYLFH� XQLW�� � � )XUWKHUPRUH�� LW� LV� DOVR� ZRUWK� PHQWLRQ� WKDW� WKH�

FRPELQDWLRQ� ,'B01B5(6,� DQG� ,'B81,'$'(� SUHVHQWV� D� VXUSULVLQJO\� ORZ�PHDQ� UH�

LGHQWLILFDWLRQ�VXFFHVV�RI�����7KHVH�WZR�DWWULEXWHV�DUH�WKH�WRS���DWWULEXWHV�ZLWK�WKH�JUHDWHVW�

QXPEHU� RI� RXWFRPHV�� %XW�� GLIIHUHQW� IURP� WKH� RWKHU� FRPELQDWLRQV� LQ� 7DEOH� ��� WKHLU�

FRPELQHG� YDOXHV� VWLOO� FRQWDLQ� D� UHOHYDQW� QXPEHU� RI� LQGLYLGXDOV� WKDW� VKDUH� WKH� VDPH�

DWWULEXWHV�YDOXHV��7KLV�RFFXUV�VLQFH�RQH�YDULDEOH�DJJUHJDWHV�LQIRUPDWLRQ�WR�WKH�RWKHU��WKH�

DYDLODELOLW\�RI�KHDOWK�XQLWV�YDULHV�E\� ORFDWLRQ�� L�H��� VRPH�XQLWV� DUH�RQO\� ORFDWHG� LQ�RQH�

PXQLFLSDOLW\��,Q�FRQWUDVW��E\�FRPELQJ�,'B81,'$'(�ZLWK�'7B1$6&��ZH�REVHUYH�D�YHU\�

GLIIHUHQW�VFHQDULR��7KH�KHDOWK�XQLW�YDOXHV�GR�QRW�FRUUHODWH�ZLWK�WKH�SDWLHQW
V�GDWH�RI�ELUWK��

EHLQJ�PRUH�GLIILFXOW�WR�ILQG�D�UHOHYDQW�QXPEHU�RI�LQGLYLGXDOV�ZLWK�VDPSOH�XQLTXH�IRU�WKHVH�

FRPELQHG�YDOXHV����

)LJXUH� ��� UHLQIRUFHV� WKLV� GLVFXVVLRQ�� 7KH� DWWULEXWH� ,'B81,'$'(� KDV� D�

QRUPDOL]HG� HQWURS\� RI� ����� ZKLFK� PHDQV� WKHUH� LV� D� KLJK� OHYHO� RI� XQFHUWDLQW\� IRU� LWV�

RXWFRPHV��7KLV�LV�EHFDXVH�,'B81,'$'(�KDV�PDQ\�SRVVLEOH�YDOXHV��DQG�WKHVH�DUH�QRW�

HYHQO\� GLVWULEXWHG�� 6RPH� KHDOWK� XQLWV� DUH� QDWXUDOO\� PRUH� SRSXODU� WKDQ� RWKHUV�� GXH� WR�

IDFWRUV�VXFK�DV�ORFDWLRQ��FDSDFLW\��DQG�VSHFLDOL]DWLRQ���

:KHQ� ZH� MRLQ� WKH� ELUWK� GDWH� LQIRUPDWLRQ� �'7B1$6&�� WR� ,'B81,'$'(�� WKH�

HQWURS\�RI�,'B81,'$'(�GRHV�QRW�FKDQJH�VLJQLILFDQWO\��7KLV�VXJJHVWV�WKDW�'7B1$6&�

GRHV�QRW�KROG�PXFK�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�,'B81,'$'(��+RZHYHU��ZKHQ�ZH�DGG�

WKH�PXQLFLSDOLW\� �,'B01B5(6,���ZH� VHH� WKDW� WKH� HQWURS\� RI� ,'B81,'$'(� FKDQJHV�

PXFK� PRUH�� 7KLV� VXJJHVWV� WKDW� ,'B01B5(6,� LV� D� PRUH� LQIRUPDWLYH� YDULDEOH� WKDQ�

'7B1$6&�IRU�SUHGLFWLQJ�,'B81,'$'(��L�H���ERWK�YDULDEOHV�VKDUH�FRPPRQ�LQIRUPDWLRQ��

7KHVH�ILQGLQJV�VXJJHVW�WKDW�,'B81,'$'(�LV�PRUH�VWURQJO\�GHSHQGHQW�RQ�,'B01B5(6,�

WKDQ�RQ�'7B1$6&��7KLV�LV�OLNHO\�EHFDXVH�SHRSOH�DUH�PRUH�OLNHO\�WR�VHHN�KHDOWK�XQLWV�LQ�

WKHLU�RZQ�PXQLFLSDOLW\��UHJDUGOHVV�RI�WKHLU�ELUWK�GDWH����

,QGHSHQGHQW�YDULDEOHV�DUH�PRUH�OLNHO\�WR�KDYH�UDUH�FRPELQDWLRQV�RI�YDOXHV�EHFDXVH�

WKH\� WHQG� WR� SURGXFH� KLJK� HQWURS\� GLVWULEXWLRQV�� 7KXV�� WKH� QXPEHU� RI� REVHUYDWLRQV�

UHTXLUHG� LQ� WKH� VDPSOH� WR� NHHS� SULYDF\� JHWV� JUHDWHU�� 2Q� WKH� RWKHU� KDQG�� GHSHQGHQW�

YDULDEOHV�DUH�UHODWHG�WR�HDFK�RWKHU��VR�WKHUH�DUH�IHZHU�SRVVLEOH�FRPELQDWLRQV�RI�YDOXHV�WKDW�

DUH�UDUH��EHLQJ�RI�ORZ�HQWURS\��7KLV�LV�OHVV�OLNHO\�WKDW�REVHUYDWLRQV�DUH�XQSURWHFWHG����
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�
)LJXUH�����1RUPDOL]HG�HQWURS\�YDOXHV�IRU�,'B81,'$'(�E\�'7B1$6&�DQG�,'B81,'$'(��,Q�WKH�OHIW��WKH�

GLVWULEXWLRQ�RI�HQWURS\�YDOXHV�RI�,'B81,'$'(�JLYHQ�WKH�RXWFRPHV�RI�'7B1$6&��)RU�H[DPSOH��WKH�HQWURS\�RI�
,'B81,'$'(�ZKHQ�'7B1$6&�HTXDOV�������������,Q�WKH�ULJKW��WKH�GLVWULEXWLRQ�RI�HQWURS\�YDOXHV�RI�,'B81,'$'(�
JLYHQ�WKH�RXWFRPHV�RI�,'B01B5(6,��)RU�H[DPSOH��WKH�HQWURS\�RI�,'B81,'$'(�ZKHQ�,'B01B5(6,�HTXDOV�“5,2�

DE JANEIRO”.�

,Q� FRQFOXVLRQ�� ZH� DVVHVVHG� WKLV� GDWD� VHW� WR� KDYH� D� KLJK� SUREDELOLW\� RI� UH�

LGHQWLILFDWLRQ��2XU�DQDO\VHV�VXJJHVW�WKH�YROXPH�RI�XQLTXH�HQWULHV��WKH�VHQVLWLYLW\�RI�WKH�

GDWD�DQG�WKH�SRVVLELOLW\�RI�DQ�DGYHUVDU\�REWDLQLQJ�QHFHVVDU\�DX[LOLDU\�LQIRUPDWLRQ�DUH�NH\�

for increasing individuals’ re�LGHQWLILFDWLRQ� ULVN��7KLV� LV� DOVR� VXSSRUWHG�E\� WKH�SULYDF\�

PHWULFV�� 'HVSLWH� FKDOOHQJLQJ�� LW� LV� HQWLUHO\� SRVVLEOH� WKDW� D� PRWLYDWHG� DGYHUVDU\� FRXOG�

DFTXLUH�DGGLWLRQDO�GDWD�DQG�OHDUQ�VHQVLWLYH�LQIRUPDWLRQ�DERXW�DQ�LQGLYLGXDO�IURP�WKLV�GDWD�

VHW��1RWDEO\��RXU� ILQGLQJV� LQGLFDWH� WKDW�FRPELQLQJ�DWWULEXWHV�ZLWK�QXPHURXV�RXWFRPHV��

OLNH�'7B1$6&��ZLWK�D�KLJKO\�XQEDODQFHG�GLVWULEXWLRQ��OLNH�,'B3$,6��DQG�ZLWK�D�GHJUHH�

RI� XQFRUUHODWHGQHVV�� OLNH� '7B1$6&� DQG� ,'B81,'$'(�� PLJKW� UHVXOW� LQ� D� VSDUVH�

GLVWULEXWLRQ� WKDW� IXUWKHU� LQFUHDVHV� WKH� OLNHOLKRRG� RI� H[SHFWHG� UH�LGHQWLILFDWLRQV�� 7KHVH�

LQVLJKWV�HPSKDVL]H�WKH�LPSRUWDQFH�RI�LPSOHPHQWLQJ�UREXVW�SULYDF\�SURWHFWLRQ�PHDVXUHV�

ZKHQ�GHDOLQJ�ZLWK�WKLV�FKDUDFWHULVWLF����

���� ([SHULPHQWDO�5HVXOWV�RI�$WWULEXWH�,QIHUHQFH�$WWDFNV�

)RU� WKH� DQDO\VLV� RI� DWWULEXWH�LQIHUHQFH� DWWDFNV�� ZH� FRQVLGHUHG� WKH� VHQVLWLYH�

DWWULEXWHV�OLVWHG�LQ�7DEOH����7KH�UHVXOWV�DUH�UHSRUWHG�DV�IROORZV����

•� 7DEOH��� VXPPDUL]HV� WKH�UHVXOWV�RI� WKH�DWWULEXWH�LQIHUHQFH�GLVWLQFW� O�GLYHUVLW\�

�PLQLPXP�� PHGLDQ� DQG� PD[LPXP��� W�FORVHQHVV� �PLQLPXP�� PHGLDQ�� DQG�

PD[LPXP��DQG�&$6�DWWDFNV��GHWHUPLQLVWLF��SUREDELOLVWLF��SULRU�DQG�SRVWHULRU�����

•� )LJXUH� ��� LOOXVWUDWHV� WKH� GLVWULEXWLRQ� RI� YDOXHV� IRU� HDFK� VHQVLWLYH� DWWULEXWH��

FRQVLGHULQJ�ERWK�WKH�RYHUDOO�GDWD�VHW�DQG�WKH�HTXLYDOHQFH�FODVVHV����

•� )LJXUH� ��� GLVSOD\V� WKH� GLVWULEXWLRQ� RI� GLVWDQFHV� EHWZHHQ� WKH� RULJLQDO�

GLVWULEXWLRQ� RI� WKH� VHQVLWLYH� DWWULEXWH� DQG� LWV� GLVWULEXWLRQ� LQ� DQ� HTXLYDOHQFH�

FODVV��IRU�HDFK�VHQVLWLYH�DWWULEXWH���
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•� 7DEOH� �� VKRZV� WKH� UHVXOWV� RI� WKH� DWWULEXWH�LQIHUHQFH� GLVWLQFW� O�GLYHUVLW\�

�PLQLPXP�� PHGLDQ� DQG� PD[LPXP��� W�FORVHQHVV� �PLQLPXP�� PHGLD�� DQG�

PD[LPXP�� DQG� &$6� �SUREDELOLVWLF�� SULRU� DQG� SRVWHULRU�� DWWDFNV�� IRU� HDFK�

VHQVLWLYH� DWWULEXWH� FRQVLGHULQJ� WKH� TXDVL�LGHQWLILHUV� VXEVHWV� LQ� )LJXUH� �� DQG�

)LJXUH�����
7DEOH����$WWULEXWH�LQIHUHQFH�UHVXOWV��5HVXOWV�RI�WKH�DWWULEXWH�LQIHUHQFH�GLVWLQFW�O�GLYHUVLW\��PLQLPXP�O��PHGLDQ�O��
PD[LPXP�O���W�FORVHQHVV��PLQLPXP�W��PHGLDQ�W�DQG�PD[LPXP�W��DQG�&$6��GHWHUPLQLVWLF�–�G&$��SUREDELOLVWLF�–�S&$��
SULRU�DQG�SRVWHULRU�SUREDELOLVWLF�VXFFHVV��DWWDFNV��FRQVLGHULQJ�WKH�TXDVL�LGHQWLILHUV�LQ�7DEOH�1���

� &$6�ULVN�

6HQVLWLYH�DWWULEXWH� /�GLYHUVLW\�ULVN� 7�FORVHQHVV�ULVN� G&$� S&$� 3ULRU� 3RVWHULRU�
)$725B5,6&� 0LQ����

0HGLDQ����
0D[����

0LQ�������
0HGLDQ�������
0D[���������

������ �����
�

������ ������

73B$02675$� 0LQ����
0HGLDQ�����
0D[����

0LQ�������
0HGLDQ������
0D[�������

������
�

����� ������ ������
�

5$,2;B5(6� 0LQ����
0HGLDQ����
0D[����

0LQ�������
0HGLDQ�������
0D[�������

������
�

����� ������ ������
�

$V�SUHYLRXVO\�PHQWLRQHG��WKH�SUHYDOHQFH�RI�VDPSOH�XQLTXH�UHFRUGV�LQ�WKH�GDWDVHW�

LV� H[WUHPHO\� UHOHYDQW�� $V� D� UHVXOW�� RQH� FDQ� UHDVRQDEO\� H[SHFW� KLJK� ULVN� RI� LQIHUULQJ�

VHQVLWLYH�DWWULEXWHV��7KLV�LV�EHFDXVH�RQFH�DQ�LQGLYLGXDO�LV�UH�LGHQWLILHG��WKH�DGYHUVDU\�KDV�

DFFHVV�WR�DOO�RWKHU�LQIRUPDWLRQ�DYDLODEOH��LQFOXGLQJ�VHQVLWLYH�RQHV��7KH�YDOXHV�SUHVHQWHG�

LQ�7DEOH���FRQILUP�WKDW��,Q�SDUWLFXODU��WKH�O�GLYHUVLW\�UHVXOWV�VKRZ�WKDW�PRVW�HTXLYDOHQFH�

FODVVHV� KDYH� RQO\� RQH� GLVWLQFW� RXWFRPH�� L�H��� ��GLYHUVLW\�� IRU� DOO� WKH� WKUHH� VHQVLWLYH�

DWWULEXWHV�FRQVLGHUHG��7KLV�UHODWHV�WR�WKH�IDFW�WKDW�WKH�PDMRULW\�RI�WKLV�HTXLYDOHQFH�FODVVHV�

LV� RI� VL]H� �� �VDPSOH� XQLTXHV��� $GGLWLRQDOO\�� WKH� &$6� GHWHUPLQLVWLF� DQG� SUREDELOLVWLF�

PHDVXUHV� DUH� YHU\� FORVH� WR� WKH�PD[LPXP� ULVN� YDOXH� RI� ������ 7KLV� LV� EHFDXVH� WKHVH�

PHDVXUHV� DVVXPH� WKDW� WKH� DGYHUVDU\�ZLOO� DOZD\V�FKRRVH� WKH�PRVW� IUHTXHQW� FODVV� LQ� DQ�

HTXLYDOHQFH�JURXS��6LQFH�PRVW�HTXLYDOHQFH�JURXSV�FRQWDLQ�RQO\�RQH�LQGLYLGXDO��WKH�ULVN�

LV�YHU\�KLJK�����

+RZHYHU��DV�VKRZQ�LQ�)LJXUH�����HYHQ�ZLWKLQ�JURXSV�RI�VL]H�ODUJHU�WKDQ����D�VLQJOH�

RXWFRPH� UHPDLQV� GRPLQDQW� DFURVV� DOO� VHQVLWLYH� DWWULEXWHV�� )RU� H[DPSOH�� ���� RI� WKH�

HTXLYDOHQFH�FODVVHV�RI�VL]H���IRU�)$725B5,6&�KDYH�RQO\�RQH�GLVWLQFW�YDOXH��7KLV�LV�WKH�

ZRUVW�FDVH�VFHQDULR�IRU�DQ�DWWULEXWH�LQIHUHQFH�DWWDFN��(YHQ� WKRXJK� WKH�UH�LGHQWLILFDWLRQ�

ULVN�ZRXOG�EH�����LQ�WKLV�FDVH��WKH�DGYHUVDU\�FRXOG�VWLOO�LQIHU�WKH�WDUJHW
V�VHQVLWLYH�YDOXH�

EHFDXVH�ERWK�UHFRUGV�KDYH�WKH�VDPH�YDOXH�IRU�WKH�VHQVLWLYH�DWWULEXWH����

)LJXUH����DGGLWLRQDOO\�VKRZV�WKH�GLVWULEXWLRQ�RI�YDOXHV�IRU�WKH�VHQVLWLYH�DWWULEXWHV��

1RWDEO\��)$725B5,6&�VWDQGV�RXW�GXH�WR�LWV�UHODWLYHO\�EDODQFHG�GLVWULEXWLRQ��ZLWK�ERWK�
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RI�LWV�SRVVLEOH�YDOXHV�EHLQJ�ZHOO�UHSUHVHQWHG������IRU�WKH�FDWHJRry “1” (Yes) and 46% for 

the “0” category (No). In contrast, the attributes TP_AMOSTRA and RAIOX_RES 

H[KLELW� VLJQLILFDQWO\� LPEDODQFHG� GLVWULEXWLRQV�� 3DUWLFXODUO\�� D� VLQJOH� 73B$02675$�

YDOXH� FRQVWLWXWHV� ���� RI� WKH� UHFRUGV�� 6LPLODUO\�� ZLWKLQ� WKH� VL[� SRVVLEOH� YDOXHV� IRU�

5$,2;B5(6��WZR�RI�WKHP�FRYHU�DSSUR[LPDWHO\�����RI�WKH�LQGLYLGXDOV��7KHVH�ILQGLQJV�

VXJJHVW�WKDW�VRPH�VHQVLWLYH�DWWULEXWHV�PD\�LQFXU�D�GLIIHUHQW�RYHUDOO�LQIHUHQFH�ULVN���

)RU�H[DPSOH��LQ�DQ�H[WUHPH�LPEDODQFH�GLVWULEXWLRQ��VXFK�DV�73B$02675$��LI�DQ�

DGYHUVDU\�DVVXPHG�WKDW�DOO�LQGLYLGXDOV�KDYH�WKH�PRVW�IUHTXHQW�YDOXH��������WKH\�ZRXOG�EH�

ZURQJ�IRU�RQO\�D�VPDOO�SHUFHQWDJH�������RI�LQGLYLGXDOV��7KLV�FDQ�EH�VHHQ�LQ�WKH�3ULRU�

&$6�ULVN�LQ�7DEOH����ZKLFK�DVVXPHV�WKLV�H[DFW�VWUDWHJ\��L�H���WKH�VXFFHVV�SUREDELOLW\�RI�

LQIHUULQJ�D�VHQVLWLYH�DWWULEXWH�UHODWHV�WR�WKH�IUHTXHQF\�RI�WKH�PRVW�FRPPRQ�YDOXH�RI�WKDW�

DWWULEXWH�LQ�WKH�GDWD�VHW��7KH�)$725B5,6&�DQG�5$,2;B5(6�SUHVHQW�DURXQG�����RI�WKH�

LQLWLDO�ULVN��

�
)LJXUH�����'LVWULEXWLRQ�RI�VHQVLWLYH�YDOXHV�E\�RYHUDOO�GDWD�VHW�DQG�E\�HTXLYDOHQFH�FODVV�VL]H��,Q�WKH�OHIW��LW�FDQ�EH�IRXQG�
LQ�HDFK�URZ�WKH�GLVWULEXWLRQ�RI�YDOXHV�IRU�WKH�VHQVLWLYH�DWWULEXWHV�LQ�7DEOH�1��LQ�WKH�RYHUDOO�GDWD�VHW��,Q�WKH�ULJKW��LW�LV�

VKRZQ�WKH�GLVWULEXWLRQ�RI�GLVWLQFW�YDOXHV�RI�D�VHQVLWLYH�DWWULEXWH�E\�HTXLYDOHQFH�FODVVHV��FRQVLGHULQJ�WKH�TXDVL�
LGHQWLILHUV�LQ�7DEOH�1���2EVHUYDWLRQV�ZLWK�HPSW\�YDOXHV�IRU�WKH�VHQVLWLYH�DWWULEXWHV�ZHUH�GLVUHJDUGHG��$OVR��LW�ZDV�

RQO\�H[DPLQHG�UHFRUGV�WKDW�SUHVHQWHG�YDOXHV�IRU�DOO�TXDVL�LGHQWLILHUV�DWWULEXWHV�IRU�WKH�UHVXOWV�LQ�WKH�ULJKW���

7KH�LPEDODQFH�RI�WKHVH�GLVWULEXWLRQV�LV�UHIOHFWHG�ZLWKLQ�WKH�HTXLYDOHQFH�JURXSV��

)RU�H[DPSOH��WKH�FODVV�����RI�73B$02675$�LV�WKH�PRVW�IUHTXHQW�LQ�WKH�GDWD�VHW��VR�ZH�

H[SHFW�WR�DOVR�REVHUYH�LW�PRUH�IUHTXHQWO\�LQ�WKH�HTXLYDOHQFH�JURXSV��7KLV�LPSOLHV�WKDW��

RYHUDOO�� WKH� GLVWULEXWLRQ� RI� 73B$02675$� YDOXHV� LQVLGH� WKH� HTXLYDOHQFH� FODVVHV� LV�

VLPLODU�WR�WKH�GLVWULEXWLRQ�RI�73B$02675$�YDOXHV�DFURVV�WKH�HQWLUH�FDVH�VWXG\�GDWD�VHW��

7KH�W�FORVHQHVV�UHVXOWV�LQ�7DEOH���DQG�)LJXUH����VXSSRUW�WKLV�REVHUYDWLRQ���
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,Q� WKLV� FRQWH[W�� ZH� FDQ� VHH� WKDW� PRVW� HTXLYDOHQFH� FODVVHV� KDYH� ����FORVHQHVV�

UHJDUGLQJ�73B$02675$��L�H���WKH�WRWDO�YDULDWLRQDO�GLVWDQFH�EHWZHHQ�WKHVH�GLVWULEXWLRQV�

DUH�YHU\�ORZ����������

8QGHU�WKH�W�FORVHQHVV�PRGHO��WKLV�VSHFLILF�YDOXH�ZRXOG�EH�FRQVLGHUHG�RSWLPDO�DV�

LW�DWWHQGV�WKH�SUR[LPLW\�UHTXLUHPHQW�RI�WKH�GLVWULEXWLRQV�PHQWLRQHG��+RZHYHU��LQ�WKLV�FDVH��

WKH�W�YDOXH�RI�����GRHV�QRW�KHOS�LQ�DYRLGLQJ�LQIHUHQFH�RI�73B$02675$��,I�WKH�YDOXH�����

RI� 73B$02675$� LV� KLJKO\� IUHTXHQW� LQ� WKH� RULJLQDO� GDWD�� LW� ZLOO� VLPLODUO\� EH� KLJKO\�

UHSUHVHQWHG� ZLWKLQ� HTXLYDOHQFH� FODVVHV�� &RQVHTXHQWO\�� WKLV� FRXOG� PDNH� LW� HDVLHU� IRU�

DGYHUVDULHV� WR� LQIHU� LQGLYLGXDOV
� VHQVLWLYH� DWWULEXWHV� EDVHG� RQ� WKH� GRPLQDQW� FODVV�

�PHDVXUHG�E\�WKH�&$6�ULVN�����

2Q�WKH�RWKHU�KDQG��)$725B5,6&�DQG�5$,2;B5(6�SUHVHQWV�HTXLYDOHQFH�JURXSV�

WKDW�GLIIHUV�IURP�WKH�JOREDO�FRUUHVSRQGLQJ�DWWULEXWH�GLVWULEXWLRQ��)RU�LQVWDQFH��WDNLQJ�WKH�

PRVW� UHSUHVHQWDWLYH� YDOXH� RI� ���� �1RW� SHUIRUPHG�� IRU� 5$,2;B5(6� UHVXOWV� LQ� D�

FRQVLGHUDEOH�GHYLDWLRQ�������IURP�WKH�RULJLQDO�GLVWULEXWLRQ�RI�5$,2;B5(6��)XUWKHUPRUH��

VRPH�HTXLYDOHQFH�FODVVHV�IRU�5$,2;B5(6�H[KLELWV�DURXQG�����FORVHQHVV��PHDQLQJ�WKDW�

WKHLU�GLVWULEXWLRQ�LV�DOPRVW�RSSRVLWH�WR�WKH�SULPDU\�RQH��2QH�LOOXVWUDWLYH�FDVH�LV�D�VDPSOH�

unique with “3” (Consolidation) as RAIOX_RES value: this class has now 100% 

UHSUHVHQWDWLYHQHVV��ZKHUHDV�LW�ZDV�SUHYLRXVO\�RQO\�������

�
)LJXUH�����'LVWULEXWLRQ�RI�W�FORVHQHVV�YDOXHV�IRU�HDFK�VHQVLWLYH�DWWULEXWH��(DFK�SORW�KROGV�WKH�GLVWULEXWLRQ�RI�WKH�
GLVWDQFHV�EHWZHHQ�WKH�GLVWULEXWLRQ�RI�D�VHQVLWLYH�DWWULEXWH�LQ�DQ�HTXLYDOHQFH�FODVV�DQG�WKH�GLVWULEXWLRQ�RI�WKH�VDPH�

DWWULEXWH�LQ�WKH�ZKROH�GDWD�VHW��WDNHQ�IURP�WKH�W�FORVHQHVV�GHILQLWLRQ��

� �
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�D��$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�)$725B5,6&��

�
�

� � &$6�ULVN�

4XDVL�LGHQWLILHUV� /�GLYHUVLW\�ULVN� 7�FORVHQHVV�ULVN� G&$� S&$� 3ULRU� 3RVWHULRU�
0LQ�VXEVHW� 0LQ����

0HGLDQ����
0D[����

0LQ�������
0HGLDQ�������
0D[�������

������ ����� ������ ������

0D[�VXEVHW� 0LQ�����
0HGLDQ�����
0D[������

0LQ����
0HGLDQ�������
0D[�������

����� ����� ������ ������

�
�E��$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�73B$02675$��

� � � &$6�ULVN�
4XDVL�LGHQWLILHUV� /�GLYHUVLW\�ULVN� 7�FORVHQHVV�ULVN� G&$� S&$� 3ULRU� 3RVWHULRU�

0LQ�VXEVHW� 0LQ����
0HGLDQ����
0D[����

0LQ������
0HGLDQ������
0D[�������

������ ����� ������ ������

0D[�VXEVHW� 0LQ������
0HGLDQ������
0D[����

0LQ����
0HGLDQ������
0D[�������

����� ���� ������ ������

�
�F��$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�5$,2;B5(6��

7DEOH����$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�TXDVL�LGHQWLILHU�FRPELQDWLRQV��5HVXOWV�RI�WKH�DWWULEXWH�LQIHUHQFH�GLVWLQFW�O�
GLYHUVLW\��PLQLPXP�O��PHGLDQ�O��PD[LPXP�O���W�FORVHQHVV��PLQLPXP�W��PHGLDQ�W�DQG�PD[LPXP�W��DQG�&$6�
�GHWHUPLQLVWLF�–�G&$��SUREDELOLVWLF�–�S&$��SULRU�DQG�SRVWHULRU�SUREDELOLVWLF�VXFFHVV��DWWDFNV��IRU�VHQVLWLYH�DWWULEXWHV�
FATOR_RISC (a), TP_AMOSTRA (b) and RAIOX_RES (c) considering the subsets in Figure F4. The “min subset” 
UHSUHVHQWV�WKH�PLQLPXP�TXDVL�LGHQWLI\LQJ�FRPELQDWLRQ�WR�DFKLHYH�WKH�KLJKHVW�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV�
(DT_NASC, ID_UNIDADE and DT_EVOLUCA) and the “Max subset” represents the maximum quasi�LGHQWLI\LQJ�
FRPELQDWLRQ�WR�DFKLHYH�WKH�SULYDF\�WKUHVKROG�RI�����&6B6(;2��(92/8&$2��,'B3$,6��&6B5$&$��6*B8)��DQG�
18B,'$'(B1���

� � � &$6�ULVN�
4XDVL�LGHQWLILHUV� /�GLYHUVLW\�ULVN� 7�FORVHQHVV�ULVN� G&$� S&$� 3ULRU� 3RVWHULRU�
0LQ�VXEVHW� 0LQ����

0HGLDQ����
0D[����

0LQ������
0HGLDQ�������
0D[�������

������ ����� ������ ������

0D[�VXEVHW� 0LQ����
0HGLDQ����
0D[����

0LQ����
0HGLDQ�������
0D[�������

����� ����� ������ ����

/LNH�WKH�SUHYLRXV�UHVXOWV�IRU�UH�LGHQWLILFDWLRQ�ULVN��WKH�VXEVHW�RI�TXDVL�LGHQWLI\LQJ�

DWWULEXWHV� FRPSULVLQJ� RQO\� '7B1$6&�� ,'B81,'$'(�� DQG� '7B(92/8&$� DOUHDG\�

DFKLHYHV� DWWULEXWH�LQIHUHQFH� UHVXOWV� FRPSDUDEOH� WR� WKH� RULJLQDO� WHQ� TXDVL�LGHQWLI\LQJ�

DWWULEXWHV�SURSRVHG��HYLGHQFHG�E\�7DEOH����7KLV�LV�PDLQO\�EHFDXVH�WKLV�FRPELQDWLRQ�DOVR�

UHVXOWV�LQ�D�KLJK�DPRXQW�RI�VDPSOH�XQLTXHV��ZKLFK�LPSOLFDWLRQV�ZHUH�HDUOLHU�GLVFXVVHG��

2Q�WKH�RWKHU�KDQG��WKH�PD[LPDO�VHW�ZLWK�WKH�ORZHVW�UH�LGHQWLILFDWLRQ�SUREDELOLW\�SRUWUDLW�D�

EHWWHU�VFHQDULR�IRU�WKH�DWWULEXWH�LQIHUHQFH�PHDVXUHV��:H�FDQ�REVHUYH�LQ�7DEOH���WKDW�WKH�

PHGLDQ� DQG�PD[LPXP� YDOXHV� RI� O�GLYHUVLW\� IRU� )$725B5,6&� DQG� 5$,2;B5(6� DUH�
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KLJKHU�WKDQ�EHIRUH��LPSO\LQJ�PRUH�GLYHUVH�HTXLYDOHQFH�FODVVHV�UHJDUGLQJ�WKHVH�DWWULEXWHV��

$OVR��WKH�&$6�ULVN�UHVXOWV�DOVR�SUHVHQWV�LPSURYHPHQWV��WKH�GHWHUPLQLVWLF�PHDVXUH�LV�PXFK�

ORZHU� IRU� DOO� VHQVLWLYH� DWWULEXWHV� DQG� WKH� SUREDELOLVWLF� �SRVWHULRUL�� YDOXHV� UHGXFHG� E\�

DURXQG�����DQG�����IRU�)$725B5,6&�DQG�5$,2;B5(6��UHVSHFWLYHO\����

7KH�73B$02675$�DWWULEXWH��KRZHYHU��VKRZV�DOPRVW�QR�GLIIHUHQFH�EHWZHHQ�WKH�

PLQLPDO� DQG�PD[LPDO� VHWV� UHVXOWV�� 7KLV� RXWFRPH� UHODWHV� WR� WKH� IDFW� WKDW� WKLV� DWWULEXWH�

DOUHDG\�SRVHV�D�KLJK� LQIHUHQFH� ULVN�GXH� WR� LWV� LPEDODQFH�� ,Q� 7DEOH���� IRU� H[DPSOH��ZH�

REVHUYH� WKDW� WKH� PRVW� HTXLYDOHQFH� FODVVHV� FRQWDLQ� RQO\� RQH� GLVWLQFW� YDOXH� IRU�

73B$02675$��PHGLDQ�RI���GLYHUVLW\��ZKLOH�WKH�3RVWHULRU�&$6�ULVN�LV�RQO\������DZD\�

IURP�WKH�3ULRU�ULVN�RI��������

�
)LJXUH�����0XWXDO�LQIRUPDWLRQ�EHWZHHQ�VHQVLWLYH�DQG�TXDVL�LGHQWLILHU�DWWULEXWHV��0XWXDO�LQIRUPDWLRQ�EHWZHHQ�HDFK�

VHQVLWLYH�DWWULEXWH��RQH�LQ�HDFK�URZ��ZLWK�WKH�TXDVL�LGHQWLILHUV��7KH�OLPLW�RI�\�D[LV�JRHV�XS�WR�������RXW�RI����WR�EH�DEOH�
WR�EHWWHU�YLVXDOL]H�WKH�UHVXOWV���

$GGLWLRQDOO\��ZH�FDQ�REVHUYH�IURP�)LJXUH����WKDW�VRPH�RI�WKH�TXDVL�LGHQWLI\LQJ�

DWWULEXWHV� DUH� PRUH� UHOHYDQW� WR� LQIRUP� DERXW� WKH� VHQVLWLYH� YDULDEOH� WKDQ� RWKHUV�� )RU�

H[DPSOH��DJH�LV�PRUH�UHOHYDQW�WR�LQIRUP�DERXW�DQ�LQGLYLGXDO
V�KHDOWK�ULVN�IDFWRU�WKDQ�WKH�

FLW\�WKH\�ZHUH�ERUQ�LQ�RU�WKHLU�UDFH��7KLV�LV�EHFDXVH�DJH�LV�PRUH�FORVHO\�UHODWHG�WR�KHDOWK�

ULVN�IDFWRUV�WKDQ�WKH�RWKHU�WZR�DWWULEXWHV��)RU�H[DPSOH��ROGHU�LQGLYLGXDOV�DUH�PRUH�OLNHO\�

WR� KDYH� FHUWDLQ� KHDOWK� ULVN� IDFWRUV�� OLNH� KHDUW� GLVHDVH�� 2YHUDOO�� WKH� YDULDEOHV� RI� DJH�

�18B,'$'(B1�DQG�'7B1$6&��DQG�KHDOWK�IDFLOLW\��,'B81,'$'(��DUH�WKH�RQHV�WKDW�

VKDUH� WKH� PRVW� LQIRUPDWLRQ� ZLWK� )$725B5,6&�� 5HJDUGLQJ� 5$,2;B5(6��

,'B81,'$'(�DQG�,'B01B5(6,��WKHVH�DUH�WKH�RQHV�ZLWK�WKH�KLJKHVW�PXWXDO�LQIRUPDWLRQ�

YDOXHV��DV�KHDOWK�IDFLOLWLHV�PD\�RU�PD\�QRW�RIIHU�WKH�LGHDO�HTXLSPHQW�WR�FRQGXFW�DQ�[�UD\�

H[DP�� 7KH� VHQVLWLYH� DWWULEXWH� 73B$02675$� GRHV� QRW� SUHVHQW� D� UHOHYDQW� PXWXDO�

LQIRUPDWLRQ�ZLWK�WKH�TXDVL�LGHQWLILHUV����
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7R�VXPPDUL]H��ZH�FRQFOXGH�WKDW�WKH�FDVH�VWXG\�GDWD�VHW�KDV�DOVR�D�KLJK�ULVN�RI�

VHQVLWLYH�DWWULEXWH�LQIHUHQFH��7KH�VDPH�IDFWRUV�WKDW�FRQWULEXWH�WR�WKH�KLJK�UH�LGHQWLILFDWLRQ�

ULVN�DUH�DOVR�UHOHYDQW�WR�WKLV�DWWDFN��$GGLWLRQDOO\��WKH�LPEDODQFH�RI�VHQVLWLYH�DWWULEXWHV�DQG�

WKH� LQWHUGHSHQGHQFH� RI� VRPH� DWWULEXWHV� �ZKLFK� LPSOLHV� D� VLJQLILFDQW� DPRXQW� RI� VKDUHG�

LQIRUPDWLRQ��IXUWKHU�LQFUHDVH�WKH�LQIHUHQFH�ULVN��7KH�UHVXOWV�DOVR�VXJJHVW�WKDW�DGGUHVVLQJ�

WKH� UH�LGHQWLILFDWLRQ� ULVN� GRHV� QRW� QHFHVVDULO\� DGGUHVV� WKH� DWWULEXWH� LQIHUHQFH� ULVN�� ,Q�

VLPSOHU�WHUPV��UHGXFLQJ�WKH�OLNHOLKRRG�RI�UH�LGHQWLI\LQJ�DQ�LQGLYLGXDO�GRHVQ
W�JXDUDQWHH�D�

FRUUHVSRQGLQJ�UHGXFWLRQ�LQ�WKH�OLNHOLKRRG�RI�GHGXFLQJ�WKHLU�VHQVLWLYH�DWWULEXWHV��7KLV�LV�

EHFDXVH� WKH�DWWULEXWHV�DQG�DWWULEXWH�FRPELQDWLRQV�UHOHYDQW� WR� UH�LGHQWLILFDWLRQ�FRQFHUQV�

DUH�QRW�QHFHVVDULO\�WKH�VDPH�DV�WKH�RQHV�WKDW�DUH�UHOHYDQW�WR�WKH�VHQVLWLYH�DWWULEXWH�LQIHUHQFH�

SUREOHP����

���� (YDOXDWLRQ�RI�$QRQ\PL]DWLRQ�7HFKQLTXHV�

6LQFH� WKH� PHDVXUHG� SULYDF\� ULVNV� DUH� QRWDEO\� KLJK�� HYHQ� VXUSDVVLQJ� PRVW�

FRQVHUYDWLYHV
� WKUHVKROGV�� WKH� LPSOHPHQWDWLRQ� RI� SULYDF\�SUHVHUYLQJ� GDWD� SXEOLVKLQJ�

(PPDP) methods becomes essential to safeguard individual’s privacy. To achieve this, a 

ZLGH�UDQJH�RI�WHFKQLTXHV�DQG�PHWKRGRORJLHV�DUH�DYDLODEOH��HDFK�RIIHULQJ�GLVWLQFW�VROXWLRQ�

SDWKV��,Q�WKLV�FDVH�VWXG\��ZH�SURSRVH�RQH�YLDEOH�VROXWLRQ�E\�FRPELQLQJ�WUDGLWLRQDO�DQG�

VLPSOH� 33'3� WHFKQLTXHV� WR� HQVXUH� DGKHUHQFH� WR� WKH� SULYDF\� WKUHVKROGV� ZLWKRXW�

VLJQLILFDQWO\�FRPSURPLVLQJ�GDWD�XWLOLW\����

,Q�RXU�VROXWLRQ��ZH�FRQVLGHUHG�WZR�SULYDF\�PRGHOV��N�DQRQ\PLW\�DQG�W�FORVHQHVV�>�@��

7KLV� FRPELQDWLRQ� KDV� EHHQ� H[SORUHG� LQ� WKH� OLWHUDWXUH� IRU� GDWD� SXEOLVKLQJ� >�@�� %\�

FRPELQLQJ�WKHP��ZH�H[SHFW�WR�DGGUHVV�UH�LGHQWLILFDWLRQ�DQG�DWWULEXWH�LQIHUHQFH�DWWDFNV��

DQG�WKHUHE\�UHGXFLQJ�WKH�ULVNV�DVVRFLDWHG�ZLWK�SULYDF\�EUHDFKHV��7KH�N�DQRQ\PLW\�PRGHO�

JXDUDQWHHV� WKDW� HDFK� UHFRUG� UHPDLQV� LQGLVWLQJXLVKDEOH� ZLWKLQ� D� JURXS� RI� DW� OHDVW� N�

LQGLYLGXDOV��SUHYHQWLQJ�WKH�LGHQWLILFDWLRQ�RI�VSHFLILF�RQHV��6LPXOWDQHRXVO\��WKH�W�FORVHQHVV�

PRGHO� IRFXVHV�RQ�SUHVHUYLQJ� WKH�GLVWULEXWLRQ�RI�VHQVLWLYH�DWWULEXWHV�ZLWKLQ�HDFK�JURXS��

PLQLPL]LQJ�WKH�SRVVLELOLW\�RI�LQIHUULQJ�VHQVLWLYH�LQIRUPDWLRQ�EDVHG�RQ�JURXS�LQFOXVLRQ��

:H�DLP�DW�N�YDOXH�RI�����DV�VXJJHVWHG�LQ�>�@�DQG��WKH�W�YDOXH�RI������DV�VXJJHVWHG�LQ�>�@��WR�

HQVXUH�D�KLJKHU�OHYHO�RI�GDWD�SURWHFWLRQ���

7R� HYDOXDWH� WKH� HIIHFWLYHQHVV� RI� WKH� SURSRVHG� VROXWLRQ�� WKH� SULYDF\� ULVN� PHWULFV�

FRQVLGHUHG� SUHYLRXVO\� ZLOO� EH� UHHYDOXDWHG�� DQG� WKHQ� WKH� UHVXOWV� ZLOO� EH� GLVFXVVHG��

FRQVLGHULQJ�SRWHQWLDO�LPSURYHPHQWV�DQG�KRZ�GDWD�XWLOLW\�PLJKW�EH�LPSDFWHG��)URP�WKLV�

GLVFXVVLRQ�� WKH� LQWHQG� LV� WR� XQGHUVWDQG� WKH� EDODQFH� EHWZHHQ� VDIHJXDUGLQJ� LQGLYLGXDO�



� � �
�

� � �
�

SULYDF\�DQG�SUHVHUYLQJ�WKH�GDWDVHW
V�XWLOLW\�IRU�UHVHDUFK�DQG�GHFLVLRQ�PDNLQJ�SXUSRVHV��

%\� TXDQWLI\LQJ� WKLV� WUDGH�RII�� ZH� KRSH� WR�PDNH� LQIRUPHG� GHFLVLRQV� WR� RSWLPL]H� ERWK�

SULYDF\�SURWHFWLRQ�DQG�GDWD�XWLOLW\��HQVXULQJ�WKH�VXFFHVVIXO�LPSOHPHQWDWLRQ�RI�WKH�33'3�

PHWKRGV��

2XU�SURSRVHG�FRXUVH�RI�DFWLRQ�LV�GHVFULEHG�DV�IROORZV��:H�SDUWLFXODUO\�WUDQVIRUPHG�

WKH�DWWULEXWH�VHW�EHORZ�GXH�WR�WKHLU�FRQWULEXWLRQ�WR�WKH�HOHYDWHG�ULVN����

•� Suppression of the patient’s birth date (DT_NASC)��7KLV�YDULDEOH�FDQ�EH�D�
VRXUFH�RI�VLJQLILFDQW�LQIRUPDWLRQ�ZKHQ�FRPELQHG�ZLWK�RWKHUV��HVSHFLDOO\�ZLWK�

WKH�KHDOWK�IDFLOLW\�YDULDEOH��,'B81,'$'(���$V�WKH�DJH�LQIRUPDWLRQ�DOUHDG\�

H[LVWV�LQ�WKH�GDWD�VHW��18B,'$'(B1���ZH�GHFLGHG�WR�UHPRYH�WKLV�DWWULEXWH��

•� *OREDO�UH�encoding of the patient’s age (NU_IDADE_N)��:H�UH�HQFRGHG�

WKH� YDULDEOH� 18B,'$'(B1� LQWR� ���\HDU� DJH� FDWHJRULHV� IRU� UHGXFLQJ� LWV�

RXWFRPHV�DQG�DYRLG�GLVFORVLQJ�SUHFLVH�GHWDLOV��

•� *OREDO� UH�HQFRGLQJ� RI� WKH� SDWLHQW
V� PXQLFLSDOLW\� RI� UHVLGHQFH�
�,'B01B5(6,���7KLV�YDULDEOH� LV�KLJKO\� VSDUVH�� UHVXOWLQJ� LQ�D� ORZ�OHYHO�RI�

JUDQXODULW\� FRQFHUQLQJ� WKH� SDWLHQW
V� UHVLGHQFH� LQIRUPDWLRQ��:H� WKHQ� DVVLJQ�

EURDGHU� FDWHJRULHV�� 7KH� QHZ� FDWHJRULHV� UHSUHVHQW� WKH�PHVRUHJLRQV� �JUHDWHU�

DUHD�JUDQXODULW\��RI�HDFK�PXQLFLSDOLW\�DV�GHWHUPLQHG�E\�WKH�%UD]LOLDQ�,QVWLWXWH�

RI� *HRJUDSK\� DQG� 6WDWLVWLFV��. The values that couldn’t be matched were 

defined as “NAO CADASTRADO” (not registered). �

•� *OREDO�UH�HQFRGLQJ�RI�WKH�KHDOWK�IDFLOLW\�QDPH��,'B81,'$'(���$QRWKHU�
YDULDEOH� ZLWK� D� VLJQLILFDQW� QXPEHU� RI� RXWFRPHV� LV� ,'B81,'$'(��

UHSUHVHQWLQJ� WKH� QDPH�RI� WKH� KHDOWKFDUH� IDFLOLW\��:KHQ� WDNHQ� WRJHWKHU�ZLWK�

ELUWK�GDWH��IRU�H[DPSOH��ZHUH�DEOH�WR�LGHQWLI\�PRUH�WKDQ�����RI�WKH�LQGLYLGXDOV��

:H�UH�HQFRGHG�LW�WR�WKH�W\SH�RI�KHDOWKFDUH�IDFLOLW\��KRVSLWDO��DPEXODWRU\��FOLQLF��

HWF����DV�VWDWHG�E\�WKH�%UD]LOLDQ�1DWLRQDO�5HJLVWU\�RI�+HDOWK�(VWDEOLVKPHQWV����

The values that couldn’t be matched were defined as “NAO CADASTRADO” 

�QRW�UHJLVWHUHG����

�

�
���%UD]LOLDQ�7HUULWRULDO�'LYLVLRQ�GDWD��,QVWLWXWR�%UDVLOHLUR�GH�*HRJUDILD�H�(VWDWtVWLFD��,%*(����
�KWWSV���ZZZ�LEJH�JRY�EU�JHRFLHQFLDV�RUJDQL]DFDR�GR�WHUULWRULR�HVWUXWXUD�WHUULWRULDO�������GLYLVDR�WHUULWRULDO�EUDVLOHLUD�KWPO!��
���'(0$6���2SHQ�'DWD�$3,��&DGDVWUR�1DFLRQDO�GH�(VWDEHOHFLPHQWRV�GH�6D~GH��&1(6���7\SHV�RI�XQLWV���
�KWWSV���DSLGDGRVDEHUWRV�VDXGH�JRY�EU�Y����&1(6�JHWBFQHVBWLSRXQLGDGHV!�
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•� *OREDO� UH�HQFRGLQJ� RI� WKH� GDWH� RI� KRVSLWDO� GLVFKDUJH� RU� GHDWK�
�'7B(92/8&$��� 6LPLODU� WR� WKH� ELUWK� GDWH� DWWULEXWH�� WKLV� LV� DQRWKHU� GDWH�

YDULDEOH�GLUHFWO\�DVVRFLDWHG�ZLWK�DQ�LQGLYLGXDO��\LHOGLQJ�D�FRQVLGHUDEOH�QXPEHU�

RI� RXWFRPHV�� &RQVHTXHQWO\�� ZKHQ� FRPELQHG� ZLWK� RWKHU� GDWD�� LW� KDV� WKH�

SRWHQWLDO�WR�UHYHDO�PRUH�LQIRUPDWLRQ��,QLWLDOO\��ZH�GHFLGHG�DJDLQVW�VXSSUHVVLQJ�

WKLV�YDULDEOH�DV�LW�HQDEOHV�XV�WR�WUDFN�WKH�WLPLQJ�RI�SDWLHQW�GHDWKV�RU�UHFRYHULHV�

UHODWHG� WR� WKH� UHVSLUDWRU\� V\QGURPH�� 7KLV� LQIRUPDWLRQ� KROGV� VLJQLILFDQW�

UHOHYDQFH�IRU�UHVHDUFKHUV�DQG�GHFLVLRQ�PDNHUV��SURYLQJ�WR�EH�HVSHFLDOO\�FUXFLDO�

GXULQJ� WKH�PDQDJHPHQW� RI� WKH� &29,'���� SDQGHPLF� >��@�� $V� D� UHVXOW�� ZH�

HQKDQFHG� WKH� JUDQXODULW\� OHYHO� RI� WKH� YDULDEOH� '7B(92/8&$� E\�

WUDQVIRUPLQJ� WKH� IXOO� GDWH� LQWR� D� QHZ� IRUPDW�� �ZZ�<<<<��� ZKHUH� �Z��

UHSUHVHQWV�WKH�ZHHN�QXPEHU�RI�WKH�\HDU��ZLWK�6XQGD\�DV�WKH�ILUVW�GD\�RI�WKH�

ZHHN��DQG��<��GHQRWHV�WKH�\HDU��:LWK�WKLV�PRGLILFDWLRQ��ZH�KRSH�WR�SUHVHUYH�

WKH�YDULDEOH�XWLOLW\�ZKLOH�VLPXOWDQHRXVO\�UHGXFLQJ�WKH�OLNHOLKRRG�RI�H[SHFWHG�

UH�LGHQWLILFDWLRQV��

)LJXUH����GHSLFWV�H[DPSOHV�RI�WKH�WUDQVIRUPDWLRQV�DSSOLHG�WR�WKH�GDWD�VHW�DFFRUGLQJ�

WR� WKH� SURSRVHG� VROXWLRQ�� 7DEOH� �� SURYLGHV� D� VXPPDU\� RI� VWDWLVWLFV� FRQFHUQLQJ� WKH�

YDULDEOHV
� RXWFRPHV� EHIRUH� DQG� DIWHU� WKH� WUDQVIRUPDWLRQV�� $V� D� UHVXOW�� ZH� REVHUYH� D�

VLJQLILFDQW� UHGXFWLRQ� LQ� WKH� WRWDO� QXPEHU� RI� RXWFRPHV� IRU� DOO� WUDQVIRUPHG� YDULDEOHV��

HVSHFLDOO\�IRU�,'B01B5(6,���������DQG�,'B81,'$'(����������,W�LV�DOVR�UHOHYDQW�WR�

SRLQW�RXW�WKDW�WKH�QXPEHU�RI�FODVVHV�ZLWK�RQO\�RQH�LQGLYLGXDO�SUHVHQWHG�D�GHFUHDVH�DV�ZHOO��

)RU� 18B,'$'(B1� DQG� ,'B01B5(6,� WKLV� QXPEHU� LV� QRZ� GRZQ� WR� ��� ZKLOH�

,'B81,'$'(�DQG�'7B(92/8&$�VKRZHG�D�SHUFHQWXDO�UHGXFWLRQ�RI������DQG�������

UHVSHFWLYHO\���

+RZHYHU��GHVSLWH� WKH� LPSURYHPHQW�LQ� WKH�QXPEHU�RI�RXWFRPHV�� ,'B81,'$'(�

DQG� '7B(92/8&$� VWLOO� SUHVHQWV� YDOXHV� WKDW� DUH� XQLTXH� WR� �� DQG� �� LQGLYLGXDOV��

UHVSHFWLYHO\��,W�PLJKW�EH�WRXJK�WR�FUHDWH�D�JHQHUDO�UXOH�WKDW�HQFRPSDVV�WKHVH�XQLTXH�FDVHV��

2Q� WKH�RWKHU�KDQG�� WKH�VXSSUHVVLRQ�RI� WKHVH� LQGLYLGXDOV� IURP�WKH�GDWD�VHW�VHHPV� WR�EH�

KDUPOHVV�IRU�VWDWLVWLFDO�DQG�DQDO\WLFV�SXUSRVHV���
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�
)LJXUH�����7UDQVIRUPDWLRQV�UHVXOWV��7UDQVIRUPDWLRQV�DSSOLHG�WR�WKH�YDULDEOHV�18B,'$'(B1��,'B01B5(6,��

,'B81,'$'(�DQG�'7B(92/8&$��7KH�QHZ�YDOXH�LV�LQGLFDWHG�LQ�EODFN�DW�WKH�WRS�RI�HDFK�FHOO��ZKLOH�WKH�SUHYLRXV�
YDOXH�LV�VKRZQ�LQ�JUH\�DW�WKH�ERWWRP��,W�LV�LPSRUWDQW�WR�QRWH�WKDW�WKH�REVHUYDWLRQV�DUH�V\QWKHWLF��HDFK�FHOO�YDOXH�ZDV�
UDQGRPO\�DQG�LQGHSHQGHQWO\�VHOHFWHG��7KLV�H[DPSOH�LV�VROHO\�IRU�WKH�SXUSRVH�RI�LOOXVWUDWLRQ��VXFK�FRPELQDWLRQV�DUH�

QRW�REVHUYHG�LQ�WKH�UHDO�ZRUOG��

�
7DEOH����6WDWLVWLFV�UHJDUGLQJ�WKH�WUDQVIRUPHG�YDULDEOHV��6WDWLVWLFV�UHJDUGLQJ�WKH�WUDQVIRUPHG�YDULDEOHV�18B,'$'(B1��
,'B01B5(6,��,'B81,'$'(�DQG�'7B(92/8&$��,W�OLVWV�WKH�QXPEHU�RI�XQLTXH�YDOXHV��PLQLPXP�FODVV�IUHTXHQF\��
PHGLDQ�FODVV�IUHTXHQF\��PHDQ�FODVV�IUHTXHQF\��PD[LPXP�FODVV�IUHTXHQF\��DQG�QXPEHU�RI�FODVVHV�ZLWK�IUHTXHQF\�
HTXDOV����LQ�WKLV�RUGHU�WRS�WR�ERWWRP��7KH�YDOXHV�LQ�WKH�SDUHQWKHVLV�LQ�UHG�UHSUHVHQW�WKH�UHVXOW�LQ�WKH�RULJLQDO�GDWD�VHW��
EHIRUH�DSSO\LQJ�WKH�WUDQVIRUPDWLRQ��

� 18B,'$'(B1� ,'B01B5(6,� ,'B81,'$'(� '7B(92/8&$�
1R��XQLTXH�YDOXHV� ��������� ����������� ���������� ����������

0LQ�FODVV�IUHT�� ��������� �������� ������ ������

0HGLDQ�FODVV�IUHT�� ��������������� ���������� ��������� ������������

0HDQ�FODVV�IUHT�� ��������������� ������������ ������������ �������������

0D[�FODVV�IUHT�� ��������������� ���������������� ���������������� �������������

1R��FODVVHV�Z��IUHT���� ������ ������� �������� �������

�

�
)LJXUH�����'LVWULEXWLRQ�RI�SRVVLEOH�YDOXHV�IRU�WKH�HTXLYDOHQFH�FODVV�LQ�WKH�DQRQ\PL]HG�GDWD�VHW��,Q�WKH�[�D[LV��LW�LV�WKH�
HTXLYDOHQFH�FODVV�VL]H�ZKLOH��LQ�WKH�\�D[LV��LW�FDQ�EH�IRXQG�WKH���RI�LQGLYLGXDOV�QXPEHU�RI�LQGLYLGXDOV�EHORQJLQJ�WR�

WKDW�HTXLYDOHQFH�FODVV��7KH�ODVW�EDU�UHSUHVHQWV�DOO�YDOXHV�IURP����RQZDUGV���

5HJDUGLQJ�WKH�UH�LGHQWLILFDWLRQ�UHVXOWV��WKHUH�LV�D�QRWDEOH�����RI�UHGXFWLRQ�IURP�

WKH�SUHYLRXV�������RI�XQLTXHO\�LGHQWLILHG�LQGLYLGXDOV�LQ�WKH�RULJLQDO�GDWDVHW��DV�VKRZQ�LQ�

)LJXUH�����,Q�FRQWUDVW�WR�WKH�SUHYLRXV�ILQGLQJV��ZH�REVHUYH�D�KLJKHU�QXPEHU�RI�LQGLYLGXDOV�

EHORQJLQJ�WR�HTXLYDOHQFH�FODVVHV�ZLWK�KLJKHU�VL]HV���
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$�UHSUHVHQWDWLYH�SRUWLRQ�RI�LQGLYLGXDOV�������IDOO�LQWR�DQ�HTXLYDOHQFH�FODVV�RI����

RU�PRUH��ZLWK�������EHORQJLQJ� WR�DQ�HTXLYDOHQFH�FODVV�RI����RU�PRUH��7KH�PD[LPXP�

QXPEHU�REVHUYHG�IRU�DQ�HTXLYDOHQFH�FODVV�ZDV��������

2Q�WKH�RWKHU�KDQG��VWLOO�PRVW�LQGLYLGXDOV�������DUH�ZLWKLQ�JURXSV�RI�OHVV�WKDQ�����

$PRQJ�WKRVH������DUH�VWLOO�VDPSOH�XQLTXHV��ZKLFK�FRUUHVSRQGV�WR���������SDWLHQWV��7KLV�

JURXS�SUHVHQWV�D�UH�LGHQWLILFDWLRQ�ULVN�RI�������DV�WKH\�FDQ�EH�XQLTXHO\�LGHQWLILHG�ZLWKLQ�

WKH�GDWDEDVH�LI�WKH�DGYHUVDU\�LV�DZDUH�RI�WKHLU�H[LVWHQFH��*LYHQ�WKDW�WKH�GDWDVHW�LV�LQWHQGHG�

IRU�SXEOLF�UHOHDVH��VXFK�DQ�RXWFRPH�LV�QRW�SUHIHUDEOH��$OVR������VWLOO�GR�QRW�DWWHQG�WKH�N�

DQRQ\PLW\�YDOXH�RI�������
7DEOH����5H�LGHQWLILFDWLRQ�UHVXOWV�IRU�WKH�DQRQ\PL]HG�GDWD�VHW��5HVXOWV�RI�WKH�UH�LGHQWLILFDWLRQ�3URVHFXWRU��DYHUDJH�DQG�
PD[LPXP���-RXUQDOLVW��HVWLPDWHG��DQG�&56��GHWHUPLQLVWLF�–�G&5��SUREDELOLVWLF�–�S&5��SULRU�DQG�SRVWHULRU�
SUREDELOLVWLF�VXFFHVV��DWWDFNV�RQ�6,9(3�������IRU�WKH�DQRQ\PL]HG�GDWD�VHW��

� &56�ULVN�

3URVHFXWRU�ULVN� (VWLPDWHG�-RXUQDOLVW�ULVN� G&5� S&5� 3ULRU� 3RVWHULRU�

0LQ�������
$YJ��������
0D[�������

����� ���� ������� ���������� ������

�� �

7KH�QXPEHU�RI�H[SHFWHG�UH�LGHQWLILFDWLRQV��$YHUDJH�3URVHFXWRU�ULVN�DQG�3RVWHULRU�

&56�ULVN��LV�DOVR�VLJQLILFDQWO\�ORZHU�WKDQ�WKH�SUHYLRXV�UHVXOW�RI������������RI�GHFUHDVH���

DV�SUHVHQWHG�LQ�7DEOH����7KH�GLVWULEXWLRQ�RI�LQGLYLGXDO�SUREDELOLVWLF�VXFFHVV�LV�PXFK�PRUH�

FRQFHQWUDWHG� LQ� ORZHU� YDOXHV� RI� UH�LGHQWLILFDWLRQ� �DURXQG� ����� WKDQ� LQ� WKH� RULJLQDO�

GLVWULEXWLRQ�� DV� VKRZQ� LQ� )LJXUH� ���� +RZHYHU�� WKH�PD[LPXP�3URVHFXWRU� ULVN� DQG� WKH�

HVWLPDWHG�-RXUQDOLVW�ULVN�UHPDLQV�������DQG�DJDLQ�PRVW�RI�WKH�LQGLYLGXDOV�������GR�QRW�

DWWHQG�WKH�UH�LGHQWLILFDWLRQ�WKUHVKROG�RI�����N�YDOXH�RI���������

�
)LJXUH�����+LVWRJUDPV�IRU�WKH�UH�LGHQWLILFDWLRQ�LQGLYLGXDO�VFRUH�,56�IRU�WKH�RULJLQDO�DQG�DQRQ\PL]HG�GDWD�VHW��

+LVWRJUDP�IRU�WKH�GLVWULEXWLRQ�RI�LQGLYLGXDO�VFRUHV�DFFRUGLQJ�WR�WKH�UH�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV�IRU�WKH�
DQRQ\PL]HG�GDWD�VHW��7KH�GDVKHG�OLQH�FRUUHVSRQGV�WR�WKH�UH�LGHQWLILFDWLRQ�WKUHVKROG�RI�����7KH�EOXH�EDUV�FRUUHVSRQG�

WR�WKH�DQRQ\PL]HG�UHVXOWV�ZKLOH�WKH�RUDQJH�EDUV��WR�WKH�RULJLQDO�GDWD�VHW�UHVXOWV��

�
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�
)LJXUH�����0HDQ�UH�LGHQWLILFDWLRQ�VXFFHVV�E\�TXDVL�LGHQWLILHU�FRPELQDWLRQ�LQ�WKH�DQRQ\PL]HG�GDWD�VHW��(DFK�GRW�

UHSUHVHQWV�D�GLVWLQFW�VFHQDULR�GHILQHG�E\�WKH�VHOHFWHG�TXDVL�LGHQWLI\LQJ�DWWULEXWHV�DPRQJ�WKH����������SRVVLELOLWLHV��7KH�
KRUL]RQWDO�D[LV�GHILQHV�WKH�VL]H�RI�HDFK�FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV��ZKLOH�WKH�YHUWLFDO�D[LV�GHILQHV�WKH�

adversary’s re�LGHQWLILFDWLRQ�SUREDELOLVWLF�VXFFHVV��

�,W�LV�LQWHUHVWLQJ�WR�QRWH�WKDW�WKH�UH�LGHQWLILFDWLRQ�ULVN�DVVRFLDWHG�ZLWK�HDFK�SRVVLEOH�

FRPELQDWLRQ�RI�TXDVL�LGHQWLILHUV�QRZ�UHYHDO�D�GLIIHUHQW�VFHQDULR��DV�VKRZQ�LQ�)LJXUH�����

7KH� ULVN� GRHV� QRW� LQFUHDVH� VLJQLILFDQWO\� DV� WKH� VL]H� RI� WKH�FRPELQDWLRQ� LQFUHDVHV�� )RU�

LQVWDQFH�� ZLWKLQ� WKH� DQRQ\PL]HG� GDWDVHW�� DOO� FRPELQDWLRQV� LQYROYLQJ� RQO\� WZR� TXDVL�

LGHQWLILHUV� GR� QRW� H[FHHG� D� ����� ULVN� WKUHVKROG�� ZKLOH� LQ� WKH� RULJLQDO� GDWDVHW�� WKH�

FRPELQDWLRQ�RI�,'B81,'$'(�DQG�'7B1$6&�SUHVHQWV�D�ULVN�H[FHHGLQJ������2Q�WKH�

RWKHU�KDQG��D�FRPELQDWLRQ�RI���DWWULEXWHV�DOUHDG\�DFKLHYHV�WKH�VDPH�ULVN�YDOXH�DV�WKH�RQH�

with all 9 attributes.  Unlike previous results, it doesn’t seem that one attribute, or a pair 

RI�DWWULEXWHV��FRQWULEXWHV�KHDYLO\�IRU�WKH�RYHUDOO�ULVN��HYHQ�ZLWKLQ�JURXSV�RI����WKH�ULVN�LV�

XQGHU��������

,Q�WHUPV�RI�DWWULEXWH�LQIHUHQFH�DWWDFN��WKH�DQRQ\PL]HG�UHVXOWV�UHPDLQ�VLPLODU�WR�WKH�

RQHV�REVHUYHG�LQ�WKH�RULJLQDO�GDWD�VHW�DV�SUHVHQWHG�LQ�7DEOH�����7KH�PLQLPXP�DQG�PHGLDQ�

YDOXHV� IRU� O�GLYHUVLW\� UHPDLQV� XQFKDQJHG�� ERWK�HTXDO� WR� ���7KLV� UHSUHVHQWV� WKDW� LV� VWLOO�

IUHTXHQW� WR� REVHUYH� RQO\� RQH� GLVWLQFW� YDOXH� IRU� WKH� VHQVLWLYH� DWWULEXWHV� DPRQJ� WKH�

HTXLYDOHQFH� FODVVHV��/LNHZLVH�� HYHQ� WKRXJK� WKHUH� DUH�PRUH�HTXLYDOHQFH� FODVVHV� LQ� WKH�

DQRQ\PL]HG�GDWD�ZLWK�VPDOOHU�YDOXHV��FORVH�WR����RI�W��WKH�RYHUDOO�UHVXOWV�IRU�W�FORVHQHVV�

H[KLELW�QR�VLJQLILFDQW�FKDQJH��HVSHFLDOO\�IRU�73B$02675$��DV�VKRZQ�LQ�7DEOH����DQG�

)LJXUH�����7KHVH�ILQGLQJV�VXJJHVW�WKDW�WKH�SURSRVHG�WUDQVIRUPDWLRQV�PLJKW�QRW�KDYH�EHHQ�

DV� HIIHFWLYH� LQ� SUHYHQWLQJ� DWWULEXWH�LQIHUHQFH� DWWDFNV� DV� WKH\� ZHUH� LQ� PLWLJDWLQJ� UH�

LGHQWLILFDWLRQ�DWWDFNV��

�
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7DEOH�����$WWULEXWH�LQIHUHQFH�UHVXOWV�IRU�WKH�DQRQ\PL]HG�GDWD�VHW��5HVXOWV�RI�WKH�DWWULEXWH�LQIHUHQFH�GLVWLQFW�O�GLYHUVLW\�
�PLQLPXP�O��PHGLDQ�O��PD[LPXP�O���W�FORVHQHVV��PLQLPXP�W��PHGLDQ�W�DQG�PD[LPXP�W��DQG�&$6��GHWHUPLQLVWLF�–�
G&$��SUREDELOLVWLF�–�S&$��SULRU�DQG�SRVWHULRU�SUREDELOLVWLF�VXFFHVV��DWWDFNV�IRU�WKH�DQRQ\PL]HG�GDWD�VHW��

� � &$6�ULVN�

6HQVLWLYH�DWWULEXWH� /�GLYHUVLW\�ULVN� 7�FORVHQHVV�ULVN� G&$� S&$� 3ULRU� 3RVWHULRU�
)$725B5,6&� 0LQ����

0HGLDQ����
0D[����

0LQ���������
0HGLDQ�������
0D[���������

������ ����� ������ ������

73B$02675$� 0LQ����
0HGLDQ�����
0D[����

0LQ��������
0HGLDQ������
0D[�������

������ ����� ������ ������

5$,2;B5(6� 0LQ����
0HGLDQ����
0D[����

0LQ�������
0HGLDQ�������
0D[�������

������ ����� ������ ������

�

�
)LJXUH�����'LVWULEXWLRQV�RI�W�FORVHQHVV�YDOXHV�IRU�WKH�RULJLQDO�DQG�DQRQ\PL]HG�GDWD�VHW��(DFK�SORW�KROGV�WKH�

GLVWULEXWLRQ�RI�WKH�GLVWDQFHV�EHWZHHQ�WKH�GLVWULEXWLRQ�RI�D�VHQVLWLYH�DWWULEXWH�LQ�DQ�HTXLYDOHQFH�FODVV�DQG�WKH�VDPH�
GLVWULEXWLRQ�LQ�WKH�ZKROH�GDWD�VHW��WDNHQ�IURP�WKH�W�FORVHQHVV�GHILQLWLRQ��7KH�GDVKHG�OLQH�KLJKOLJKWV�D�WKUHVKROG�RI������

7KH�EOXH�EDUV�FRUUHVSRQG�WR�WKH�DQRQ\PL]HG�UHVXOWV�ZKLOH�WKH�RUDQJH�EDUV��WR�WKH�RULJLQDO�GDWD�VHW�UHVXOWV��

��

5HJDUGLQJ�XWLOLW\��WKH�SURSRVHG�VROXWLRQ�ZRXOG�UHVWULFW�WKH�JUDQXODULW\�IRU�FHUWDLQ�

DQDO\VLV��)RU�H[DPSOH��LW�ZRXOG�QR�ORQJHU�EH�SRVVLEOH�WR�DQDO\]H�WKH�FDVHV�DQG�GHDWKV�RI�

DFXWH�UHVSLUDWRU\�V\QGURPH�DW�WKH�PXQLFLSDO�OHYHO��RQO\�DW�PHVRUHJLRQV�OHYHO��6LPLODUO\��

WKH�DELOLW\�WR�WUDFN�GDLO\�FDVHV�DQG�GHDWKV�UHODWHG�WR�WKHVH�UHVSLUDWRU\�V\QGURPHV�ZRXOG�

QRW�EH�SRVVLEOH��ZLWK�WKH�IUHTXHQF\�RI�WUDFNLQJ�UHGXFHG�WR�D�ZHHNO\�EDVLV��0RUHRYHU��WKH�

DQRQ\PL]HG� GDWDEDVH� ZRXOG� DOVR� QRW� EH� DEOH� WR� DVVHVV� WKH� RYHUDOO� SHUIRUPDQFH� RI� D�

VSHFLILF�KHDOWKFDUH�IDFLOLW\��VXFK�DV�WKH�FRXQW�RI�&29,'�FDVHV�WUHDWHG�RU�WKH�QXPEHU�RI�

KRVSLWDOL]DWLRQV�� RQO\� E\� IDFLOLW\� W\SH�� +RZHYHU�� D� EURDG� VSHFWUXP� RI� GDWD� DQDO\VLV�

UHPDLQV� IHDVLEOH�� )RU� H[DPSOH�� PDQ\� RI� WKH� DQDO\VHV� FRPPRQO\� IHDWXUHG� LQ� %UD]LO
V�

SULPDU\�&29,'����PRQLWRULQJ�GDVKERDUGV���FRXOG�EH�FRQGXFWHG�XVLQJ�WKH�DQRQ\PL]HG�

GDWDVHW�� OLNH� WKH�JURVV�GHDWK� UDWH� IURP�&29,'����SHU���������SRSXODWLRQ�E\� VWDWH�� ,Q�

WKHVH�FDVHV��WKH�UHVXOW�ZRXOG�EH�WKH�VDPH�DV�WKH�RULJLQDO�GDWD�VHW�VLQFH�WKH�PHWKRGV�DSSOLHG�

DUH�QRQ�SHUWXUEDWLYH����

�
���&RURQDYLUXV�%UDVLO�SDQHO�IURP�%UD]LOLDQ�0LQLVWU\�RI�+HDOWK���KWWSV���FRYLG�VDXGH�JRY�EU!�
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+RZHYHU��DV�WKH�FXUUHQW�RXWFRPHV�KDYH�QRW�\HW�UHDFKHG�WKH�LQWHQGHG�WKUHVKROGV�RI�

N ��� �N�DQRQ\PLW\�� DQG� W ���� �W�FORVHQHVV��� RWKHU� WHFKQLTXHV� VKRXOG� EH� HYDOXDWHG� WR�

ORZHU� WKH� RYHUDOO� ULVNV�� ,Q� WKLV�ZD\�� RQH� SRSXODU� VROXWLRQ� LV� VXSSUHVVLRQ� >�@�� %\� WKLV�

WHFKQLTXH��HQWLUH�URZV��FROXPQV�RU�FHOOV�DUH�VXSSUHVVHG�IURP�WKH�GDWD�VHW��+RZHYHU��LQ�WKH�

FDVH�VWXG\�VFHQDULR��WKLV�VROXWLRQ�ZRXOG�VLJQLILFDQWO\�FRPSURPLVH�GDWD�XWLOLW\��7KHUH�DUH�

PDQ\� URZV� WKDW� VWLOO� GR�QRW�PHHW� WKH�N ��� WKUHVKROG�� DQG� LW�ZRXOG�QHHG� WR� VXSSUHVV� D�

VLJQLILFDQW�QXPEHU�RI�FROXPQV�WR�HIIHFWLYHO\�REWDLQ�D�PLQLPXP�ULVN�RI�����DV�VKRZQ�LQ�

)LJXUH�����6LPLODUO\��LW�LV�DOVR�SRVVLEOH�WR�JHQHUDOL]H�WKH�GDWD�IXUWKHU��)RU�H[DPSOH��ZH�

FRXOG�WUDQVIRUP�WKH�'7B(92/8&$�DWWULEXWH�WR�RQO\�FRQWDLQ�WKH�PRQWK�DQG�\HDU��LQVWHDG�

RI� WKH�ZHHN�DQG�\HDU��+RZHYHU�� LW�ZRXOG�DOVR�EH�GLIILFXOW� WR�DYRLG�VDPSOH�XQLTXHQHVV�

ZLWKRXW�FRPSURPLVLQJ�WKH�XWLOLW\�RI�WKH�GDWD���

$QRWKHU� SRVVLEOH� DSSURDFK� WR� SURWHFWLQJ� SULYDF\� LV� WKURXJK� SHUWXUEDWLRQ� >�@��

3HUWXUEDWLRQ�PRGLILHV�RU�GLVJXLVHV�UHFRUGV�LQ�D�ZD\�WKDW�WKH\�QR�ORQJHU�FRUUHVSRQG�WR�WKH�

RULJLQDO� YDOXHV�� 7KLV� FDQ� EH� GRQH� E\� DGGLQJ� QRLVH�� URXQGLQJ�� RU� VZDSSLQJ� YDOXHV��

3HUWXUEDWLRQ� LV� D� PRUH� HIIHFWLYH� VROXWLRQ� DJDLQVW� DWWULEXWH�LQIHUHQFH� DWWDFNV� WKDQ�

JHQHUDOL]DWLRQ��DV�LW�PDNHV�LW�PRUH�GLIILFXOW�IRU�DQ�DWWDFNHU�WR�LQIHU�WKH�RULJLQDO�YDOXHV�RI�

WKH�UHFRUGV����

+RZHYHU�� WKHUH� DUH� VRPH� FKDOOHQJHV� DVVRFLDWHG� ZLWK� SHUWXUEDWLRQ� >�@�� 2QH�

FKDOOHQJH�LV�GHFLGLQJ�ZKLFK�FROXPQV�WR�SHUWXUE��,I�WRR�PDQ\�FROXPQV�DUH�SHUWXUEHG��WKH�

GDWD�PD\�EHFRPH�WRR�QRLV\�DQG�ORVH�LWV�XWLOLW\��2Q�WKH�RWKHU�KDQG��LI�WRR�IHZ�FROXPQV�DUH�

SHUWXUEHG�� WKH� GDWD� PD\� VWLOO� EH� YXOQHUDEOH� WR� SULYDF\� DWWDFNV�� $QRWKHU� FKDOOHQJH� LV�

GHWHUPLQLQJ�WKH�DPRXQW�RI�SHUWXUEDWLRQ�QHHGHG�WR�DFKLHYH�D�VDWLVIDFWRU\�WUDGH�RII�EHWZHHQ�

SULYDF\�DQG�XWLOLW\�� ,I� WKH�SHUWXUEDWLRQ� LV�WRR�VPDOO�� WKH�GDWD�PD\�VWLOO�EH�YXOQHUDEOH� WR�

SULYDF\�DWWDFNV��,I�LW�LV�WRR�ODUJH��WKH�GDWD�PD\�ORVH�LWV�XWLOLW\���

)LQDOO\�� LW� LV� LPSRUWDQW� WR� QRWH� WKDW� SHUWXUEDWLRQ� FDQ� VRPHWLPHV� UHVXOW� LQ�

LPSUREDEOH�FRPELQDWLRQV�RI�YDOXHV�>�@��)RU�H[DPSOH��LI�D�FROXPQ�LV�SHUWXUEHG�E\�DGGLQJ�

QRLVH��LW�LV�SRVVLEOH�WKDW�D�UHFRUG�ZLOO�KDYH�D�YDOXH�WKDW�LV�RXWVLGH�WKH�UDQJH�RI�SRVVLEOH�

YDOXHV�IRU�WKDW�FROXPQ��7KLV�FDQ�PDNH�LW�GLIILFXOW�WR�XVH�WKH�GDWD�IRU�VRPH�SXUSRVHV���

,W�LV�LPSRUWDQW�WR�QRWH�WKDW�WKH�VROXWLRQV�GLVFXVVHG�KHUH�RQO\�FRQVLGHU�D�VPDOO�VHW�

RI����TXDVL�LGHQWLILHUV�RXW�RI�WKH�RYHU�����DWWULEXWHV�LQ�WKH�RULJLQDO�GDWD��7KHUHIRUH��WKH�

FKDOOHQJHV�PD\�EH�HYHQ�JUHDWHU�ZKHQ�FRQVLGHULQJ�PRUH�TXDVL�LGHQWLILHUV�DQG�VHQVLWLYH�

YDULDEOHV��$GGLWLRQDOO\��LI�WKH�UHVXOWV�DUH�VWLOO�QRW�ZLWKLQ�DFFHSWDEOH�SDUDPHWHUV��WKHQ�WKH�

GHVLUHG�WKUHVKROGV�PD\�QHHG�WR�EH�DGMXVWHG��DV�WKH\�VHHP�WR�EH�YHU\�GLIILFXOW�WR�DFKLHYH�

LQ�WKLV�GDWD�VHW�>�@��
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��DISCUSSION�

7KH�FDVH�VWXG\�VKRZHG�WKDW�UHPRYLQJ�GLUHFW�LGHQWLILHUV�LV�QRW�HQRXJK�WR�SURWHFW�

GDWD�KROGHUV
�SULYDF\��DV�DOVR�REVHUYHG�LQ�SUHYLRXV�ZRUNV�>��@��(YHQ�LI�RQO\�WKH�ELUWK�

GDWH� �'7B1$6&��DQG�KHDOWK�IDFLOLW\� �,'B81,'$'(��DWWULEXWHV�ZHUH�UHOHDVHG������

PLOOLRQ� SDWLHQWV� �DURXQG� ����� ZRXOG� EH� VXVFHSWLEOH� WR� UH�LGHQWLILFDWLRQ� DWWDFNV��

6LPLODUO\�� XQGHU� WKH� VDPH� TXDVL�LGHQWLI\LQJ� FRPELQDWLRQ�� HDFK� HTXLYDOHQFH� FODVV�

JHQHUDOO\�FRQWDLQV�RQO\�RQH�GLVWLQFW�VHQVLWLYH�YDOXH��)$725B5,6&��73B$02675$��

DQG�5$,2;B5(6���7KLV� OHDGV� WR� D�GLVSDULW\� LQ� WKH� IUHTXHQF\�GLVWULEXWLRQ�RI� WKHVH�

VHQVLWLYH�YDOXHV�ZKHQ�FRPSDUHG�WR�WKH�HQWLUH�GDWDVHW��H[FHSW�IRU�73B$02675$�GXH�

WR�LWV�LPEDODQFH��(LWKHU�ZD\��WKLV�VHWWLQJ�IDFLOLWDWHV�DQ�DGYHUVDU\
V�DELOLW\�WR�ILQG�RXW�

DQ�LQGLYLGXDO
V�VHQVLWLYH�LQIRUPDWLRQ��LI�DQ�DGYHUVDU\�LQIHUV�WKH�PRVW�IUHTXHQW�FODVV�

ZLWKLQ�WKH�JURXSV��KH�ZRXOG�EH�FRUUHFW�PRVW�RI�WKH�WLPH���

$QRWKHU� NH\� ILQGLQJ� HPSKDVL]HV� WKH� LPSRUWDQFH� RI� EHWWHU� XQGHUVWDQGLQJ� WKH�

VSHFLILF�SULYDF\�WKUHDW�XQGHU�FRQVLGHUDWLRQ�WR�DFKLHYH�D�SUHFLVH�TXDQWLILFDWLRQ�RI�WKH�

DVVRFLDWHG�ULVN��,Q�RXU�FDVH�VWXG\��ZH�IRUPXODWH�DVVXPSWLRQV�DERXW�SRWHQWLDO�ULVNV�DQG�

DGYHUVDULHV��DOORZLQJ�XV�WR�DVVHVV�SULYDF\�YXOQHUDELOLWLHV�XQGHU�VSHFLILF�FRQGLWLRQV��

%\�DQDO\]LQJ�WKH�SULYDF\�ULVNV�XVLQJ�GLIIHUHQW�DVVXPSWLRQV�DQG�SULYDF\�PHDVXUHV��ZH�

IRXQG� WKDW� VRPH� PHDVXUHV� DUH� FORVHO\� UHODWHG�� ZKLOH� RWKHUV� FDQ� SURYLGH� GLIIHUHQW�

DVSHFWV�DQG�SHUVSHFWLYHV�RI�WKH�ULVN����

)RU� H[DPSOH�� WKH� O�GLYHUVLW\�PHWULF� FDQ�EH� XVHG� WR� DVVHVV�ZKHWKHU� D� VHQVLWLYH�

DWWULEXWH� LV� VXIILFLHQWO\�YDULHG� WR�SUHYHQW� WKH�GRPLQDQFH�RI� D� VLQJOH�YDOXH�ZLWKLQ�D�

VXEJURXS��WKDW�OHDG�WR�OHVV�XQFHUWDLQW\��7KLV�FDQ�EH�LPSRUWDQW�LI�DQ�DGYHUVDU\�LV�WU\LQJ�

WR� LQIHU� VHQVLWLYH� LQIRUPDWLRQ� DERXW� DQ� LQGLYLGXDO�� VXFK� DV� WKHLU� KHDOWK� VWDWXV��

+RZHYHU�� VLPSO\� DVVHVVLQJ� WKH� GLVWLQFW� YDOXHV� ZLWKLQ� JURXSV� LV� QRW� VXIILFLHQW� WR�

XQGHUVWDQG� WKH� IXOO� H[WHQW� RI� WKH� SULYDF\� YXOQHUDELOLW\� LQFXUUHG� E\� WKH� VNHZHG�

GLVWULEXWLRQ�RI�VHQVLWLYH�DWWULEXWHV��$W�WKH�VDPH�WLPH��VRPH�PHWULFV�PLJKW�\LHOG�VLPLODU�

UHVXOWV��ERWK�WKH�3URVHFXWRU�ULVN��DYHUDJHG�DQG�LQGLYLGXDO�YDOXHV��DQG�WKH�SUREDELOLVWLF�

UH�LGHQWLILFDWLRQ� GHILQLWLRQV� LQ� >�@� �FROOHFWLYH� DQG� LQGLYLGXDO�� SURGXFH� FRPSDUDEOH�

RXWFRPHV�XQGHU�VLPLODU�DVVXPSWLRQV��7KHUHIRUH��LW�LV�LPSRUWDQW�WR�XQGHUVWDQG�H[DFWO\�

ZKDW�WKH�SULYDF\�WKUHDW�LV��JLYHQ�WKH�GDWD��WKH�FRQWH[W��DQG�WKH�DGYHUVDULHV��:KHQ�ZH�

IXOO\�XQGHUVWDQG�WKHVH�SRLQWV��ZH�FDQ�EHWWHU�VHOHFW�D�SULYDF\�PHDVXUH�WR�HIIHFWLYHO\�

DGGUHVV�WKH�PDLQ�DVSHFWV�RI�WKH�ULVN�DQG�DFKLHYH�D�PRUH�DFFXUDWH�ULVN�TXDQWLILFDWLRQ���
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$GGLWLRQDOO\�� LQ� WKLV� FRQWH[W�� ZH� DOVR� KLJKOLJKW� WKH� LPSRUWDQFH� RI� KDQGOLQJ�

PLVVLQJ�YDOXHV��,Q�WKH�FDVH�VWXG\��WKH�VWUDWHJ\�LQYROYHG�H[FOXGLQJ�FRPELQDWLRQV�ZLWK�

HPSW\�YDOXHV��)RU�H[DPSOH��ZKHQ�H[DPLQLQJ�'7B1$6&�DQG�,'B,'$'(�WRJHWKHU��

RQO\� FRPELQDWLRQV� ZLWK� YDOXHV� IRU� ERWK� DWWULEXWHV� ZHUH� FRQVLGHUHG�� %XW� RWKHU�

DSSURDFKHV�FDQ�EH�IRXQG�LQ�WKH�OLWHUDWXUH�>�@��,QGHHG��ZH�FRXOG�FRQVLGHU�WKH�PLVVLQJ�

YDOXH�DV�D�SRWHQWLDO�VRXUFH�RI�XQFHUWDLQW\�IRU�DQ�DGYHUVDU\��VLQFH�WKH�LQWUXGHU�PD\�QRW�

NQRZ�WKH�WUXH�DWWULEXWH�YDOXH��KH�FDQ�EH�OHVV�FHUWDLQ�RI�KLV�ILQGLQJV�ZKHQ�WKHUH�DUH�

PLVVLQJ�YDOXHV�SUHVHQW��)RU�H[DPSOH��VXSSRVH�WKDW�WKHUH�LV�RQO\�RQH�UHFRUG�LQ�WKH�GDWD�

VHW�ZKR�ZDV� ERUQ� RQ� �����������DQG� DVVLVWHG� DW� WKH�PXQLFLSDO� KRVSLWDO� LQ�5LR� GH�

-DQHLUR��$W�WKH�VDPH�WLPH��WKHUH�DUH�RWKHU����UHFRUGV�ZLWK�WKH�H[DFW�VDPH�GDWH�EXW�ZLWK�

PLVVLQJ� YDOXHV� IRU� WKH� KHDOWK� IDFLOLW\�� ,Q� WKLV� FDVH�� RQH�PD\� DUJXH� WKDW� WKHUH� LV� D�

SUREDELOLW\�WKDW�WKH�UHDO�WDUJHW�LV�ZLWKLQ�WKH�UHFRUGV�ZLWK�PLVVLQJ�YDOXHV��ZKLFK�LPSOLHV�

that the equivalence class size for this combination would be 11 and not only 1. It’s 

WKHQ�HDV\� WR� VHH� WKDW��GHSHQGLQJ�RQ� WKH� VWUDWHJ\� WDNHQ�� WKH�PHDVXUHG� ULVN�REWDLQHG�

FRXOG�GLIIHUV���

2YHUDOO��WKH�UHVXOWV�VXJJHVW�WKDW�LW�LV�LPSRUWDQW�WR�UHYLVLW�WKH�FXUUHQW�PHWKRGV�RI�

SUHVHUYLQJ�WKH�SULYDF\�RI�SXEOLFO\�SXEOLVKHG�GDWD�LQ�%UD]LO��7KLV�LV�UHLQIRUFHG�E\�RWKHU�

ZRUNV��VXFK�DV�>�@��>��@��DQG�>��@��WKDW�KDYH�DOVR�LGHQWLILHG�RSHQ�%UD]LOLDQ�GDWDEDVHV�

H[KLELWLQJ�QRWDEO\�HOHYDWHG�ULVNV��$GGLWLRQDOO\��WKHUH�PD\�EH�RWKHU�XQGLVFRYHUHG�GDWD�

VHWV�ZLWK�VLPLODU�FKDUDFWHULVWLFV�DV� WKH�RQH� LQ� WKH�FDVH�VWXG\� WKDW�DOVR�SUHVHQW�VXFK�

ULVNV�� RU� HYHQ� ZRUVH�� DUH� DEOH� WR� RIIHU� HYHQ� PRUH� LQIRUPDWLRQ� ZKHQ� FURVVHG��

&RQVHTXHQWO\��WKHUH�LV�D�QHHG�IRU�PRUH�DGYDQFHG�SULYDF\�SUHVHUYLQJ�PHWKRGV�DQG�IRU�

D�EHWWHU�XQGHUVWDQGLQJ�RI�KRZ�WR�FRQGXFW�WKLV�SURFHVV�VR�DV�WR�HIIHFWLYHO\�JXDUDQWHH�

ERWK�SULYDF\�DQG�XWLOLW\���

,Q�WKLV�FRQWH[W��(O�(PDP
V�PHWKRGRORJ\�>�@�HPHUJHV�DV�D�YDOXDEOH�UHVRXUFH�IRU�

LQIRUPHG�GHFLVLRQ�PDNLQJ��HVSHFLDOO\�LQ�WKH�DEVHQFH�RI�FRPSUHKHQVLYH�JXLGHOLQHV��DV�

VHHQ� LQ� WKH� %UD]LOLDQ� FDVH� VWXG\�� 7KH� DSSURDFK� LQWHJUDWHV� WKUHDW� PRGHOLQJ�� ULVN�

DVVHVVPHQW�� DQRQ\PL]DWLRQ� WHFKQLTXHV� DQG� GDWD� XWLOLW\� HYDOXDWLRQ� WR� RIIHU� D�

FRPSUHKHQVLYH�DQG� DGDSWDEOH� VROXWLRQ� IRU� WKH�FKDOOHQJHV� RI� SUHSDULQJ� GDWDVHWV� IRU�

SXEOLF� UHOHDVH�� 7KH� PHWKRG� DSSOLFDWLRQ� LQ� WKH� FDVH� VWXG\� QRW� RQO\� LPSURYHG� WKH�

GHFLVLRQ�PDNLQJ�SURFHVV�EXW�DOVR�KHOSHG�SLQSRLQW�WKH�FUXFLDO�IDFWRUV�WR�FRQVLGHU�ZKHQ�

DQRQ\PL]LQJ�WKH�GDWDVHW��7KLV�V\VWHPDWLF�DSSURDFK�FDQ�EH�YHU\�DGYDQWDJHRXV�LQ�WKH�

FRQWH[W�RI�RSHQ�JRYHUQPHQWDO�GDWD�DV�LW�PD\�KHOS�SURPRWH�WUDQVSDUHQF\��EXLOG�WUXVW�

DPRQJ�VWDNHKROGHUV��IDFLOLWDWH�H[WHUQDO�DXGLWV��DQG�VXSSRUW�DFFRXQWDELOLW\���



� � �
�

� � �
�

2Q� WKH� RWKHU� KDQG�� ZH� REVHUYHG� WKDW� WKH� PHWKRGRORJ\� LQ� >�@� SUHVHQWV� VRPH�

OLPLWDWLRQV��)LUVWO\��LW�GRHV�QRW�H[SOLFLWO\�FRQVLGHU�WKH�UHOHDVH�PRGHO�W\SH��ZKLFK�LV�D�

FUXFLDO�DVSHFW�WR�GHWHUPLQH�WKH�DSSURSULDWH�OHYHO�RI�SULYDF\�IRU�D�GDWD�VHW��)RU�H[DPSOH��

WKH� SXEOLF� UHOHDVH� SURYLGHV� WKH� JUHDWHVW� DYDLODELOLW\� ZKLOH� LW� GHPDQGV� D� JUHDWHU�

SURWHFWLRQ�>�@��,Q�WKLV�ZD\��WKH�UHOHDVH�W\SH�FDQ�LQIOXHQFH�WKH�DSSURSULDWH�GHILQLWLRQ�RI�

WKH�SULYDF\�DQG�XWLOLW\�WKUHVKROGV�DV�ZHOO�DV�WKH�VHOHFWLRQ�RI�DQRQ\PL]DWLRQ�WHFKQLTXHV��

$GGLWLRQDOO\�� WKH� PHWKRGRORJ\� SULPDULO\� IRFXVHV� RQ� UH�LGHQWLILFDWLRQ� DWWDFNV��

RYHUORRNLQJ�RWKHU�SRWHQWLDO�WKUHDWV��)RU�H[DPSOH��DQ�LQGLYLGXDO
V�VHQVLWLYH�DWWULEXWHV�

PD\�EH�H[SRVHG�WKURXJK�DQ�DWWULEXWH�LQIHUHQFH�DWWDFNV��HYHQ�LI�WKHLU�LGHQWLW\�UHPDLQV�

XQGLVFORVHG�� 7KHUHIRUH�� D� PRUH� FRPSUHKHQVLYH� FRQVLGHUDWLRQ� RI� YDULRXV� SULYDF\�

WKUHDWV�ZRXOG�IXUWKHU�HQKDQFH�WKH�PHWKRGRORJ\�HIIHFWLYHQHVV�LQ�GLYHUVH�GDWD�VKDULQJ�

VFHQDULRV���

)LQDOO\��ZH�FRQFOXGH�WKDW�SUHVHUYLQJ�SULYDF\�LQ�PLFURGDWD�IRU�SXEOLF�UHOHDVH�LV�D�

YHU\�FKDOOHQJLQJ�WDVN��7KHVH�GDWDVHWV�W\SLFDOO\�KROG�QXPHURXV�DWWULEXWHV��RIWHQ�ZLWK�

KLJK�GLPHQVLRQDOLW\��OHDGLQJ�WR�FRPSOH[�UHODWLRQVKLSV�DPRQJ�YDULDEOHV��$GGLWLRQDOO\��

WKHVH�DWWULEXWHV�RIWHQ�KDYH�XQHYHQ�GLVWULEXWLRQV�DQG�PD\�KDYH�PDQ\�PLVVLQJ�YDOXHV��

7KH�FKDOOHQJH�EHFRPHV�HYHQ�KDUGHU�ZKHQ�PDQ\�VHQVLWLYH�DWWULEXWHV�DUH�LQYROYHG��DV�

GLVFORVLQJ�VXFK�GDWD�FDQ�QRW�RQO\�YLRODWH�SHUVRQDO�SULYDF\�EXW�DOVR�KDYH�IDU�UHDFKLQJ�

VRFLDO�FRQVHTXHQFHV��'XH�WR�WKH�FRPSOH[LW\�RI�WKHVH�FKDOOHQJHV��ILQGLQJ�D�RQH�VL]H�

ILWV�DOO��DXWRPDWHG�VROXWLRQ�LV�H[FHSWLRQDOO\�KDUG����

7KHQ�� GHWHUPLQLQJ� WKH� RSWLPDO� YHUVLRQ� RI� WKH� GDWD� VHW� EHFRPHV� DQ� LQWHUDFWLYH�

SURFHVV�� ZKLFK� LQYROYHV� FORVHO\� FROODERUDWLRQ� ZLWK� VXEMHFW� PDWWHU� H[SHUWV� DQG� D�

FDUHIXO�DQDO\VLV�RI� WKH�GDWD� UHODWLRQVKLSV�� ,Q� WKH�FRQWH[W�RI�SXEOLF�GDWD�SXEOLFDWLRQ��

WKHUH�LV�DOVR�WKH�FKDOOHQJH�RI�H[SODLQDELOLW\��WKH�JRYHUQPHQW�PXVW�EH�DEOH�WR�H[SODLQ�

WR�WKH�SXEOLF�WKH�PHWKRGV�XVHG�WR�DQRQ\PL]H�WKH�GDWD��DQG�LW�VKRXOG�EH�XQGHUVWDQGDEOH�

WR� HYHU\RQH� >�@�� ,Q� WKLV� FDVH�� LW� LV� SUHIHUDEOH� WR� XVH� VLPSOHU� DQG� PRUH� LQWXLWLYH�

DQRQ\PL]DWLRQ�DSSURDFKHV��LI�SRVVLEOH���

� �
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��CONCLUSION�

���� &RQWULEXWLRQV�

,Q�WKLV�ZRUN��ZH�KDYH�LQYHVWLJDWHG�WKH�DSSOLFDWLRQ�RI�WKH�PHWKRGRORJ\�SURSRVHG�

LQ�>�@�ZLWKLQ�WKH�VSHFLILF�FRQWH[W�RI�D�SXEOLF�%UD]LOLDQ�KHDOWK�PLFURGDWD��7KH�ULVNV�RI�UH�

LGHQWLILFDWLRQ�DQG�DWWULEXWH�LQIHUHQFH�DWWDFNV�ZHUH�DVVHVVHG�XQGHU�GLIIHUHQW�DVVXPSWLRQV�

DQG�PHWULFV��)XUWKHUPRUH��D�SRWHQWLDO�DSSURDFK�IRU�GDWD�DQRQ\PL]DWLRQ�ZDV�SURSRVHG�WR�

HQKDQFH�SULYDF\�ZLWKRXW�FRPSURPLVLQJ�XWLOLW\���

2XU�UHVXOWV�UHYHDOHG�WKDW�(O�(PDP
V�PHWKRGRORJ\�>�@�FDQ�RIIHU�VHYHUDO�DGYDQWDJHV�

IRU� H[HFXWLQJ� DQ� HIIHFWLYH� DQRQ\PL]DWLRQ� SURFHVV�� 7KURXJK� LWV� LWHUDWLYH� SURFHVV�� WKH�

PHWKRGRORJ\� RIIHUV� D� VWUXFWXUHG� SDWKZD\� WR� WUDQVIRUP� VHQVLWLYH� LQIRUPDWLRQ� LQWR� DQ�

DQRQ\PL]HG� IRUPDW� E\�FRQGXFWLQJ�FRPSUHKHQVLYH� ULVN� DVVHVVPHQWV� DQG� LPSOHPHQWLQJ�

SULYDF\�WHFKQLTXHV��LGHDOO\�XQGHU�H[SHUW�JXLGDQFH��7KLV�IDFLOLWDWHV�WKH�UHVSRQVLEOH�UHOHDVH�

RI� SXEOLF� GDWD�� VWULNLQJ� D� FDUHIXO� EDODQFH� EHWZHHQ� SURWHFWLQJ� LQGLYLGXDOV
� SULYDF\� DQG�

HQVXULQJ�WKH�XWLOLW\�RI�WKH�GDWD�IRU�DQDO\VLV�DQG�UHVHDUFK��$OVR��LWV�JHQHUDO�DSSOLFDELOLW\�

PDNHV�LW�HDVLO\�DGDSWDEOH�IRU�XVH�ZLWK�FDVH�VWXG\�GDWD��

2Q�WKH�RWKHU�KDQG��WKH�PHWKRGRORJ\�LV�OLPLWHG�WR�UH�identification risk and don’t 

FRQVLGHU�RWKHU�SRWHQWLDO�SULYDF\�DWWDFNV��6XFK�D�QDUURZ�IRFXV�PLJKW�OHDG�WR�LQFRPSOHWH�

SULYDF\� VDIHJXDUGV�� FRPSURPLVHG� SULYDF\� REMHFWLYHV� DQG� DQ� LQDFFXUDWH� DVVHVVPHQW� RI�

ULVNV�DVVRFLDWHG�ZLWK�WKH�GDWD��,Q�SUDFWLFDO�VFHQDULRV��DGYHUVDULHV�RIWHQ�FRPELQH�ERWK�W\SHV�

RI�DWWDFNV�WR�FRPSURPLVH�SULYDF\��UHQGHULQJ�WKH�PHWKRGRORJ\�OHVV�HIIHFWLYH��$GGLWLRQDOO\��

WKH� PHWKRGRORJ\� GRHV� QRW� H[SOLFLWO\� DGGUHVV� WKH� FRQFHSW� RI� WKH� GDWD� UHOHDVH� W\SH��

8QGHUVWDQGLQJ�KRZ�WKH�GDWD�ZLOO�EH�UHOHDVHG�LV�LPSRUWDQW�WR�SURSHUO\�DVVHVV�WKH�SRWHQWLDO�

SULYDF\� ULVNV� DVVRFLDWHG� ZLWK� GLIIHUHQW� GLVVHPLQDWLRQ� PHWKRGV�� )RU� H[DPSOH�� SXEOLF�

UHOHDVHV�ZLOO�W\SLFDOO\�UHTXLUH�D�KLJKHU�OHYHO�RI�SURWHFWLRQ��2YHUDOO��WKHVH�ILQGLQJV�KHOS�WR�

FODULI\�UHVHDUFK�TXHVWLRQ�54����

5HJDUGLQJ�WKH�UHVHDUFK�TXHVWLRQ�54���WKH�FDVH�VWXG\�GDWD�LV�KLJKO\�VXVFHSWLEOH�WR�

UH�LGHQWLILFDWLRQ� DQG� DWWULEXWH�LQIHUHQFH� DWWDFNV�� ,Q� IDFW�� DQ� DGYHUVDU\� ZLWK� DFFHVV� WR�

OLPLWHG�H[WHUQDO�LQIRUPDWLRQ�FRXOG��PRVW�RI�WKH�WLPH��ILQG�WKHLU�WDUJHW��RQFH�WKH\�NQRZ�

WKDW�WKH�WDUJHW�LV�SUHVHQW�LQ�WKH�GDWDEDVH��1RWDEO\��DWWULEXWHV�VXFK�DV�ELUWK�GDWH�DQG�KHDOWK�

IDFLOLW\� DSSHDU� WR� EH� SDUWLFXODUO\� LQIOXHQWLDO� LQ� WKLV� FRQWH[W��0RUHRYHU�� WKH� UHPRYDO� RI�

GLUHFW�LGHQWLILHUV�DV�WKH�RQO\�SULYDF\�SUHVHUYLQJ�PHWKRG�LV�LQVXIILFLHQW��EHLQJ�FRQVLVWHQW�

ZLWK�H[LVWLQJ�OLWHUDWXUH��
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)LQDOO\��WKH�H[SHULPHQWDO�ILQGLQJV�RI�WKH�DQRQ\PL]DWLRQ�WHFKQLTXHV�FRQWULEXWH�WR�

DGGUHVVLQJ�WKH�UHVHDUFK�TXHVWLRQ�54���,Q�VXPPDU\��LW�FRXOG�EH�REVHUYHG�WKDW�WKH�RSWLPDO�
VROXWLRQ� WR� SULYDF\� SURWHFWLRQ� FRPSULVHV� D� VHW� RI� WHFKQLTXHV� FRPELQHG� ZLWK� D� VHW� RI�

SULYDF\�PRGHOV��7KLV�LV�EHFDXVH�HDFK�PRGHO�KDV�D�GLIIHUHQW�IRFXV�DQG�LV�EHWWHU�VXLWHG�WR�

PLWLJDWLQJ�D�VSHFLILF�ULVN��ZKLFK�GHPDQGV�D�VSHFLILF�VHW�RI�WHFKQLTXHV��)RU�LQVWDQFH��LQ�WKH�

H[DPLQHG�FDVH�VWXG\��LW�EHFDPH�FOHDU�WKDW�XVLQJ�JHQHUDOL]DWLRQ�DQG�VXSSUHVVLRQ�UHVXOWHG�

LQ� VLJQLILFDQW� LPSURYHPHQWV� IRU� PLWLJDWLQJ� WKH� ULVN� RI� UH�LGHQWLILFDWLRQ�� EXW� WKH� VDPH�

GHJUHH�RI�LPSURYHPHQW�ZDV�QRW�REVHUYHG�LQ�WKH�FRQWH[W�RI�DWWULEXWH�LQIHUHQFH�DWWDFNV���

$GGLWLRQDOO\��DFKLHYLQJ�DQ�DFFHSWDEOH�VROXWLRQ�WKDW�EDODQFHV�SULYDF\�DQG�XWLOLW\�LV�

D�FKDOOHQJLQJ�WDVN��$GGUHVVLQJ�ERWK�SULYDF\�ULVNV�DW�WKH�VDPH�WLPH�FDQ�OHDG�WR�D�KLJKHU�

OHYHO�RI�SURWHFWLRQ��EXW�WKLV�PD\�FRPH�DW�WKH�FRVW�RI�XWLOLW\��7KH�FKDUDFWHULVWLFV�RI�WKH�GDWD�

FDQ�DOVR�DGG�D�OD\HU�RI�FRPSOH[LW\��7KH�PRUH�VHQVLWLYH�WKH�GDWD��WKH�ODUJHU�WKH�YROXPH�RI�

GDWD��DQG�WKH�VWURQJHU�WKH�UHODWLRQVKLSV�EHWZHHQ�GLIIHUHQW�SLHFHV�RI�GDWD��WKH�PRUH�GLIILFXOW�

LW�LV�WR�SURWHFW�SULYDF\�XVLQJ�SULYDF\�SUHVHUYLQJ�WHFKQLTXHV��

���� &KDOOHQJHV�DQG�/LPLWDWLRQV�

:H�EULQJ�DWWHQWLRQ�WR�FHUWDLQ�GUDZEDFNV�RI�RXU�VWXG\����

•� 2XU�H[SHULPHQWDO�UHVXOWV�DUH�OLPLWHG�WR�WKH�VSHFLILF�GDWD�VHW�RI�WKH�FDVH�VWXG\��

7KLV�GDWD�VHW�LV�LQ�D�VSHFLILF�IRUPDW��FRQWDLQLQJ�PDQ\�FDWHJRULFDO�DWWULEXWHV��

PDQ\� RI� ZKLFK� DUH� KHDOWK�UHODWHG� VHQVLWLYH� LQIRUPDWLRQ�� $� PRUH�

FRPSUHKHQVLYH� LQYHVWLJDWLRQ�RI�GLIIHUHQW�GDWD�VHWV�DQG�GDWD�VWUXFWXUHV�FRXOG�

SURYLGH� YDOXDEOH� LQVLJKWV� LQWR� WKH� JHQHUDOL]DELOLW\� RI� RXU� ILQGLQJV� DQG� WKH�

VXLWDELOLW\�RI�WKH�RYHUDOO�VROXWLRQ�IRU�GLIIHUHQW�FRQWH[WV��

•� ,Q� WKH� FDVH� VWXG\�� RQO\� ��� DWWULEXWHV� ZHUH� HPSLULFDOO\� VHOHFWHG� DV� TXDVL�

LGHQWLILHUV�� +RZHYHU�� JLYHQ� WKDW� WKH� GDWDVHW� HQFRPSDVVHV� PRUH� WKDQ� ����

YDULDEOHV�� D� FRPSUHKHQVLYH� DVVHVVPHQW� RI� DOO� DWWULEXWHV�ZRXOG� \LHOG� UHVXOWV�

EHWWHU�DOLJQHG�ZLWK�WKH�FRPSOH[LWLHV�DVVRFLDWHG�ZLWK�WKH�UHOHDVH�RI�WKLV�GDWD��

$OVR��H[SORULQJ�HVWDEOLVKHG�PHWKRGV�IURP�WKH�OLWHUDWXUH�FRXOG�RIIHU�YDOXDEOH�

LQVLJKWV� LQWR� D� PRUH� V\VWHPDWLF� DSSURDFK� WR� VHOHFWLQJ� TXDVL�LGHQWLILHUV��

PLQLPL]LQJ�HPSLULFDO�ELDVHV�LQ�WKH�SURFHVV��

•� 7KH�DVVHVVPHQW�ZDV�OLPLWHG�WR�RQO\�WZR�VSHFLILF�DWWDFNV��+RZHYHU��WKHUH�H[LVWV�

SRWHQWLDO�YDOXH�LQ�H[SDQGLQJ�WKH�VFRSH�RI�HYDOXDWLRQ�WR�HQFRPSDVV�DGGLWLRQDO�
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DWWDFNV��OLNH�OLQNDJH�DWWDFNV��ZKLFK�LQYROYH�OLQNLQJ�GLIIHUHQW�GDWDVHWV�WR�H[WUDFW�

PRUH�LQIRUPDWLRQ�WKDQ�HDFK�GDWDVHW�LQGLYLGXDOO\�UHYHDOV��

���� )XWXUH�:RUNV�

:H�DOVR�KLJKOLJKW�VRPH�SRVVLEOH�IXWXUH�ZRUN���

•� ([SORULQJ� DQ� DOWHUQDWLYH� VHW� RI� TXDVL�LGHQWLILHUV�� FRQVLGHULQJ� DOO� DYDLODEOH�

YDULDEOHV��DQG�FRQGXFWLQJ�D�FRPSUHKHQVLYH�DQDO\VLV�WR�EHWWHU�XQGHUVWDQG�WKHLU�

LQIOXHQFH� RQ� SULYDF\� ULVNV� FRXOG� SURYLGH� YDOXDEOH� XQGHUVWDQGLQJ� IRU� WKH�

VXEVHTXHQW� DSSOLFDWLRQ� RI� SULYDF\�SUHVHUYLQJ� WHFKQLTXHV�� ,W� ZRXOG� EH� DOVR�

LQWHUHVWLQJ� WR� HYDOXDWH� ZKHWKHU� DXWRPDWLF� PHWKRGV� IRU� VHOHFWLQJ� TXDVL�

LGHQWLILHUV�>��@�FRXOG�UHGXFH�WKH�ULVN�RI�KXPDQ�ELDV��

•� 7KH�FDVH�VWXG\�UHVXOWV�H[SORUHG�D�OLPLWHG�VHW�RI�SULYDF\�SUHVHUYLQJ�WHFKQLTXHV��

,W� ZRXOG� EH� YDOXDEOH� WR� LQYHVWLJDWH� D� ZLGHU� UDQJH� RI� WHFKQLTXHV� DQG�

FRPELQDWLRQV�WR�XQGHUVWDQG�ZKDW�ZRXOG�DFKLHYH�WKH�EHVW�SULYDF\�XWLOLW\�WUDGH�

RII��)RU�WKLV��D�IRUPDO�TXDQWLILFDWLRQ�RI�GDWD�XWLOLW\�ZRXOG�DOVR�EH�UHOHYDQW��

•� &RQVLGHULQJ�WKDW�WKH�6$56�PLFURGDWD�LV�UHOHDVHG�DQQXDOO\��D�SUDFWLFH�VKDUHG�

ZLWK�RWKHU�%UD]LOLDQ�GDWDVHWV�OLNH�WKRVH�SXEOLVKHG�E\�,1(3����LW�LV�LPSRUWDQW�WR�

DOVR�FRQVLGHU�WKH�ORQJLWXGLQDO�DWWDFN�>�@��,Q�WKLV�DWWDFN��DQ�DGYHUVDU\�FDQ�DFFHVV�

PXOWLSOH�YHUVLRQV�RI�WKH�GDWDEDVH��HDFK�FRUUHVSRQGLQJ�WR�D�GLIIHUHQW�SRLQW�LQ�

WLPH�� 7KLV� DOORZV� WKH� DGYHUVDU\� WR� FRPELQH� LQIRUPDWLRQ� IURP� GLIIHUHQW�

GDWDEDVHV�WR�LQFUHDVH�WKHLU�FKDQFHV�RI�VXFFHVV��

•� )LQDOO\��LW�LV�UHFRPPHQGHG�WR�DSSO\�WKH�VDPH�DSSURDFK�RXWOLQHG�LQ�WKLV�VWXG\�

WR�HYDOXDWH�RWKHU�%UD]LOLDQ�PLFURGDWD�DV�ZHOO��7KLV�ZLOO�HQDEOH�WKH�HYDOXDWLRQ�

RI�WKH�H[WHQW�WR�ZKLFK�WKHVH�ILQGLQJV�FDQ�EH�DSSOLHG�DFURVV�YDULRXV�VFHQDULRV�

DQG�GDWD�VWUXFWXUHV��

���
���

�
� �

�
���7KH�$QtVLR�7HL[HLUD�1DWLRQDO�,QVWLWXWH�RI�(GXFDWLRQDO�6WXGLHV�DQG�5HVHDUFK���KWWSV���ZZZ�JRY�EU�,1(3!�
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